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In today’s smart world, Internet of Things (IoT) offers a very large scale of technologies and use-cases. An IoT system is comprised
of a huge amount of low-power IoT network elements, sensors, and smart devices, connected with each other. For these devices, it
is important to have a sufficient level of energy resource for communication and to receive software/firmware updates periodically.
In this aspect, wireless power transfer is a popular paradigm to tackle energy limitations. Therein, the battery of IoT devices
can be remotely replenished by means of radio-frequency (RF) radiated signaling, referred to as far-field wireless power transfer.
Furthermore, harvesting energy from ambient communication signals available in the environment introduces simultaneous wireless
information and power transfer technology. These systems face the trade-off between information capacity and energy harvesting
efficiency. Accordingly, various signaling design frameworks have been proposed to comply with different system preferences between
power and information. In this work, aside from existing trends, we propose a novel concept, Information Harvesting (IH), which
introduces a novel protocol that lies in transmitting information on top of the existing wireless power transfer mechanism. Considering
the diversity of IoT networks and the availability of wireless power transfer infrastructure, the proposed Information Harvesting
principle may turn out to be a pivotal methodology that combines physical layer security with wireless power transfer particularly
for the cases where a large number of IoT devices require the software/firmware updates along with periodical battery recharging
needs.

Index Terms—Wireless power and information transfer, information harvesting, Internet of Things, energy harvesting.
I. BACKGROUND

THe Internet of Things (IoT) creates the potential for
new generation industry use cases and represents an

important building block for smart cities. With uniquely
identifiable devices capable of communicating through wireless
environments, billions of devices are able to sense and
interact with everything and everyone. However, wireless
IoT devices are typically constrained by the battery lifetime
which implies a considerable operational challenge for IoT
networks. Thus, monitoring battery levels of IoT devices
and options for recharging them would be crucial to
address in order to sustain autonomous and continuous
devices functioning in these networks. From this aspect,
integrating wireless power transfer into battery-less sensors,
passive radio-frequency identification (RF-ID), passive wireless
sensors, and machine-to-machine (M2M) solutions seem highly
attractive for further developments in IoT networks.

A. Wireless power transfer

The origin of wireless power transfer (WPT) was pioneered
by Tesla and it is based on radiative power transfer through a
medium (i.e. air) from power transmitter to energy harvester [1].
The WPT can be categorized into two main classes; near-field
power transfer and far-field power transfer. The former applies
power transfer over short distances by magnetic fields using
inductive coupling or electric fields between energy harvester
and power transmitter. The latter utilizes ambient RF waves
in the surrounding indoor/outdoor environment resulting from
existing RF transmission along with backscattering techniques
and provides an ideal, green power source for longer ranges. For
instance, existing prototypes of RF-based energy harvesting
circuits operating below 1 GHz are capable of harvesting
microwatts to milliwatts of power over the range of 10 m with
similar transmit power levels applied in a Wi-Fi router [2].

In the far-field power transfer mechanism, the system design
aims to enhance the end-to-end power transfer efficiency which
directly implies the amount of DC power that can be harvested
from available wireless power sources. In this context, the term
rectenna is referring to a component consisting of a rectifier and
an antenna, which enables transforming received RF signals into
harvested energy. Designing an efficient rectenna mechanism
and exploring different signaling structures in favor of power
transfer has been currently a popular line of research. To this
end, a lot of studies in WPT have concentrated on the design
of high-efficient rectenna and optimal signaling schemes which
are coupled with multi-antenna beamforming capabilities.

While effective beamforming has been adopted as one
of the fifth-generation (5G) technology components for data
communication, the same methodology can also be applied to
far-field power transfer in the WPT systems. Another trend
in the far-field power transfer is based on distributed antenna
system (DAS) concept. The so-called WPT DAS provides a
flexible architecture and broad service coverage [3]. It is also
noted that new 5G frequency bands (millimeter-Wave) bring an
opportunity to apply very compact antenna arrays in network
elements.

In far-field power transfer, real Gaussian, flash, and linear
frequency-modulated signals are preferred over grid-based
and lattice-based constellations which are popular in data
communication. In contrast with pure communication systems,
where low peak-to-average power ratios (PAPR) in signaling is
the desired property, far-field power transfer signaling schemes
tend to have higher PAPR values since it leads to better
end-to-end power efficiency. Yet, this is achieved at the cost
of higher complexity and power consumption in the WPT.
A comprehensive survey focusing on optimization of the
end-to-end efficiency for far-field power transfer mechanisms
can be found in [4]. Therein it was also shown that joint
signaling and beamforming design can increase the service
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area of WPT.

B. Wireless powered communication networks

Wireless powered communication networks (WPCN) were
initially proposed for reducing the operational workload
of battery replacement/recharging over RF-based energy
harvesting systems. The network elements in WPCN first
harvest energy from the signals transmitted by RF energy
sources and then consume this harvested energy for their
upcoming communication periods. The beginning of frame
duration is first allocated for the energy transfer only. Then,
a full-duplex scheme is also applied where energy transfer
and communication take place simultaneously on the same
frequency to cope with the situations where the energy
harvested in the beginning of the frame is insufficient.

C. Simultaneous wireless information and power transfer

In the simultaneous wireless information and power transfer
(SWIPT) systems, the RF-based power transfer is combined
with the simultaneous information transmission. This approach
seems quite appealing when compared to the solution where
power and information transfer are separated into two
standalone operations. Advances in smart antenna technology
have accelerated the development of different SWIPT concepts,
such as multiple-input multiple-output (MIMO)-SWIPT and
cooperative relaying-based SWIPT systems [5]. It is important
to note that there are different methods to separate energy
harvesting and information decoding in SWIPT systems.
For instance, if the separation is carried out in the energy
domain, it is called power splitting, if it is in the time
domain or space domain, it is called time splitting or antenna
splitting, respectively. In the SWIPT systems, the receiver
architecture is generally representing a trade-off between total
harvested energy and achievable data rate, and different design
frameworks can be applied based on the preference between
them.

The network elements of the SWIPT systems are categorized
into two groups; information receiver (IR) and energy harvester
(EH). The sensitivities of IRs and EHs are quite different from
each other. Specifically, the minimum received power at an IR
is around –60 dBm, while that of an EH is –10 dBm. We recall
that, for instance, 2.4 GHz frequency introduces a decay of 40
dB decay per meter under Friis assumption. Therefore, EH is
usually located closer to wireless power transmitters than IRs.

D. Physical layer security

The SWIPT systems are naturally prone to eavesdropping
activity since the EH might act as a malicious device by
exploiting better received signal statistics especially in the cases
where EH and IR share similar hardware capabilities. Thus,
there is a need for complementary solutions to combat this
potential interception of confidential information at unintended
users.

Although conventional encryption techniques are useful in
many cases for protecting data transmission, there are some
use cases/protocols in which additional encryption cannot be
applied. Also, most IoT devices/sensors are simple nodes
having limited computational capabilities so the complexity of
encryption-decryption procedures is beyond the capabilities of

those devices. Related trends can be easily verified by checking
the statistics about existing IoT traffic showing that a large
portion of IoT traffic is unencrypted [6]. Moreover, encryption
is not employed in all standards, e.g. SigFox protocol [7], and
integrated/tiered IoT devices [6].

Physical layer (PHY) security is a useful tool for
communication secrecy as it does not use explicit keys for data
security. Specifically, physical layer (PHY)-security techniques
turn the randomness in wireless channels into a powerful tool
to achieve secure communication. The principal idea of PHY
security is to improve the secrecy of communication in favor
of the intended receivers while reducing the probability of
eavesdropping. It was shown in [8] that the PHY-security
solutions are able to provide secure communications for a
massive number of IoT devices particularly when the limited
computational capability is considered.

Current PHY-security techniques utilize different
methodologies ranging from protocol design to studies
drawing from information theory principles. For instance,
covert communication and cooperative jamming generate
noise/interference such that the intended transmission
hides inside the existing interference/noise while secret
key generation in the physical layer is employed in PHY
encryption. In the signaling domain, constellation rotation
and bit flipping where original signaling is varied in favor of
more secure communication are proposed. A good overview
of implementing the energy-and cost-efficient PHY security
techniques considering the IoT design aspects can be found
in [9].

II. GAP ANALYSIS AND MOTIVATION

While the SWIPT systems are designed for addressing energy
and communication needs, they sacrifice the coverage due to
the different sensitivity levels of EHs and IRs. Also, deploying
the SWIPT mechanism over IoT systems might be impractical
from a hardware capability perspective since having receiver
circuits to decode information and harvest energy from the
same signal independently and simultaneously might not be
feasible for all cases. Also, designing a SWIPT protocol for
IoT networks with spatially scattered sensors applying different
transmission periods is still a challenging issue.

On the other hand, the far-field WPT seems more mature
technology with products and standards already available
in the market. From this perspective, providing information
transmission on top of the existing power transfer mechanism
seems promising for IoT networks. In this way, the information
transmission could benefit from WPT system without sacrificing
operational objectives. Motivated by this fact, Information
Harvesting could be a promising candidate for information and
power transfer through IoT networks. This methodology will
be discussed in more detail in the next section.

III. THE PROPOSED FRAMEWORK: INFORMATION
HARVESTING

In this section, the details of Information Harvesting (IH)’s
including its novel cycles; information seeding, and information
harvesting, are presented along with corresponding protocols.
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Fig. 1: Information Harvesting scenario for an indoor environment. Information harvesters are located closer to far-field wireless power transmitter units while
potential information receivers are placed at a further distance.

A. System components

An indoor scenario illustrated in Fig. 1 represents a typical
implementation of the proposed framework. Herein, the WPT
serves as a module supplying far-field power transfer to the EHs
which are located close to the WPT. In this setup, the service
area can be divided into two regions; the power transfer region
and the information harvesting region. In the power transfer
region, the WPT emits its radio signals towards EH in order
to recharge device batteries while the IHs in the information
harvesting region aim for information transmission from the
WPT by utilizing existing power transfer between the WPT
and EH. Note that the IR and EH are not necessarily separate
devices so the IR can act as an EH device provided that it is
in the WPT service area.

While the WPT initially serves as a module supplying
power to portable EHs, it can provide information to the IRs
as well. Accordingly, the WPT has the capability to sense
power requests from an EH so it can also emit power transfer
signals. The choice of signaling is basically dominated by the
complexity constraint and transmit power budget for a given
system. We also note that total transmitted power must follow
the corresponding regulatory and safety standards.

The EH device has a power management unit that consists of
a receive antenna chain, a charging unit, and a battery. Herein,
the charging unit is specifically configured for establishing a
link between the receive antenna chain and the battery. Note that
the energy harvesting procedure is being periodically controlled
in accordance with the parameters and/or state information and
any error/disturbance in the energy harvesting period can cause
termination of wireless power transfer.

B. Information seeding and information harvesting

The principal step of the IH framework is to implement an
information seeding cycle in WPT without any termination or
disturbance in existing energy harvesting cycles. Specifically,
information seeding refers to a procedure that injects
information components into existing wireless power transfer
signaling from WPT to EH. The information seeding should
not create considerable variations in the WPT mechanism, for
instance, average harvested energy or peak level of input voltage

in rectifier in order to keep information seeding concealed to
the unintended network elements.

At this point, information seeding lies on creating variations
in the transmitter entity of WPT. Those variations should be
only captured in IRs without disturbing existing EHs. Once the
information seeding cycle is carried out in WPT, it is followed
by information harvesting cycle at intended IRs. Information
harvesting cycle starts with noticing WPT in the environment
and sending an information request to it and ends with capturing
the variations in ongoing power transfer signaling.

C. IH protocol

We now discuss different phases of the proposed IH
framework. Specifically, the IH can be divided into different
steps, illustrated in Fig. 2. To begin with, assume that there
exists an EH suffering from low battery level in a service area.
Then, the initial step contains identification and configuration
phases which consists of charging request by the EH and
sensing this request at WPT. Once the identification of the
EH and its configuration is exchanged and validated between
the WPT and EH, the WPT starts to transmit power transfer
signals. During the energy harvesting period, any failure and
problem in power transfer can be detected by an error control
mechanism such that recharging stops if any error is detected
during the power transfer period unless EH moves away from
the environments.

While wireless power transfer occurs between WPT and EH,
IR in need of information from the WPT triggers two different
cycles; information seeding and information harvesting. In

detecting power
request 

sending power
request 

identification and
configuration  

wireless power transfer  
active 

error control during 
 
 

 energy harvesting 

END 

detecting wireless
power transfer

signaling 

sending RFI 

RFI received information
seeding starts

information
harvesting starts

END 

END 

Fig. 2: The detailed procedures between WPT-EH and WPT-IR during wireless
power and information transfer phases.
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the beginning, information harvesting starts with sensing an
ongoing wireless power transfer mechanism in the service
area. Once IR senses the transmission, the channel estimation
procedures between WPT-IR links are initiated, and the
parameters will be attached to request for information (RFI)
signal based on this process. For instance, the RFI signal can
determine the frequency of changing the transmit entity based
on the required data rate in the IR. Besides, the requirement
for additional physical security protocol can be added to those
signals. As illustrated in Fig. 2, recharging of the EH is in
progress during the signaling between the WPT and the IR.

Once the WPT captures the RFI packet from the IR, it
can start the information seeding by controlling the chosen
transmission entity, which can vary transmission based on the
information. Then, as long as the information seeding is carried
out suitably along with those changes imposed to the chosen
transmission entity and they are only estimated at the IR by
extracting the information while recharging the battery of the
EH continues.

IV. A CASE STUDY: SPATIAL MODULATION-BASED
INFORMATION HARVESTING

To illustrate the implementation of the proposed IH
framework in the IoT networks, spatial modulation-based IH
is given in Fig. 3 where different sets of transmit antennas are
activated for information seeding during the wireless power
transfer period.

A. Spatial modulation

Spatial modulation (SM) technique was originally proposed
in order to increase spectral efficiency where additional
information bits are typically conveyed through the index of
active transmit antenna(s), in addition to existing modulated
symbols. We recall that the SM was proposed as a potential
NR candidate for 5G networks [10] and its derivatives,
such as, index modulation and media-based modulation, are
still popular [11]. For example, the SM has been proposed
for non-fading/low-rank channels beyond 5G systems, i.e.
millimeter-Wave channels can be found in [12]. The initial
version of the SM mechanism applied a single active transmit
antenna per transmission period; then, a generalized version
of SM was introduced where multiple transmit antennas per
transmission are active. In consideration of SM towards IH,
information seeding is based on the process of using different
transmit antennas at wireless power transceiver and information
harvesting implies estimating the transmit antenna in the IR.

B. SM-based IH

In SM-based IH case, it is assumed that the WPT has multiple
transmit antennas to emit its wireless power transfer signals.
When there is no IR in the environment, ongoing wireless
power transfer between the WPT and EH is handled by a
single transmit antenna so the antenna activation pattern selector
illustrated in Fig. 3 stays inactive. When the IR appears in the
environment, it transmits RFI signal to the WPT. Once the RFI
is received by the WPT, the antenna activation pattern selector
becomes active, and the WPT starts information seeding activity.
Note that the RFI signaling can also determine how fast the
active transmit antenna pattern varies in WPT, so the period of

the existing active transmit antenna group can be extended to
multiple transmission periods. Then, the IR detects the indexes
of active transmit antenna during information harvesting.

C. Simulation setting

The design goal of SM-based IH can be summarized as
sending information through the changes in active transmit
antenna index when EHs do not notice any considerable
changes in received signals while the IRs can demap those
changes into transmitted bits. To do so, the EH is placed closer
to the transmitter than the IR. Specifically, Nt transmit antennas
sharing a common RF chain are employed in the WPT, and only
a group of transmit antennas are active during wireless power
transmission. In order to align with multi-antenna broadcasting
systems, constant envelope power transfer signals [13] are used
in SM-based IH simulations and a similar set of phase shifters
for each transmit antenna is deployed in the WPT setting.

The characteristics of the channels for the WPT-EH and
the WPT-IR vary based on spatial features (near-distance and
far-distance, line-of-sight, and non-line-of-sight). In recent
years, stochastic geometry has gained popularity by enabling
an analytically tractable framework to model wireless networks.
Following this trend, the obstacles in the indoor environment,
the service area of the WPT, are distributed by using a
homogeneous Poisson point process (PPP) and the probability
of having line-of-sight and non-line-of-sight links at any given
distance is calculated based on obstacle coverage ratio (OCR).
Specifically, the OCR is determined by the average obstacle area
and the total area covered by the obstacles, and the obstacles are
modeled as cylinders that are spatially distributed according to
a homogeneous PPP. The cylindrical obstacle model is assumed
in the service area where the obstacle radius lies in (30, 60) cm
with the heights of (5, 25) cm.

More specifically, it is assumed that the WPT operates at
2 GHz along with total transmit power of 4W (36dBm) in
compliance with the Federal Communications Commission
(FCC) regulations [14] and two EHs are located at 1 m and
3 m distances when wireless power transfer occurs between
the WPT and the EH. In modelling large-scale and small-scale
fading, indoor hotspot office scenario, InH-Office, is considered
[15]. In this model, the following path-loss formulas are
considered; 32.4+17.3 log10 (d)+20 log10 (fc) for LoS cases
and 38.3+17.9 log10 (d)+24.9 log10 (fc) for NLoS cases along
with shadowing parameters of 3 dB and 8.03 dB, respectively.
In these formulations, fc corresponds to center frequency in
GHz and d is distance in meters such that 1 ≤ d ≤ 100.

D. Numerical results

In order to show the feasibility of SM-based IH, the
variations in the harvested energy in EHs resulting from
different groups of active transmit antennas are initially
investigated. To do so, the interquartile range (IQR) is chosen
as a key indicator. Specifically, IQR reflects the difference
between the 75th and 25th percentile of the harvested power
in EH. In Fig. 4, the IQR values observed in EH at d = 1 m
and d = 3 m are depicted along with three different settings
where {128, 64, 16} transmit antennas are considered at the
WPT in total. It can be seen that the amount of dispersion in
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the harvested energy reduces with the longer distance of the
EHs since the received signal power reduces considerably so
the variations resulting from the transmitter setting become less
apparent, which also applies for higher OCR values cases. Also,
those variations tend to decrease when more transmit antennas
are activated since more common links are used in consecutive
information seeding cycles. From this point of view, activating
more transmit antennas in WPT during the power transfer
period lowers the probability of detecting information seeding
activity in devices near to EH. Note that for all cases the IQR
values are lower than the receiver sensitivities of EH minimum
requirement. Also, the available radiated powers at the EHs’
locations were given in Fig. 4 and this amount reduces with

higher OCR values at d = 1m while it remains similar at
d = 3m. Those values are aligned with practical scenarios
where 10 − 100 µW is sufficient to power modern wireless
sensors and low-power devices [4].

Now, we would like to evaluate the proposed framework from
the data transmission perspective. To do so, the upper bounds
for spectral efficiency with respect to the different numbers
of active transmit antennas are plotted in Fig. 5 considering
different locations of the IRs along with given OCR values.
Therein, the WPT has 64 transmit antennas in total and the IRs
are located at 1 m and 20 m. As it can be seen from the figure, a
larger number of active antennas per transmission leads a higher
range of combinations during information seeding until the
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Fig. 5: The upper bounds on spectral efficiencies with respect to different
numbers of active transmit antennas in WPT for different distances along with
given OCR values.

point that half of the antennas turn active. So, higher spectral
efficiency values at the IR can be obtained as long as IR is able
to differentiate each combination. Also, higher OCR and longer
distance result in more variations in channels between the
WPT and IR so it leads to higher spectral efficiencies in those
cases. Interestingly, when no obstacle exists in the environment,
all corresponding channels turn into roughly identical LOS
channels so spectral efficiency goes down to zero. Note that
Fig. 5 only reflects the maximum performance of IH when using
the SM-based IH so the values can be reduced in practical
implementation based on different service area and device
capabilities.

E. Integration with PHY-security

In order to prevent passive attacks (silent eavesdropper and
eavesdropping activities particularly nearby IH or EH), dynamic
transmit entity mapping can be integrated into SM-based
IH framework in order to prevent decoding the index of
transmitting entities over the air by malicious users. For
the dynamic transmit entity index, a dynamic transmit entity
activation pattern can be added to the WPT blocks shown in
Fig. 3. Those updates on transmit entity index can be done
periodically based on the RFI signaling between the WPT and
IR.

Another PHY security improvement can be obtained from
emitting artificial noise full-duplex IRs are available. In this
scheme, the IR can use its own transmit signal in order to mask
information transmission from the WPT. To do so, when the IR
sends its RFI signal, it also starts to generate an artificial noise
signal. In this case, the closer the IR is to the EH, the lower the
power of the artificial noise signal should be in order to limit the
dispersion of the average harvested power. In this way, it will be
more difficult to trace the transmit entity index while keeping
the existing wireless power transfer mechanism undisturbed.
In order to eliminate the effect of artificial noise in legitimate
IRs, the IR can implement a self-interference cancellation
mechanism by subtracting its own generated artificial noise
signal from its received signal.

V. CONCLUSION

We introduced a novel method and protocol, Information
Harvesting, for data communications that allows secure
information broadcasting service on top of existing far-field
wireless power transfer mechanisms in IoT networks. The
key principle is to implement this information transmission
without disturbing existing wireless power transfer operations
in a service area of a wireless power transmitter. Then,
Information Harvesting is carried out in intended IRs. It is noted
that Information Harvesting could be a potential candidate
technology for 3rd Generation Partnership Project (3GPP)
Rel-18+ study items. Therein the reduced capability devices
may harvest energy with the radio access and communication
capability, thus operating on the same carrier frequencies with
information harvesting devices.
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Fig. 1: Information Harvesting scenario for an indoor environment. Information harvesters are located closer to far-field wireless power transmitter units while
potential information receivers are placed at a further distance.
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Fig. 6: The upper bounds on spectral efficiencies with respect to different numbers of active transmit antennas in WPT for different distances along with given
OCR values.
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