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Abstract—A cost-efficient condition monitoring and fault 

diagnostic system are presented in this paper using the Internet 

of Things and machine learning. Most condition monitoring 

systems nowadays are either costly or used to monitor current 

values without emphasizing the analysis part. On the other 

hand, predictive maintenance of different electrical machines, 

including BLDC motors, is becoming the need of the hour. It 

reduces the cost needed for maintenance and can also be used to 

evade more significant faults in the machine. The data is 

transmitted in real-time using a data acquisition system onto the 

cloud, which is further processed to determine if there is a 

chance of any fault occurring in the motor. A short comparison 

of the results of different machine learning algorithms is also 

discussed related to predictive maintenance. 

Keywords—condition monitoring, fault diagnostic, IoT, 

Internet of Things 

I. INTRODUCTION  

Brushless Direct Current motors (BLDC) have a vast 
implementation in industrial applications like electric 
vehicles, military, medical and others because of the easiness 
to control their speed and position. Therefore, maintenance of 
BLDC motos is of utmost importance as it is an essential part 
of these setups. Untimely failure of BLDC motor can halt 
operations and may cause irreversible losses. Plant engineers 
frequently inspect BLDC motors and the entire setup after a 
specific time, also termed scheduled maintenance, but these 
repeated checks are expensive. These scheduled maintenance 
checks can cost from 15% - 40% of the production cost and 
still might not prevent a more considerable expense in case of 
some component failure. Moreover, most of the time, there is 
no backup plan to check on the condition of the BLDC motor 
in between those checks, which might result in a bigger 
disaster if a fault occurs after a scheduled check as a person 
cannot predict the occurrence of a fault [1][2]. Therefore, 
automatic condition monitoring systems are being developed 
to stay ahead of the failures and predict or at least check on 
the machine in real-time [3][4]. 

With the advent of the industrial revolution in the form of 
Industry 4.0, more research is being done on the automation 
of the industry, including monitoring and predicting faults [5]. 
The continuous monitoring of electrical machines can help 

prevent the escalation of a fault in the machine, which can not 
only cut costs but also help keep the system loss to a 
minimum. [6][7][8]. These condition monitoring systems 
need stable data acquisition systems that can be easily used 
with different electrical machines. These systems are still 
evolving with the advancement in sensors and circuits [9]. 
Most of the earliest systems developed for data acquisition and 
monitoring electrical machines are in SCADA [10], which are 
heavy and expensive but not feasible with the new trend of 
portable devices. It is also difficult and expensive to add some 
sensors into the already deployed system and any changes can 
result in further costs [11]. Therefore, researchers are looking 
for better ways to replace these systems. 

This paper presents an alternate approach to such systems 
with a cost-efficient data acquisition part and enables the end-
user to view the transmitted data in real-time. It also presents 
a method to detect faults using a machine learning training 
algorithm, although that is still done offline. However, future 
prospects of this study include the implementation of the 
system in the cloud. 

II. RELATED WORKS 

The Industrial Revolution gave way to multiple studies 
related to fault detection and monitoring of electrical 
machines, including BLDC motors [7][12]. These studies are 
based on vibration signals to differentiate between healthy 
and faulty bearings using frequency components [13]. In this 
research, the authors provide a nonlinear model [14] for fault 
diagnosis of BLDC motor based on the vibration frequency 
spectrum. Whereas more proof has been provided that 
vibration signals can discover bearing issues related to 
variable speed [4]. Similarly, multiple other investigations 
into faults based on the stator of BLDC motors have been 
done [15][16][17]. However, most of this analysis has been 
done offline and not in real-time. 

The recent advancement in information technology has 
also opened up ways for remote monitoring of electrical 
machines using the Internet of Things (IoT). Different 
systems are being developed to check the health of electrical 
machines [18] in real-time and predict faults to reduce costs 
[19]. This has helped move towards a new era away from 



heavy machines and expensive equipment. Researchers 
adapted the recent methods developed on IoT [20][21] more 
commonly due to ease of operation and access. Although this 
system is still in development and has a slow sample rate, 
further research is still ongoing with the increase in the 
sample rate and decrease in data loss [22].  

Therefore, this paper presents the approach based on the 
data acquisition method using microcontroller boards which 
are then pushed to the cloud and can be monitored in real-
time. The signal considered here is the current signal rather 
than the vibration signal and the diagnosis is made in the 
frequency domain. A model is also trained to detect faults 
using up-to-date machine learning algorithms. 

III. METHODOLOGY AND RESULTS 

This research can be divided into three parts, the data 
acquisition system at the start, detection of faults in the cloud 
using the similarity principle and a machine learning based 
trained model for fault detection. First, the data is transmitted 
from the esp32 board to the cloud, where it is checked for fault 
in real-time with a similarity function. After that, the approach 
towards the signal is slightly different as the current signal is 
considered for the training and detection of faults instead of 
vibration signals. The experimental setup is shown in Fig. 1. 

 

 

Fig. 1. Experimental Setup 

The experimental setup includes a BLDC motor and a 
controller for speed, a current sensor, and an ESP32 
microcontroller board. The data from the current sensor is read 
through the ESP32 board, calibrated and sent over to the cloud 
and the laptop for checking purposes. The transmitted data is 
then saved in a database on the cloud and shown at the front 
using a user interface. The general block diagram of the setup 
is shown in Fig. 2. 

 

Fig. 2. Block Diagram 

The data is then preprocessed online to convert the time 
domain into the frequency domain and compared with the 
already collected data in the frequency domain for healthy and 
faulty signals of BLDC motor. The similarity criteria 
threshold is taken to be around 70%. If the similarity is 
between 70% – 80%, then there is a mild chance of a fault 
occurring in the electrical machine over some time. If it is 
between 80% - 90%, there is a high possibility that the fault 
will occur shortly and a check should be done on the machine 
to be sure it is still in a good state. If the similarity is above 
90%, then there is a high probability that the fault has occurred 
and the motor is already faulty. This data is presented in a user 
interface at the front for an end user to be relayed quickly and 
in real-time. An example of the user interface is shown in Fig. 
3. 

 

 

Fig. 3. Dashboard example 

The faults considered here are the inner and outer faults of 
bearings. A machine learning based model was also trained to 
detect faults in real-time. However, at the time being, it is still 
offline and will be implemented online next. The data was 
collected through Dewetron in bulk to train the machine 
learning model for both healthy and faulty BLDC motors. The 
current signal was further preprocessed and its frequency 
spectrum was considered while training for a machine 
learning based algorithm. Fig. 4, Fig. 5 and Fig. 6 show the 
three-phase BLDC motor current Fast Fourier Transform for 
healthy, inner fault and outer fault signals, respectively. 

 

 

Fig. 4. FFT of BLDC Healthy Signal 

 

Fig. 5. FFT of BLDC Inner Fault 
This research leading to these results has received funding from the 

PSG453, Digital twin for propulsion drive of autonomous electric vehicles” 
and ETAG21001, “Industrial internet methods for electrical energy 
conversion systems monitoring and diagnostics”. 



 

Fig. 6. FFT of BLDC Outer Fault 

As it can be seen that in each case of healthy, inner fault 
and outer fault signals, the frequency components with 
prominent values differ. These components are taken as the 
fundamental difference between these three signals and are 
then used to train the machine learning model and are then 
validated on a data set. The frequency components are further 
processed to remove any low amplitude components and 
further enhance the difference between them shown in Fig. 7, 
Fig. 8 and Fig. 9.  

 

Fig. 7. Processed BLDC Healthy Signal 

 

Fig. 8. Processed BLDC Inner Fault 

 

Fig. 9. Processed BLDC Outer Fault 

After processing the components further, the data is then 
used to train different machine learning algorithms. A data set 
containing 100,000 samples were used for training purposes 
with a blind validation for 20,000 data sets. As a result, four 
different types of machine learning algorithms were selected 
for the training of the model, and the result of their accuracy 
is shown in Table 1. 

TABLE I.  COMPARISON OF MACHINE LEARNING ALGORITHMS 

Type of Algorithm Accuracy Error 

Decision Tree 87% 13% 

Random Forest Tree 93% 7% 

Super Vector Control 97% 3% 

K nearest Neighbor 40% 60% 

 

The above table shows that the Super Vector Control 
Algorithm performed the best among the four to classify the 
incoming signal to detect a fault. The random Forest Tree 
algorithm also gives a high accuracy, whereas K nearest 
neighbor is the worst.  

IV. CONCLUSION 

The advancement in information technology has pushed 
other fields to work towards integrating their fields with it. 
Similarly, IoT and cloud computation is becoming the new 
trend in industrial applications and the industry 4.0 revolution. 
As a result, more emphasis is being done on the automation of 
processes. This will also help detect faults in real-time and 
contain any unpreceded losses if present in machines. This can 
also help save up time during maintenance of the said machine 
as the phase or place the fault is occurring can also be 
identified and the maintenance team does not have to check 
everything to identify the source of the fault.  

The proposed method here helps detect the fault in real-
time using IoT and the cloud. Although the machine learning 
algorithm is still offline, its implementation in the cloud is not 
far off. The study further enhances maintenance speed and can 
help cut short the maintenance charges as it can help detect 
whether maintenance is needed. In the same way, it can also 
save up the cost of a significant loss if a fault occurs. The fault 
can be taken care of as soon as it is detected and can help 
prevent a bigger disaster. The setup is independent of any 
specific needs or equipment regarding data generation points 
or hardware requirements. It can be tailored to work anywhere 
and with any sensor as desired. 

Future works for this study include implementing machine 
learning trained models on the cloud to detect faults in real-
time. It also includes creating an algorithm to predict faults 
rather than only detecting such faults in an electrical machine. 
This way, the machine can be saved even before going into a 
faulty state and can help prevent further damage. It also 
includes the remote controlling of the electrical machine, 
including the BLDC motor and self-logic decision-making 
implementation. Hence, if the algorithm decides that a fault is 
expected to occur in the machine, the machine could be 
automatically shut down and caution is generated for the end 
user to send in a maintenance crew for a check-up. 
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