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Abstract— We address the realization of the Findability,
Accessibility, Interoperability, and Reusability (FAIR) data
principles in an Internet of Things (IoT) application through a
data transfer protocol. In particular, we propose an architecture
for the Message Queuing Telemetry Transport (MQTT) proto-
col that validates, normalizes, and filters the incoming messages
based on the FAIR principles to improve the interoperability
and reusability of data. We show that our approach can
significantly increase the degree of FAIRness of the system by
evaluating the architecture using existing maturity indicators in
the literature. The proposed architecture successfully passes 18
maturity indicators out of 22. We also evaluate the performance
of the system in 4 different settings in terms the latency and
dropped messages in a simulation environment. We demonstrate
that the architecture not only improves the degree of FAIRness
of the system but also reduces the dropped messages rate.

Index Terms— FAIR data principles, mqtt protocol, iot, data
transfer protocol

I. INTRODUCTION

With the advance of wireless communication technologies
like the fifth generation of cellular networks (5G), a great
variety of Internet of Things (IoT) devices have become
ubiquitous all round the world. These devices are generating
a vast amount of data which can be integrated and used
for different purposes. Activity recognition [25], respiration
detection [17], fall detection [16] and emotion detection [7]
are a few examples of applications using sensor data to
provide end users with different services.

Although the significant progress of machine learning
and deep learning approaches has opened new doors in
sensor-based applications, the data-hungry nature of these
techniques is still a challenge in the literature. Transfer
learning [29], zero-shot learning [26], and meta learning [22]
are a few directions trying to tackle the need for a large
amount of data in deep learning tasks from a model-based
perspective.

From a data-based perspective, the FAIR (Findable, Ac-
cessible, Interoperable, Reusable) data principles [27] can be
utilized to increase the data interoperability and re-usability,
which can lead to an increase in the availability of sensor-
based data for various tasks. Apart from an application
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Fig. 1: An IoT system schematic and the role of the MQTT
protocol

point of view, adhering to the FAIR data principles can also
increase the reproducability and replicability of experiments
in many domains [11], [13], [23]. However, due to the
level of abstraction in these principles, realizing them in a
real-world data landscape is complicated, especially when it
comes to the IoT world.

In IoT ecosystems, the incoming data is heterogeneous
by the nature. Different devices and vendors can have their
standards including data formats, licenses and even meta-
data attached to each piece of data that makes them highly
challenging to integrate and re-use. The FAIR data principles
can play a crucial role in integrating data in a way that they
can be unified and normalized to be easily accessible for
either human or machines. Finally, we can build different
applications including deep-learning based, on top of those
data.

As it is shown in Fig. 1, the first step in a FAIR IoT
ecosystem is a protocol that facilitates this process. All the
data that are coming from different IoT devices should go
to the data landscape through a standard protocol. If this
protocol has a set of FAIR-realizing features that improve
the four building blocks of the principles, the rest of the
landscape will be able to use the incoming data in an
interoperable and reusable way.

Message Queuing Telemetry Transport (MQTT) [1], Ad-
vanced Message Queuing Protocol (AMQP), Constrained
Application Protocol (CoAP) [18], Extensible Messaging



and Presence Protocol (XMPP), Data Distribution Service
(DDS), and Lightweight Machine to Machine (LwM2M)
protocol are common choices for data transfer protocols in
the IoT world. Although they have a few features in common,
the use cases are different. For example, XMPP is not a good
choice for power constrained devices because of the overhead
of processing XML messages.

We find in our analysis that among these protocols, MQTT
is most suitable and flexible for IoT based applications [10].
Consequently, we propose an extension for the MQTT pro-
tocol to ease the implementation of FAIR principles in an
IoT ecosystem.

We show that by implementing the proposed architecture
in a MQTT-based IoT environment, we can realize the FAIR
data principles with a reasonable degree. Our contributions
are as follows:

1) We propose an architecture for the MQTT protocol
to realize the FAIR data principles in an IoT data
landscape.

2) We evaluate the proposed system using existing FAIR
metrics in the literature

3) We evaluate the performance of the proposed system
in a simulation-based environment

II. RELATED WORK

In this section, we look at previous work on the FAIR
data principles, especially from an implementation perspec-
tive and also a brief literature review of IoT data transfer
protocols.

A. FAIR Data Principles

The FAIR Data Principles have been introduced in [6]
to foster interoperability and re-use of data. In particular,
they feature 15 facets corresponding to being Findable,
Accessible, Interoperable, and Reusable (F-A-I-R). This is
attempt to produce FAIR data is also mirrored by an demand
of the European Commission to research institutions and
individuals, to produce open data1. The FAIR principles
intend to give ’a minimal set of community-agreed guiding
principles and practices’ [24] so that machines and humans
and humans shall be able to find (F), access (A), interoperate
(I) and re-use (R) data and metadata without effort.

Dunning et al. [5] have analyzed 37 repositories and
reported that some of them have already implemented a
few aspects of the FAIR data principles, but a considerable
number of them are not realized in most of the repositories.
They concluded that the implementation of these principles
is desirable though, and that the implementation of basic
policies (including the use of https and a clear license) is
about the main hurdle of implementing the principles.

Since the security aspects of the principles are of high
importance for a wide range of applications, Brewster et al.
[3] proposed an ontology-based access control for FAIR data
principles. This work takes into account the data, metadata,

1H2020 Guidelines on FAIR Data Management:
http://ec.europa.eu/research/participants/data/ref/h2020/grants_manual/hi/
oa_pilot/h2020-hi-oa-data-mgten.pdf

and additional metadata related to the users of the system
to provide applications with secure and controlled access to
object data in the system.

Rodríguez Iglesias et al. [14] proposed an exemplary
methodology to migrate from a traditional data paradigm to
the FAIR data principles-enabled repository for Pathogen-
Host interaction dataset. They showed that a careful design
decision could ensure FAIR data principles.

B. IoT Data Transfer Protocols

As it was mentioned in section I, there are a great variety
of data exchange protocols in the IoT world. Numerous
studies compare those protocols from different perspectives.
For instance, T. Yokotani et al. presented a comprehensive
comparison between Hyper Text Transfer Protocol (HTTP)
and MQTT [28]. They have shown that MQTT is superior
to HTTP in terms of required server resources, payload size,
and overhead.

In another study [21], it has been shown that, while CoAP
is well suited to communicating with systems designed for
HTTP, MQTT is well-designed for sensor-based communi-
cation scenarios.

Another group of researchers has compared AMQP to
MQTT in terms of packet transmission time in different
scenarios [20]. They have shown that MQTT requires much
less resources than AMQP because of its simplicity and
because it is highly efficient for extremely low powered
devices compared to AMQP.

Although the original MQTT protocol is based on the
Transmission Control Protocol (TCP) transfer layer, Stanford
et al. [19] proposed a User Datagram Protocol (UDP) based
version of MQTT named MQTT-SN for sensor networks.
For IoT applications, MQTT-SN is the preferred protocol,
since the orignal TCP-based MQTT protocol suffers from
an increased latency, as it guarantees reliability through an
acknowledgment mechanism. Consequently, UDP based IoT
data transfer protocols like CoAP or MQTT-SN feature a
smaller latency compared to TCP-based MQTT. In appli-
cations for which low latency communication is required,
MQTT-SN should be utilized.

MQTT does not provide any native authorization mech-
anism. However, in most of the IoT use-cases and appli-
cations, an authorization mechanism is vital. Niruntasukrat
et al. [12] proposed an authorization mechanism based
on OAuth, which is an open authorization standard. This
mechanism can also be used to ensure the authentication
and authorization in the FAIR data principles.

User privacy is another critical aspect when it comes to the
IoT world. Markovic et al. [9] proposed a provenance stream
processing technique through C-SPARQL to enhance the
transparency of MQTT brokers. They showed that semantic
solutions are feasible so that by processing the provenance
records describing the actual behavior of a broker during
message forwarding, we can distinguish user privacy viola-
tions.
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III. ANALYSIS OF THE MQTT PROTOCOL

MQTT is a protocol for device to device communication
that operates based on the publish/subscribe communication
model and originally uses TCP as its transport layer protocol.
As it is shown in Fig. 1, a publisher can publish a message in
a queue with a particular topic name. This procedure makes it
feasible for the subscribes to only listen to the topics that they
need. Moreover, this communication model makes MQTT
scalable by decoupling different parts of the system.

A. Specifications

In this section, we introduce some of the useful features
of the MQTT protocol that we use as the building blocks of
the proposed architecture.

1) Quality of Service (QoS): The MQTT protocol has
three different levels of Quality of Service (QoS) for each
message and each subscription.

• QoS 0 (at most once): the sender (publisher or broker)
sends the message and ’forgets’ about it. The message
will be delivered to the recipient (broker or subscriber)
at most once.

• QoS 1 (at least once): there is a light-weight ac-
knowledgment mechanism between the sender and the
receiver that guarantees the message delivery at least
once.

• QoS 2 (exactly once): this is the most strict QoS level in
MQTT that has a full delivery mechanism ensuring the
message delivery exactly once. This mechanism makes
the approach the reliable but at the same time increasres
latency compared the other two QoS levels.

2) Hierarchical Topic Names: Moreover, MQTT supports
hierarchical topic names that are separated using a slash
sign. This feature allows subscribers to listen to topics with
different granularity levels. Moreover, subscribers can use +
and # signs to subscribe to a group of topics with single or
multiple levels.

3) Shared Subscriptions: Shared subscription is a concept
introduced in MQTT 5.0. As shown in Fig. 2, two or more
subscribers can share a subscription in the way that the
broker will deliver the messages to only one subscriber in
the group based on a predefined policy. This feature is an
ideal feature for load balancing use cases. We use the shared
subscription concept in the proposed model.

Aspects Protocol Correspondence

Findability

F1 messages with UUID
F2 metadata annotation
F3 metadata annotation
F4 7

Accessibility

A1 protocol itself

A1.1 open, free,
and standard protocol

A1.2 authentication and
authorization

A2 7

Interoperability
I1 different data formats
I2 7
I3 reference granuality

Reusability

R1 7
R1.1 data licensing
R1.2 referencing
R1.3 different data formats

TABLE I: A summary of the related aspects of the FAIR
data principles to a protocol

B. MQTT from a FAIR Standpoint

We intend to use the MQTT protocol to provide features
that play an essential role in an ecosystem which complies
with FAIR data principles. In table I, we have identified the
related concepts of a protocol to the aspects of the FAIR data
principles [27]. A protocol with the following features can
foster the FAIR implementation in an IoT ecosystem:

• A free, open, and standard protocol
• Authorization and authentication
• Supporting different data formats
• Annotating each message with a UUID
• Annotating each data with metadata
• Referring to a source message in another message
• Defining references with different granuality level
• Annotating a message with a license
• Unifying the format of the incoming data and metadata
MQTT is a free, open, and standardized protocol. How-

ever, it does not have advanced authentication and autho-
rization mechanisms. Fortunately, a large number of papers
address this issue in MQTT [12], [8], [2], [4] (see section II-
B).

Moreover, MQTT puts no requirement on the data format
that is going to be transferred in the system. Any data
format like XML, JSON, plain-text, and binary can be
transferred using this protocol. Nevertheless, for the rest of
the mentioned requirements, there is no native or third-party
mechanism in MQTT.

IV. A FAIR PRINCIPLES EXTENSION FOR THE MQTT
PROTOCOL

In this section, we propose an extension for the MQTT
protocol that addresses the requirements mentioned in sec-
tion III-B. To ensure these requirements that are not tackled
in the literature yet, there should be a middleware that
not only redirects the data with non-fixable problems to
another pipeline for further processing, but also applies a
normalizations to align them with the FAIR data principles.

We propose a component named FAIR agent, which is a
publisher and a subscriber at the same time in the MQTT
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world. This agent is responsible for realizing the maturity
indicators in [15]:

• Normalizing the unique identifiers of the incoming
messages

• Unifying and normalizing the structure the incoming
messages

• Filtering the incoming message if:
– It is metadata without a valid source data identifier
– It is data that is referring to a not valid source data

identifier
– It is data that is referring to a valid source data

identifier without a valid relationship type
– It is data without a valid license

The whole architecture is general enough to be applied to
an arbitrary domain with a specific set of configurations.

Fig. 3 shows the architecture of the proposed system. n
sensors are publishing their data to n different topics. Using
the shared subscription, we connect those topics to m FAIR
agents. Having unified and filtered the incoming messages
based on the configuration, the agents publish the messages
in the corresponding topic with a FAIR prefix. Finally, the
subscriber(s) listen(s) to the topics with FAIR prefix.

The mechanism of the shared subscriptions and the FAIR
agents are demonstrated through a flowchart diagram in
Fig. 4. As it is shown in the figure, we use the random
distribution policy of the shared subscription concept since
we want to distribute the load equally between the FAIR
agents. The heart of the proposed system is operation and
decision making boxes inside a FAIR agent which were
described before. Given the dynamic nature of the FAIR
maturity indicators in [15], we keep the proposed system
general enough to include new mechanisms in these two
operation and decision making mechanisms.

Using the authorization and authentication mechanisms
that we mentioned before, we make sure that the sensors
are not able to publish to the topics with the FAIR prefix
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Fig. 4: The flowchart of the proposed system

directly, and the listeners are not able to listen to the topics
without the FAIR prefix. By doing so, the data that goes
through the data landscape has a specific level of FAIRness.

A. FAIRness evaluation of the proposed architecture

Since realizing the FAIR principles in few concrete and
measurable metrics is challenging, evaluating a system from
that perspective is not easy. Recently, a group of researchers
has proposed an open and community-based framework for
evaluating FAIRness of repositories named FAIRSharing
[15]. Currently, there are 24 metrics in the framework that
can show the degree of the FAIRness of a data repository.
In this section we evaluate the proposed system using those
metrics in two scenarios. First, we imagine there is no FAIR
agent in the system, so the data directly go to the landscape.
Second, we add a FAIR agent to the system to validate,
standardize, and filter the incoming data. As it is shown in
Fig. 5, when there is no FAIR agent in the system, we only
pass 4 tests out of 22 tests. But when we add a FAIR agent
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Fig. 5: Evaluation of the proposed architecture through
FAIRSharing framework with 22 metrics

Metric Status

F

Identifier Persistence 7
Data Identifier Persistence 7
Searchable in major search engine 7
Unique Identifier 3
Structured Metadata 3
Grounded Metadata 3
Data Identifier Explicitly In Metadata 3
Metadata Identifier Explicitly In Metadata 3

A

Open free protocol for data retrieval ◦
Open free protocol for metadata retrieval ◦
Data authentication and authorization ◦
Metadata authentication and authorization ◦
Metadata Persistence 7

I

Metadata KRL (weak) 3
Metadata KRL (strong) 3
Data KRL (weak) 3
Data KRL (strong) 3
Metadata uses FAIR vocabularies (weak) 3
Metadata uses FAIR vocabularies (strong) 3
Metadata with qualified outward references 3

R Metadata Includes License (weak) 3
Metadata Includes License (strong) 3

TABLE II: 22 evaluation metrics in the FAIRsharing frame-
work and their status with respect to the proposed architec-
ture (3: addressed, 7: not addressed, ◦: not related)

to the system we manage to pass 18 tests all across the four
categories.

All of the 22 metrics and their status in the proposed
system is shown in table II. The ones shown with 7 are
not addressed because they are related to the infrastructure
and not related to the protocol. The metrics whose status
is shown with ◦ are satisfied because of the protocol that
we used for serving the data (HTTP). They are not directly
related to the MQTT protocol.

B. Performance Analysis of the Proposed System

Although we use the shared subscription concept for load
balancing between FAIR agents and to prevent the system
from being a single point of failure, there is an overhead
because of the FAIR agents. In this section, we analyze the

Setting # Sn # A # Sb QoS # Msg Speed Err
I 8 0-8 1 0 100,000 - 20%
II 8 0-8 1 0 100,000 1000 20%
III 8 0-8 1 1 100,000 1000 20%
IV 8 0-8 1 2 100,000 1000 20%

TABLE III: Different settings for performance evaluation of
the proposed system: #Sn: number of sensors (publishers),
#A: number of agents, #Sb: number of subscribers, S QoS:
sensor QoS level, #Msg: number of messages to send per
each sensor, Speed: number of messages that each sensor
sends per second, Err: error rate for the data which means
that 20% of the data is inconsistent with the FAIR principles,
so they should be dropped by the agents

effect of the agents on latency, and the drop rate when the
sensors publish messages with QoS 0.

To evaluate the performance of the system, we develop a
simulation environment. We use the HiveMQ implementation
of the MQTT protocol that supports MQTT 5.0. In the
environment, we have a server with 24GBs of RAM and
Intel(R) Core(TM) i7-6700HQ CPU, and two clients with
16GBs of RAM and Intel(R) Core(TM) i7-7820HQ CPU.
They are connected to each other on a Wireless Local Area
Network (WLAN).

We install the MQTT broker on the server and started
each sensor as a process on one of the clients and each
FAIR agent, and subscriber as a process on the second client.
We evaluate the performance of the proposed architecture in
different scenarios. These settings are shown in table III. To
test the proposed architecture, we create 100,000 messages
30% of which are metadata, and the rest are data. As it
is shown in table III, 20% of these data are not fixable so
they should be filtered by the FAIR agents. Based on the
configuration file for the FAIR agents, the administrator of
the system can decide whether to drop these messages or to
redirect them to another topic for further processing.

To evaluate the overhead of the proposed FAIR agents,
we compare the system with a system without FAIR agents.
All generated data will be sent directly to the subscriber(s)
when there is no FAIR agent in the system, even though they
violate the FAIR principles.

As shown in Fig. 6, when there is no agent in the system,
the latency is low. However, all the data, no matter whether
it complies with the FAIR principles or not, would go to the
data landscape. As it is shown in Fig. 6, when we introduce
a single FAIR agent to the system the latency increases. In
settings III and IV shown in Fig. 6b and 6c respectively,
by adding more agents the latency decreases because the
agents are working simultaneously and are able to handle
more messages per second in comparison to the system with
a single agent.

But in Fig. 6a that is for setting II, as we add more
agents to the system, the latency increases. The reason is
that the time delay for dispatching the messages through the
shared subscription module is more than the gain itself. In
other words, since the communication between the system’s
different components is fast and there is no acknowledg-
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Fig. 6: Latency analysis for different QoS levels: here the latency is the time needed for transferring a message from sensor
to a subscriber
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ment mechanism because of the QoS level, which is 0, the
bottleneck of the system is the shared subscription module.
As a result, as we increase the number of FAIR agents, we
put more load on this module, which increases the latency.
Although it is not useful in terms of latency, we can avoid
a single point of failure system by adding more agents.

Moreover, we analyze the dropped messages with a dif-
ferent number of agents. In setting II, we have no dropped
messages. To analyze this, we remove the delay between
two consecutive messages sent by each sensor. In setting I,
sensors try to send their messages as soon as possible without
any delay. The QoS level in setting I is QoS 0, so a few
messages would be dropped since there is no queue in this
setting, and the receivers (agents and subscriber(s)) will not
be able to handle all the messages immediately.

As it is shown in Fig. 7, when there is no FAIR agent, 11%
of the messages is dropped. As we introduce a single FAIR
agent to the system, the drop rate goes up to 63%. The reason
is that the agent should deserialize the message, add a UUID,
and validate it, which is time-consuming. Consequently, the
agent will not be able to keep up with the pace of senders,
and lots of the messages will be dropped. As we increase the
number of FAIR agents not only we address the problem of
being single point of failure, but also we decrease the rate
of the dropped messages to 1% which is one-tenth of the
system without a FAIR agent. In other words, as we increase
the number of FAIR agents, we decrease the time required
to process the messages since the FAIR agents are working

simultaneously using the shared subscription concept. As a
result, the number of lost messages drops significantly.

All in all, we analyzed the performance of the proposed
system in terms of latency and the drop rate. Although, by in-
troducing the FAIR agent to the system, the latency increases,
these FAIR agents can play a crucial role in stabilizing the
systems that are trying to realize and implement the FAIR
data principles. Furthermore, we can even decrease the drop
rate by adding FAIR agents.

V. CONCLUSION

We identified the related aspects of the FAIR principles
to an IoT data transfer protocol. Then, we proposed an ex-
tension for the MQTT protocol that ease the implementation
of the FAIR principles in an IoT ecosystem. We showed
that by using the proposed architecture, we can increase the
FAIRness degree of the system significantly and pass 18
FAIRSharing maturity indicator tests out of 22.

We also evaluated the performance of the proposed ar-
chitecture in terms of the latency and the message drop
rate in a simulation environment. We showed that although
by introducing FAIR agents to the system, the latency, and
the message drop rate increases, we can use the shared
subscription concept to decrease that latency as well as
decreasing the message drop rate. Moreover, we showed that
we can make the architecture more reliable by introducing
more FAIR agents to the system.
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