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Abstract. Artificial intelligence (AI) has become a fast-growing trend. Increasingly, 

organizations are interested in developing AI systems, but many of them have realized that 

the use of AI technologies can raise ethical questions. The goal of this study was to analyze 

what kind of ethical guidelines companies have for solving potential ethical issues of AI and 

developing AI systems. This paper presents the results of the case study conducted in three 

companies. The ethical guidelines defined by the case companies focused on solving 

potential ethical issues, such as accountability, explainability, fairness, privacy, and 

transparency. To analyze different viewpoints on critical ethical issues, two of the 

companies recommended using multi-disciplinary development teams. The companies also 

considered defining the purposes of their AI systems and analyzing their impacts to be 

important practices. Based on the results of the study, we suggest that organizations 

develop and use ethical guidelines to prioritize critical quality requirements of AI. The 

results also indicate that transparency, explainability, fairness, and privacy can be critical 

quality requirements of AI systems. 

Keywords: AI system development, AI ethical issues, AI ethical guidelines, 

quality requirements. 

1 Introduction 

The utilization of AI technologies has unlocked significant social benefits [30]. 

However, the black box nature of AI technologies has raised several ethical questions 

among its stakeholders concerning safety, privacy, security, and transparency of AI 

systems [28,34]. Questions about value priorities and minimizing value trade-offs in 

designing AI systems have led to several studies on AI ethics [13,18]. 

Autonomous systems, such as autonomous cars and health robots, extend ethical 

issues into a domain where making imprecise recommendations could impact human 

lives [4,33]. To develop a responsible AI, human and ethical values need to be 

embodied in the system design, rather than considering them merely part of an 

obligatory checklist [13].  

Ethical issues, such as bias, diversity, and privacy preferences need to be considered 

during the software engineering (SE) process [3,24]. Aydemir and Dalpiaz [3] 

highlighted the importance of analyzing ethical issues from the very beginning of SE 

process, that is, right from the requirements definition. To develop ethical AI, there are 

over 80 ethical AI guidelines documents and standards [23]. However, studies on 

applying ethical practices when developing AI are lacking. 
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The goal of this study was to explore what kind of ethical guidelines companies have 

for solving potential ethical issues and developing AI systems. First, we performed a 

literature review to identify the potential ethical issues of AI systems and compared the 

AI ethical guidelines by three expert groups. Next, we conducted the case study in three 

Finnish companies and analyzed their ethical guidelines for developing AI systems. The 

participating companies were from the retail, banking, and software consultancy 

domains. In this paper, we use “AI systems” to refer to intelligent systems, AI solutions, 

AI applications, AI services, and AI products.  

This paper is organized as follows. Section 2 describes the related work focusing on 

the ethical issues and ethical guidelines of AI systems. In Section 3, we present the 

research method used in this study. Section 4 describes the results of the analysis of the 

case companies’ AI ethical guidelines. In Section 5, we discuss how these ethical 

guidelines can be used during the development of AI systems. Finally, we draw 

conclusions based on the results of the study and suggest future research directions. 

2 Related Work 

First, this section summarizes a set of ethical issues of AI identified in the literature, 

and then it provides an overview of AI ethical guidelines defined by three expert groups.  

2.1 Ethical Issues of AI 

Organizations are embracing many new digital technologies, such as AI and machine 

learning. These developments, however, raise new ethical issues that impact their users 

[34]. The common ethical issues of AI are: autonomy [18,24,27,31], anonymity [14], 

fairness [24,27,31], privacy [18,24,31], safety [2,5,24,29,31], security [24,27,29,31], 

transparency [17,24,31], and trust [17,24,29]. 

Ethical issues related to autonomy, anonymity, and privacy are interrelated. For 

many AI systems, collecting volumes of personal data from different sources is the 

cornerstone of their operation. The potential misuse of data could lead to major privacy 

threats [24]. In some cases, privacy issues of AI are bound to produce both individual- 

and society-level impacts [18,31]. Likewise, ethical concerns related to autonomy 

include 1) the extent to which technologies can influence humans [31], 2) the level of 

consideration of personal autonomy, such as the surveillance of workers [27], 3) the 

capacity of individuals to make their own choices [24], and 4) the possibilities of man 

out-of-the-loop operations and their impact [31].  

Data exclusion and discrimination by AI systems lead to the ethical issue of fairness, 

which is also related to public values, such as human dignity and justice [24,31]. AI 

technology is expected to cater to everyone without any discrimination with respect to 

gender, age, accessibility, etc.; it has “the moral obligation to act on fair adjunction 

between conflicting claims” [24]. One ethical issue AI systems run into, however, is 

producing unfair outcomes because of data bias, exclusion, or discrimination [31]. For 

example, profiling users based on their data could lead to unfair outcomes for some 

user groups [31]. 
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With the influx of new technologies and smart devices, security issues are 

increasingly complex [31]. For instance, hacking a coffee machine in someone’s home 

can help the hackers to open their front door. Similarly, AI safety triggers ethical and 

societal issues. When designing technologies such as autonomous vehicles [11], virtual-

reality applications [31], and tracking technologies, such as using GPS to track elderly 

patients in everyday settings [29,31], the safety of users is crucial. In the AI system 

development, compromising users’ safety is an ethical issue [29]. 

The lack of transparency in the data used for AI decision-making and the neglect 

of transparency rights when developing AI systems also create ethical issues [17,31]. 

The lack of visibility or simply the black box nature of these AI systems leaves many 

users confused about certain suggestions made by the AI devices. Transparency 

represents the significance of the stakeholders’ “right to know” [17]. This enables the 

transparency and trust to go hand in hand [17,24]. Explanations of AI decisions are 

key to building trustworthy AI systems [17,29]. Although the lack of explanation does 

not stop all users from relying on the systems, explanation plays a major role in building 

trust [29]. Moreover, incorporating adequate measures with respect to ethical issues 

related to security, privacy, autonomy, and transparency during AI system development 

helps acquire users’ trust [24]. 

2.2 Ethical Guidelines for Practitioners to Develop AI Systems 

More than 80 public and private AI ethical guidelines documents exist [23]. In this 

literature review, we focus on recently published ethical guidelines by three established 

expert groups: European Commission’s (EU) Ethical guidelines for trustworthy AI 

[19], Institute of Electrical and Electronic Engineers’ (IEEE) Ethically Aligned Design 

[20], and Software and Information Industry Association’s (SIIA) Ethical Principles 

for Artificial Intelligence and Data Analytics [32]. These high-level guideline 

documents targeted for all types of organizations, including both the public and private 

sectors. Table 1 summarizes the ethical guidelines of the three expert groups.  

Table 1. Overview of the ethical guidelines of the three expert groups. E – ethical guideline 

defined explicitly in the document; I - ethical guideline mentioned implicitly in the document 

Ethical guidelines EU [19] IEEE [20] SIIA [32] 

Transparency E E E 

Well-being E E E 

Awareness of misuse and harm E E E 

Explainability  E I E 

Accountability E E  

Autonomy E E  

Fairness E I I 

Responsibility I I E 

Safety E I  

Privacy E I  

Purpose of AI system I E  

Competence  I E  
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Transparency, autonomy, fairness, safety, and privacy ethical guidelines are related 

to the ethical issues of AI discussed in the previous section. The ethical guidelines on 

well-being involve both societal and environmental well-being. Encompassing 

sustainability and monitoring social impact are key phenomena in the well-being of 

users [19, 20]. Examining the risks of misuse also protects and prevents AI systems 

from causing harm. In addition, these expert groups defined explainability, 

accountability, and responsibility guidelines to consider potential ethical concerns in 

AI system development. The ethical guidelines on purpose of AI system was defined 

to clarify the effectiveness and impact of AI systems [20]. Also, the necessity of having 

teams with diverse skills and competence to operate of AI systems effectively is 

highlighted in their competence guidelines [19, 20]. 

Floridi et al. [21] proposed an ethical framework that synthesized the opportunities, 

risks, recommendations, and principles to develop “Good AI Society”. The 

framework’s five ethical principles were beneficence, non-maleficence, autonomy, 

justice, and explicability [21]. Apart from such AI ethical guidelines documents, other 

tools are available, such as data ethics canvas [26] and ethics matrix [25], to aid 

practitioners in identifying ethical issues of AI.  

3 Research Method 

3.1 Research Process 

The research question of this study was what kind of ethical guidelines companies 

have for solving potential ethical issues and developing AI systems. We conducted 

this study using qualitative methods [7] to understand companies’ current situations 

relating on AI ethics and ethical guidelines. As a first step, we defined the objectives 

and questions of our interviews. Then, the interview questions were validated by senior 

researchers and improved based on their feedback. Afterward, we conducted two pilot 

interviews and three actual interviews. Finally, we analyzed the interview data and 

ethical-guideline documents. The data collection and analysis are described in more 

detail in the following sections. 

The unit of analysis in our empirical research process was a company that had 

already defined ethical guidelines for developing AI systems. We sought companies 

that represented different application domains for a multiple cases study, a method that 

Yin [35] has recommended for exploring a relatively new issue, such as ethical AI. We 

selected three case companies that were recommended by an AI expert who was 

knowledgeable about which organizations have already invested in ethical guidelines 

for AI systems. 

3.2 Case Companies 

Company A is a software consultancy company. It designs and delivers new digital 

services and products and has a data science team with around 20 people who are 
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mainly data scientists and coders. Moreover, the company had organized AI ethics 

coaching for its employees and customers. 

Company B is a Finnish retail company involved in the car, food, and building 

trades. Its AI team comprises of 25 people with different skills and capabilities. At the 

time of the interviews (2019), it had discussed AI ethics internally for a few years. 

Company C is one of the largest financial service providers in Finland with millions 

of customers. It provides banking and insurance services. It had formed data science 

teams of 15 persons and started working on ethical AI since 2017. The company has 

also organized ethics training for its data scientists. Table 2 summarizes each 

company’s number of employees and application domain. 

Table 2. Overview of the case companies 

Company ID for interviewee Number of employees Application domain 

A P1 500 Software Consultancy 

B P2 ~22 500 Retail 

C P3 ~12 300 Banking 

3.3 Data Collection 

This paper’s first author designed the interview questions using Boyce and Neale’s [6] 

guidelines, which were then improved based on the feedback received from the three 

senior researchers, who are the other authors of the paper. We also tested the questions 

with two practitioners in order to check their feasibility and understandability. We did 

not make any changes to the interview questions after the pilot testing. However, these 

two pilot interviews were not included in this study because the first company did not 

have concrete ethical guidelines for the development of AI systems. The second 

company of the pilot interviews had recently started to develop a technology platform 

for helping organizations deliver explainable AI services. A representative at this 

second company recommended the companies and interviewees for this case study. 

We organized our interview questions into two parts: the organizational context of 

the interviewees, and the ethics and ethical guidelines of their companies. The first two 

authors of the paper interviewed one person from each case company. The interviewees 

were deeply knowledgeable about the ethical guidelines of their companies and had 

closely collaborated with professionals of various backgrounds such as data scientists, 

designers, and developers. 

We conducted the interviews in late 2018 and early 2019. The lengths of the 

interviews varied from 60 to 80 minutes. The interviewees agreed to audio recordings 

of the interviews, and we assured anonymization in results. After the interviews, the 

interviewees shared the ethical guideline documents of their respective companies. 

Company A had designed a data ethics canvas to capture possible ethical issues and 

the actions needed to mitigate them. The canvas consisted of 40 questions categorized 

into five sections. The company also shared its AI ethics training document, which 

contained a set of ethical guidelines. Company B’s ethical principles document had five 
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guideline categories and ten guidelines in total. Similarly, Company C had defined five 

ethical guideline categories in its document. 

3.4 Data Analysis 

The next step was to analyze the data we collected from the documents and interviews. 

The audio files from the interviews were transcribed, and the notes taken during the 

interviews were attached to the transcriptions. We applied the Eisenhardt research 

method [15] in the data analysis. We performed a within case analysis with the codes 

categorized based on the ethical issues of AI and created a case description report for 

each company. Thereafter, based on the case description written for each company, the 

cross-case analysis method was employed, during which evidence data from one case 

description was compared to the other cases to report the results [15]. Fig. 1 gives an 

overview of the data analysis process employed in this study. 

 

 

Fig. 1. Overview of data analysis 

We used Charmaz’s [8] grounded theory method on coding and code-comparison 

practices to the qualitative interview data for the purpose of analysis only. To elaborate 

the coding process, the first two authors of this paper first read the documents and 

transcripts separately. Then, they inductively applied descriptive labels (i.e., “codes”) to 

segments of text in each document and transcript. These high-level categories of codes 

were formed based on the ethical issues of AI. Next, the first two researchers iteratively 

compared and discussed the codes and categorizations. Missing codes were added, and 

ambiguous codes were resolved during the iterations. In addition to the codes related to 

ethical issues of AI, the authors also identified codes related to ethical practices for 

solving ethical issues at the case companies. 
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4 Results 

The first subsection below describes what kind of ethical guidelines the case companies 

have for solving potential ethical issues of AI. The second subsection describes a small 

set of practices that can support the use of the ethical guidelines during AI system 

development. 

4.1 Ethical Guidelines Focusing on Potential Ethical Issues of AI 

Table 3 summarizes the ethical guidelines the case companies defined for developing 

AI systems, which have been categorized according to potential ethical issues. 

Table 3. Overview of ethical guidelines and ethical issues of AI 

Ethical Issue of 

AI 

Ethical Guidelines of AI 

Accountability  

(A, B, C) 

Decide who will be responsible and contacted if the system is seen causing harm, and 

decide who in the project resolves ethical issues (A) 

Use responsibility and security to direct the collection and utilization of the data and 

the creation of AI solutions and algorithms (B) 

Be responsible for the AI systems and the decisions they make (B) 

Define owners for the principles guiding the company’s operations and for the 

algorithms the company has developed. Ensure the ethics of AI throughout its life cycle 

(C) 

Use data and AI responsibly for the good of the customers (C) 

Explainability  

(A) 

Design and build in explainability from the beginning, where it is paramount to provide 

justification for the outcomes of the system  

Do not use manipulative design – instead design for understanding 

Fairness 

(A, B) 

Avoid creating or reinforcing bias that can lead to unfair outcomes (A) 

Use diverse/inclusive training and test data to ensure fairness and inclusivity (A)  

Respect human rights and the use of AI systems must not lead to discrimination (B) 

Privacy 

(A, B, C) 

Collect, store, and use personal data safely and default to high privacy (A) 

Anonymize data as much as possible (A) 

Use responsibility and security direct the collection and utilization of the data and the 

creation of AI solutions and algorithms (B) 

Protect the data and privacy of the customers (B) 

Guarantee privacy and personal data protection for the individuals represented in the 

data used, in accordance with our data protection principles (C) 

Transparency  

(A, B, C) 

Prioritize transparency in the system and strive to increase trust in all of them (A) 

Go for maximum transparency and openness in the system whenever possible (A) 

Inform transparently to customers of where and how the company utilizes the data they 

have provided (B) 

Act openly in relation with customers, partners, and stakeholders, ensuring sufficient 

transparency for the evaluation of the AI the company has developed (C) 

Discuss the company’s use of AI openly and subject the work to public scrutiny (C) 

 

Accountability: To ensure accountability, the ethical guidelines of Company A suggest 

assigning a responsible person to each project to identify any possible unintended 
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consequences of the AI system. Then, the responsible person is in-charge of handling 

and controlling the harm, ethical issues, and consequences of the AI system. 

At Company B, the ethical guidelines for accountability highlighted the importance 

of responsibility in AI systems. The guideline states that the company is responsible for 

its AI systems and its decisions. Moreover, the company’s data collection and 

utilization when creating algorithms is driven by acting responsibly. The company is 

also responsible for AI developed outside the company and used in their systems (P2). 

At the time of the interview, the data scientists of the company were attempting to open 

AI black box and trying to understand its underlying decision mechanism, as the 

company is accountable and responsible for all AI services they provide to customers. 

The interviewee at Company B (P2) mentioned that AI ethics is part of the 

company’s sustainable strategy. Therefore, the company and its partners use AI systems 

to build a better society and a better world. The goal of their corporate responsibility is 

to improve social welfare, and P2 asserted that the company held itself responsible for 

creating values for consumers and society. 

Company C’s ethical guidelines on accountability required defining owners who will 

be responsible for guiding the company’s operations and the algorithms developed by 

the company. They also aim to keep track of the ethics of AI system throughout its life 

cycle. The company also focuses on using data and AI responsibly with people-first 

approach, and its ethical guidelines underscore that the company’s choices when 

applying AI should always be responsible. P3 expressed a high-level viewpoint on 

corporate responsibility that comprised company responsibility, societal responsibility, 

and customers’ responsibility. Currently, Company C prioritizes societal responsibility, 

which P3 supported: “We have to act sustainably in society and take good care of the 

society…. People expect the bank to do right things.” 

The accountability-related ethical guidelines in our case companies associate 

accountability with developing responsible AI. Companies A and C mentioned defining 

a person or owner who would be responsible for identifying the unintended 

consequences and ethical issues of AI. However, Company B portrayed its own 

responsibility for the decisions of AI systems. In particular, Companies B and C 

emphasized developing responsible AI as a part of their societal responsibility. 

Explainability: The ethical guidelines of Company A comprehended the 

importance of designing explainability from the beginning of AI system development, 

which the adoption of the General Data Protection Regulation (GDPR) in the EU 

pushed them to do (P1). To guide the development teams with respect to explainability, 

the following basic questions were defined in the data ethics canvas: 1) Is explainability 

needed? 2) Who needs it? and 3) How much are you able to explain the system? The 

interviewee also mentioned that considering the explainability from the beginning helps 

in choosing the right algorithmic model for the AI system. 

According to the interviewee P1, explainability is also about understanding. The 

biggest problem with understandability is that it is difficult to explain an AI system’s 

results, even for the people who built it. Furthermore, P1 said “It is important to design 

easy systems to use; that is, whoever is using the system must also know what happens 

under the hood”. The problem, however, is that explanations provided by the system 

are difficult for the users to understand, so they do not add any value (P1). 
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According to the interviewee at Company B (P2), it is an important, necessary skill 

for the data scientists to explain the AI systems they create. They should understand 

what is inside the AI black box, that is, what kind of data there are and how the AI 

system uses them (P2). Company B highlights explainability as a key part of building 

responsible AI. 

To summarize, the companies represented their ethical guidelines on explainability 

as a branch of transparency. The interviewees at Companies A and B indicated that 

explainability was doable by understanding the AI system, and they mentioned a lack 

of skills in explaining the AI as a hurdle for implementing explainability guidelines. 

Fairness: Company A’s ethical guidelines on fairness aim to remove bias from its 

data. Fairness in AI systems is closely related to the inclusion and exclusion of the data, 

which were described as either overrepresentation or underrepresentation or as bias and 

gaps in the data. Their ethical guidelines require representation of diverse set of people 

as possible during AI system design. Likewise, our interviewee (P1) pointed to inclusion 

as a hot topic in the industry. 

One of Company A’s ethical guidelines on fairness advocates for avoiding creating 

or reinforcing bias that produces unfair results. According to P1, “There is no right way 

to erase or handle bias, because it is always context sensitive.” The interviewee also 

mentioned that each team analyzes and decides how to make results less biased, based 

on their particular project. 

The interviewee at Company C pointed to fairness in relation to customers’ trust. P3 

highlighted it by saying “To gain the trust of the customer, they have to trust that the 

bank is doing fair, right and so forth.” P3 added that acting fairly is vital to ethical 

banking. To elaborate, the key point related to acting fairly is that customers can trust 

that analysis and decisions that concern them are made correctly by following the correct 

process (P3). According to the interviewee, fairness concerns not only individuals but 

also society, so it is ethical to work openly, friendly, and equally to do right things that 

people expect from the company (P3).  

In summary, the companies’ fairness ethical guidelines aimed to eliminate bias and 

discrimination from their data. Company A showcased the need for inclusion in data to 

achieve fair outcomes. Likewise, Companies B and C described how their AI systems 

which do not discriminate, helped protecting human rights and contribute to common 

good to the whole society. 

Privacy: The privacy ethical guidelines of Company A focused mainly on personal 

data protection. The GDPR was a key reason for prioritizing data privacy ethical 

guidelines. Data anonymization is one way to ensure privacy in AI systems (P1). To 

handle personal data safely, it is essential to reveal to the users on how their personal 

data is utilized by the AI system. Their ethical guidelines also emphasized collecting 

minimal sensitive data from users.  

From the Company A interviewee’s perspective, privacy and safety are important for 

any project that deals with data. Furthermore, P1 highlighted that “AI projects introduce 

new vulnerabilities, so that we have to be extra careful with data security and privacy.” 

Privacy, security and safety were mentioned as tightly coupled concepts by our 

interviewee. P1 also commented about users’ right to check their data privacy in 

compliance with the GDPR. It is important to make it as easy as possible for users to 

exercise their rights to data privacy (P1).  
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The ethical guidelines of Company B on privacy highlighted data protection and the 

privacy of customers. The interviewee explained that “it is really important to 

understand privacy that we are using customer data heavily.” so, the company needs to 

ensure what is their rights with respect to customer data (P2). The interviewee also 

pointed out the influence of the GDPR when creating the data platforms. The GDPR 

affects how the privacy and security of customer data is handled (P2).  

A key concept mentioned by the interviewee was about permission. That is, 

permission from users to use their data and to combine them with data from other 

sources. Customers have a right to their data, and they can decline permission to use 

them (P2). According to P2, the company must be aware of why it is collecting the data, 

and what kind of permissions it has from its customers.  

Company C has ethical guidelines on privacy protection that aim to guarantee 

privacy and personal data protection to the individuals represented in their data. P3 

emphasized that “banking and financial services are as sensitive as health issues from 

an ethical point of view and privacy point of view.” The company also provides data 

protection and ethics courses which mainly focus on privacy, privacy issues, privacy 

regulations, data security, and ways to use data in compliance with the GDPR. Because 

the company complies with privacy laws in the EU (P3), one important question in its 

training material is about trust and privacy: “Can customers trust that the information 

that concerns them stays private?”  

According to the interviewee, the company is trying to protect its rights to utilize the 

data it collects, especially according to the latest version of privacy regulations. P3 also 

added that there are many constraints on what the company can do with data, and that 

the company is cautious about using data. The foremost thing Company C does is to 

look at it from customers’ perspective. This is because, according to the privacy laws, 

the customers have extensive rights to know and control what is done with their data. 

In addition, the company has proposed employing data anonymization so that they can 

observe customers’ behavior without pinpointing individuals. 

In summary, the case companies’ ethical guidelines on privacy illustrated the 

contribution of the GDPR. Data privacy, personal data protection, data security, and data 

anonymization are the foundation of defining ethical guidelines in the case companies. 

In the same way, the companies exhibited their compliance with privacy laws and 

regulations. In addition, Companies B and C highlighted the importance of privacy 

ethical guidelines in order to ensure customers’ trust.  

Transparency: The ethical guidelines of Company A highlighted the importance of 

transparency, one of its values - in addition to trust, caring, and continuous learning (P1). 

Therefore, its ethical guidelines recommended that development teams to prioritize 

maximum transparency and openness in their AI systems whenever possible. However, 

maximizing transparency is not straightforward. The interviewee mentioned that there 

can also be several reasons, such as business secrets and privacy, that development teams 

have to manage with transparency. 

According to the interviewee, transparency starts with technical transparency, which 

means exposing the data and algorithms of AI systems. The interviewee’s definition of 

transparency also included explainability: “It doesn’t need to be lengthy explanation, but 

it needs to be understandable, otherwise it is not transparency.” P1 also explained that 

transparency is doable despite problems such as lack of data (or inclusive data) and data 

plus algorithm opacity. 



11 

The ethical guidelines of Company B feature transparency, along with the 

responsibility and security ethical guidelines. The guidelines focus on informing the 

customers on how the company utilizes their data. Being open and transparent is the goal 

of Company B. The interviewee mentioned privacy as a prerequisite for transparency. 

That is, if the customer has given permission to use their data, then it is easy for the 

company to implement transparency (P2).  

At the time of our interview, the company was discussing how to be more transparent 

about the AI behind its recommendations and results. The interviewee mentioned that 

the company needs to improve transparency and the related technical things. One of the 

proposals to ensure transparency is to open algorithms (P2).  

Company C’s ethical guidelines on transparency are associated with openness. The 

guideline highlights that it is crucial to act openly with customers, partners, and 

stakeholders. This means discussing the use of AI openly and opening the work of the 

company to review and public scrutiny. 

To summarize, all the case companies aimed to work openly and transparently. They 

see opening their data and algorithms as a starting point to ensure transparency. It is 

also critical to ensure that the data and analytics are correct. Being transparent with 

customers gains their trust, which the companies portray as a key value. 

4.2 Practices Supporting the Use of the Ethical Guidelines of AI 

This section describes the following three practices that can support the use of ethical 

guidelines in the development of AI systems: 

• Defining the purpose of the AI system 

• Analyzing the impacts of the AI system 

• Using multi-disciplinary teams 

 

Defining the Purpose of the AI System. All our case companies focused on 

defining the purpose of the AI system clearly. Company A emphasized that it is 

important to ensure the system that the company designs and builds have a clear purpose 

so that the system will be trusted to behave adhering to its purpose. In addition, the key 

factors like what is the expected result of the system and how it will be measured need 

to defined. 

In their ethical guidelines, Company B highlighted their objective of creating 

solutions that are useful for customers. The company focused on the practice of placing 

the needs of the customers first and creating an AI system that is useful to customers. 

Furthermore, the company only uses their customer data for purposes for which their 

customers have given permission. Customers should control the data that the company 

can use (P2). Altogether, the company aims to achieve the best customer experience.   

Company C’s viewpoint is that, when defining the purpose, the objectives guiding 

the use of AI need to be determined clearly. This objective can be refined if necessary, 

based on changed data, technical possibilities, and the work environment. In addition, 

the company also considers things from customers’ perspectives, which is also the 

focus of Company B. 
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Analyzing the Impact of the AI System. Company A’s analysis of the impact of 

its AI system is supported by the following two guidelines:  

• Respect and be mindful of the impact on people affected by the system 

• Consider the impact of the system beyond its users, and consider the positive 

and negative consequences of the system 

Company B mentioned that when analyzing the impact, the data-driven insight 

enables the company to provide added values to the everyday lives of its customers. This 

adheres to their guideline of placing customers needs’ first. Company C’s approach to 

analyzing its impact is carefully studying the effects of their choices on the company, 

customers, and the society. 

Using Multi-Disciplinary Teams. Companies A and B highlighted the importance 

of multi-disciplinary teams when developing AI systems. According to one interviewee 

(P1), the key thing for Company A is to make sure that development teams are truly 

multi-disciplinary. The reason to have designers, social scientists, and domain experts 

in addition to data scientists is to ensure that all the relevant viewpoints are taken into 

account and explanations provided by AI systems are understandable to people (P1). 

The interviewee from Company B (P2) explained that they had “different kinds of 

backgrounds in all teams so that they can really give new kind of value to the team”  

5 Discussion 

5.1 Ethical Guidelines of AI for the development of AI systems 

In this section, we first compare the ethical guidelines of the case companies with the 

ethical issues reported in the existing literature and the ethical guidelines defined by the 

three expert groups. Then, we discuss how organizations can use their ethical guidelines 

to convert potential ethical issues into quality requirements for AI systems. 

The analysis of the ethical guidelines of the case companies revealed that their 

guidelines focused on solving the potential ethical issues of AI systems, such as 

accountability, explainability, fairness, privacy, and transparency. When comparing 

these results with the ethical issues of AI systems that we identified in the existing 

literature, we observed several similarities. The ethical guidelines of the case 

companies covered the following ethical issues reported in the literature: anonymity 

[14], fairness [24,27,31], privacy [18,24,31], security [24,27,29,31], transparency 

[17,24,31], and trust [17,24,29].  

The ethical guidelines of the case companies on accountability, explainability, 

fairness, privacy, and transparency also corresponded to the ethical guidelines 

recommended by the three expert groups [19, 20, 36]. Also, the case companies’ 

guidelines on accountability related to the well-being and responsibility guidelines 

specified by the expert groups. Furthermore, both the ethical guidelines of the expert 

groups [19, 20] and the interviewees of our study recommend defining the purpose of 

AI system.  

The existing literature already offers many ethical guidelines. However, it can be 

difficult for companies to know which one of these guidelines they should select to be 
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used in their AI development. In addition, existing guidelines can be too comprehensive 

and broad for development teams to apply, especially in agile projects. The case 

companies in this study have defined company-specific guidelines that are compact. 

These guidelines bring up a set of potential ethical issues that the AI development teams 

can focus on.   

Based on the results of this case study, we propose that organizations define a set of 

ethical guidelines for handling potential ethical issues during the development of AI.  

We also recommend that organizations use their ethical guidelines to identify and 

prioritize the critical quality requirements of the AI systems. 

All our case companies had defined guidelines on transparency. The transparency 

guidelines of the case companies emphasized the need for being open to the use of AI 

and informing customers what data is used and how it is used in the AI system. The 

companies also highlighted prioritizing transparency when developing AI systems to 

gain users’ trust. Cysneiros et al. [11, 12] have also proposed transparency as a key 

quality requirement of AI systems, and Horkoff’s [22] study on the quality 

requirements of machine learning revealed transparency as a key quality.  

The findings of our study indicate that the explainability guidelines complement and 

support the transparency guidelines. The companies’ ethical guidelines related to 

explainability pointed out the importance of justifying the outcomes of AI systems and 

building in explainability from the beginning. Similarly, Chazette and Schneider [9, 10] 

highlighted explanation as an option to mitigate the lack of transparency of a system 

and portrayed explainability as an emerging quality requirement of systems.  

The fairness guidelines of our case companies focused on two goals: avoiding bias 

and respecting human rights. First, it is critical to avoid discrimination, which could 

lead to unfair results. In addition, one of the solutions to tackle fairness issues is to 

adopt inclusivity in data used to train AI. The literature [9, 10, 22] indicates that fairness 

is a quality requirement. 

The privacy guidelines of the case companies covered anonymity, security, and data 

protection aspects. All the interviewees especially pointed out the importance of 

ensuring the privacy of personal data because of the GDPR. Cysneiros et al. [11, 12] 

have also highlighted privacy as a potential quality requirement of AI systems.  

The accountability guidelines of the case companies recommended assigning owners 

for the AI algorithms the company has developed. In addition, the guidelines suggested 

naming responsible persons who will be contacted when the AI system is causing harm 

and who will resolve ethical issues. Based on these accountability guidelines, we 

deduce that the companies perceive accountability as a characteristic of professional 

conduct rather than a system characteristic i.e. quality requirement of the AI system.  

In addition to the ethical guidelines of AI systems, the case companies recommended 

practices that can support the application of these guidelines to development projects. 

For example, two of the case companies recommended using multi-disciplinary teams 

when considering different viewpoints on ethical issues. The interviewees also 

highlighted the importance of defining a clear purpose for AI systems by focusing 

especially on customer needs. The ethical guidelines of one of the companies even 

emphasized the necessity of considering the impacts of the system beyond the user, and 

consider any positive and negative consequences the system might have for society. The 
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analysis of potential negative consequences relates closely to misuse cases, which is a 

requirements engineering practice to be used for identifying use cases with hostile intent 

and negative scenarios [1]. 

5.2 Limitations of this Study 

   Generalizability. One important question related to case studies is: to what extent 

can the results of the study be considered representative of a broader range of 

organizations? We acknowledge that the number of our case companies was rather low. 

They represent, however, three different application domains. These companies were 

also recommended by an AI expert who is knowledgeable about which organizations 

have already invested in ethical guidelines of AI systems. According to that expert, 

these case companies are forerunners. Therefore, we believe that other organizations 

can learn from the ethical guidelines described in this paper. 

Reliability. The data collection and analysis processes also left room for researcher 

bias. To avoid misinterpretation and bias in the interview questions, three senior 

researchers reviewed the interview questions, which we also tested with two 

practitioners. In addition, two researchers conducted the interviews together. The first 

author asked the interview questions, and the second author asked follow-up questions 

based on the interviewees’ answers. Likewise, researcher triangulation was used in 

order to avoid researcher bias in the data analysis. 

Construct validity. The number of interviewees in our case study was also low, as 

we interviewed only one person from each company. To handle this limitation, the 

triangulation of data sources was used. In order to gain more knowledge about the 

ethical guidelines, we were also able to analyze the ethical guideline documents of all 

the case companies. Furthermore, the study was done at company level. Therefore, we 

are not able to report how the ethical guidelines are applied in AI projects. We believe 

that this kind of company-level study provides valuable knowledge about the 

commitment to and support of companies for the ethical development of AI systems. 

We also understand that ethical guidelines are valuable when they are used in 

development projects. 

6 Conclusions 

The goal of this study was to analyze what kind of ethical guidelines companies have 

defined for solving potential ethical issues of AI and developing AI systems. The ethical 

guidelines of the case companies focused on solving ethical issues, such as 

accountability, explainability, fairness, privacy, and transparency. Based on the results 

of this study, we suggest that organizations develop and use their ethical guidelines to 

identify and prioritize critical quality requirements of AI. The results also indicate that 

transparency, explainability, fairness, and privacy can be critical quality requirements 

of AI systems. In addition, defining the purposes of their AI systems clearly and 

analyzing impacts of their AI systems can assist multi-disciplinary development teams 

in solving ethical issues during the development of AI systems. 
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One important direction in our future research is to conduct case studies and 

investigate how ethical guidelines are used in AI projects. Our goal is to compare the 

ways development teams have applied the ethical guidelines of their organizations, the 

challenges they have faced, and their positive experiences using those ethical 

guidelines. Our particular research interest is to understand how critical quality 

requirements of AI systems are defined and tested in practice. 
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