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A B S T R A C T

Tactical Data Link (TDL) is a communication system that utilizes a particular message format and a protocol to
transmit data via wireless channels in an instant, automatic, and secure way. So far, TDL has shown its excellence
in military applications. Current TDL adopts a distributed architecture to enhance anti-destruction capacity.
However, It still faces a problem of data inconsistency and thus cannot well support cooperation across multiple
militarily domains. To tackle this problem, we propose to leverage blockchain to build an automatic and adaptive
data transmission control scheme for TDL. It achieves automatic data transmission and realizes information
consistency among different TDL entities. Besides, applying smart contracts based on blockchain further enables
adjusting data transmission policies automatically. Security analysis and experimental results based on simula-
tions illustrate the effectiveness and efficiency of our proposed scheme.
1. Introduction

Tactical Data Link (TDL) is a communication system that utilizes a
particular message format and a common protocol to transmit data via
wireless channels in an instant, automatic, and secure way [1]. It has the
advantages of high throughput and low latency, and it aims to reduce the
time of the Observing, Orientating, Deciding, and Acting (OODA) loop so
that the reaction time of military units is greatly shortened. Nowadays,
TDL usually adopts a distributed architecture rather than a point-to-point
or centralized architecture to achieve and ensure high anti-corruption
capability. In summary, TDL is significant in terms of military capacity
improvement and thus has attracted considerable attention in the field of
military communications [2,3].

Motivations and challenges: Despite the advantages of TDL, it still
faces a severe problem, i.e., automatic and adaptive cooperation among
multiple militarily domains without sufficient trust, especially in inter-
military-domain scenarios. In modern battlefields, it is unavoidable
that combat units from different military domains cooperate with each
other. A battlefield event usually requires the cooperative reaction of
combat units in multiple military domains. For example, in many situa-
tions, there are several combat groups on the same battlefield. They need
to work together to destroy adversary targets and reach a combat goal. In
order to achieve this purpose, it is necessary for them to share
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information continually. Besides, they have to reach a consensus on some
decisions based on shared information and data; otherwise, the ill-
advised decision made based on unsynchronized information could
cause cooperation failure. Therefore, it is essential to provide a data
transmission control mechanism that manages the data transmission
among different combat domains and supports such crucial features as
data consistency, decision automation, and action adaptivity. Although
TDL supports communications between different military units, it lacks
an autonomous and adaptive data transmission control scheme and is
unable to control the flow and sharing of data uniformly and reliably,
which is a basic requirement for cross-military cooperation in multiple
fields.

However, it is challenging to control data transmission in inter-
domain cooperation in a reliable way. Past work about trust manage-
ment cannot solve this issue [4–8]. First, current TDLs cannot guarantee
data consistency among different domains. Second, the modern military
requires high autonomy, and the military information and messages
should be transmitted automatically rather than artificially in order to
reduce transmission delay. Third, the data transmission in TDL is dy-
namic, and the data should be transmitted to different nodes based on the
status of a battlefield. However, these issues have rarely been explored.

The emergence of the blockchain provides an effective tool to achieve
automatic data transmission in TDL. The blockchain, which was firstly
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2020

ng Services by Elsevier B.V. on behalf of KeAi Communications Co. Ltd. This is an

mailto:weifeng.ft@foxmail.com
mailto:xxddxdd@yeah.net
mailto:bsyangxt@foxmail.com
mailto:zyan@xidian.edu.cn
mailto:772029466@qq.com
mailto:772029466@qq.com
http://crossmark.crossref.org/dialog/?doi=10.1016/j.dcan.2020.05.007&domain=pdf
www.sciencedirect.com/science/journal/23528648
http://www.keaipublishing.com/dcan
https://doi.org/10.1016/j.dcan.2020.05.007
http://creativecommons.org/licenses/by-nc-nd/4.0/
https://doi.org/10.1016/j.dcan.2020.05.007
https://doi.org/10.1016/j.dcan.2020.05.007


W. Feng et al. Digital Communications and Networks 7 (2021) 285–294
applied in a decentralized cryptocurrency system [9], has attracted
considerable attention because it offers a way of data storage with im-
munity, trust, and traceability in a decentralized manner. In addition,
Ethereum, a platform to build smart contracts, employs the blockchain to
support the trustworthy execution of codes (called a smart contract)
automatically in a decentralized method [10]. Owing to Ethereum, the
application of the blockchain quickly expands from cryptocurrency or
decentralized ledger to Internet of Things (IoT) [11,12], smart cities,
energy management, crowdsourcing [13], social networking [14],
Vehicular Ad-hoc NETwork (VANET) [15], etc.

Applying blockchain into TDL has excellent potential to overcome the
above mentioned three challenges. First, blockchain can achieve data
consistency among different domains with the underlying consensus
mechanism. Besides, it also ensures the integrity and immunity of data,
which is very important for military scenarios because false data will
have a negative impact on military decision-making. Additionally,
blockchain can ensure the trustworthy execution of the smart contracts
deployed in it automatically, which enables automatic data transmission
control with blockchain. Its decentralization property makes it suitable
for the decentralized architecture of TDLs and benefits TDL by enhancing
its anti-destruction ability. To summarize, blockchain can become a
useful tool to achieve automatic data transmission in the TDL system.
However, based on our literature survey, there is no such a proposed
solution, which applies blockchain to realize automatic and autonomous
data transmission control for TDL.

In this paper, we explore the above issues in TDL by employing a
consortium blockchain to build an automatic and adaptive data trans-
mission control in TDL. To be specific, we propose a weighted Practical
Byzantine Fault Tolerance (PBFT) to adapt to TDL. Based on the weighted
PBFT, we design a consortium blockchain and employ a smart contract to
build an automatic data transmission control scheme. The main contri-
butions of this paper can be summarized as follows:

1. We improved the PBFT algorithm and proposed a weighted PBFT
algorithm, which considers the variety of abilities in terms of the anti-
attack capability of different military entities. Compared with PBFT,
the weighted PBFT can achieve better anti-destruction ability;

2. We propose a consortium blockchain based on the weighted PBFT.
We build an automatic and adaptive data transmission control
scheme for TDL based on this blockchain system. The proposed
scheme enables military entities to obtain data transmission strategies
automatically and solves the problem of the data inconsistency in
TDL;

3. We conduct theoretical analysis to prove the security of our scheme
and carry out several experiments to illustrate the efficiency of our
scheme.

The rest of the paper is organized as follows. In Section 2, we intro-
duce the research background as well as related works. We present the
problem statement of our research in Section 3 and detail the design of
the automatic and adaptive data transmission control scheme in Section
4. We conduct a security analysis in Section 5 and evaluate the perfor-
mance of our scheme in Section 6. Finally, the paper is concluded in the
last section.

2. Background and related work

In this section, we introduce the development and application of TDL,
as well as the recent advances of the blockchain.

2.1. Tactical data link

The first TDL system was developed and deployed in America in the
1950s [1]. The original TDL system, Link-4, greatly reduces the OODA
loop time and helps quick military reaction. However, Link-4 itself faces
several problems. First, Link-4 adopts point-to-point communications for
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data transmission, and thus it cannot effectively support data broadcast
or multi-cast. Second, it transmits data in plaintext and cannot resist
eavesdropping. To tackle these problems, Link-11 was developed, which
introduces encryption in TDL for data confidentiality. However, it cannot
well resist interference and does not offer positioning function [1].

The above TDL systems have several drawbacks. First, they are usu-
ally designed for an individual branch of armed forces and thereby
cannot well support the cooperation of different multiple armed forces.
Second, they suffer from low throughput, which limits the application of
TDL. Third, they adopt a point-to-point or centralized architecture, thus
cannot achieve excellent anti-destruction performance.

To improve the performance of TDL in terms of cooperation, anti-
destruction, and throughput, Link-16 and Link-22 were developed [1].
The two TDL systems well improve throughput. Especially, they adopt a
distributed architecture, which helps to enhance anti-destruction ability.
Although they support data transmission between different TDLs, they
still do not support the cooperation of different armed forces.

Apart from Link-16 and Link-22, TDLs for dedicated applications
were also developed and explored. For example, Dinc enables the inte-
gration of intelligent Unmanned Air Vehicles (UAVs) and navy units [16].
Raber designed a command and control scheme for the coast guard
shipboard [17]. Martinez-Ruiz et al. surveyed an imagery transmission
issue in Link-16 [18]. In Ref. [19], the application of TDL in naval anti-air
warfare was proposed. Schrecke et al. proposed an IP address translation
method for tactical networks [20,21].

Although several works are aiming at performance improvement of
TDL in different scenarios [22–27], they all ignore the problem of
multi-domain cooperation and automation issue in TDL. In particular,
they cannot achieve adaptive and automatic data transmission control in
TDL. Besides, how to guarantee data consistency among different mili-
tary domains is also a problem to be solved.

2.2. Blockchain and its applications

The blockchain, the fundamental technology of Bitcoin [9], is
composed of several data blocks that are linked through a one-way hash
function. A blockchain system is decentralized and its security relies on a
consensus mechanism rather than a fully trusted centralized party. For
Bitcoin, as long as more than 25% of miners are honest, the security and
trust of the blockchain can be ensured [28].

The blockchain, with its advantages in decentralization and trust, has
attracted extensive attention from both academia and industry. Ethereum
is a decentralized intelligent contract platform based on blockchain. With
the emergence of Ethereum [10], the applications of the blockchain have
expanded from cryptocurrency to various fields, like data management
[29], Internet of Things (IoT) [11], crowdsourcing, social networking,
VANET [15], etc. To adapt to the requirements in different scenarios,
people have developed various types of blockchains. Because of the
consistency, trust, decentralization, and immunity of the blockchain, it
could become a useful tool to build a decentralized and robust data
transmission control for TDL.

Among various blockchains, the public blockchain is not suitable for
TDLs due to its openness and low efficiency. Therefore, we consider the
application of the consortium blockchain in TDL. Nowadays, the con-
sortium blockchain gains great popularity in finance and insurance, en-
ergy systems, data management, digital copyright, and Digital Asset
Management (DAM), etc. For example, Androulaki et al. developed
Hyperledger Fabric, which is a decentralized ledger and a trusted, smart
contract execution platform [30]; Li et al. proposed a consortium
blockchain-based energy trading system [31]; Dib et al. proposed the
significance of the consortium blockchain in digital copyright and DAM
[32]; Zhou et al. leveraged the consortium blockchain to improve the
trustworthiness of network software services [33]; Guo et al. explored the
application of the consortium blockchain in the banking industry [34].

Despite the popularity of the consortium blockchain, its application in
TDL is rarely explored. Different from the public blockchain, the



Fig. 1. System model.
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consortium blockchain usually leverages a consensus mechanism like the
PBFT algorithm [30], the Raft algorithm [35], etc., rather than Proof of
Work (PoW) [9], Proof of Stake (PoS) [10], etc. Among the consensus
mechanisms, the PBFT algorithm outperforms others because of its
excellent performance in Byzantine fault tolerance. However, it also faces
some problems, e.g., high communication overhead. In addition, it at-
taches equal importance to each entity, which cannot reveal the situation
of TDL. Therefore, the algorithm seems not proper to be directly applied
to TDL.

3. Problem statement

This section introduces the system model and security model of TDL
and specifies the research problems and design objectives of our work.
3.1. System and security model

In this subsection, we present a system model of TDL and specify the
security model of our work as well.

System model: The TDL system is composed of a Chief Command
Center (CCC), multiple Operation Command Centers (OCC) in different
regions, and various types of Execution Nodes (EN), like tanks, fighters,
soldiers, etc., as depicted in Fig. 1. Generally, there is a unique CCC in the
whole system, which is the most powerful entity among all participants
in TDL. There are also several OCCs in different regions or armies that
send commands to relevant ENs. ENs can be armies, combat platforms,
and sensors deployed on battlefields. They are responsible for collecting
data, submitting data to corresponding OCC, and responding to com-
mands received. CCC cooperates with different OCCS to maintain a
blockchain network. The blockchain stores the key information of data
transmission control, i.e., code of smart contracts for data transmission
control and data transmission history. For easy presentation, we suppose
the total number of the CCC and the OCCs is Nþ 1, and the set of the CCC
and the OCCs is denoted as CN. Without loss of generality, we suppose
cn0 is the CCC, and cnið1� i� N) represents an OCC.

Security model: In fact, CCC is the most powerful entity among all
TDL entities, and it has a strong ability to resist external attackers. For
OCCs, since they may be ruined or compromised in military actions,
though the probability is usually low, we assume that they may
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sometimes be unavailable or compromised. Still, an adversary can only
compromise a limited number of them. We also assume that the proba-
bility that an OCC is ruined or compromised is different from each other.
Compared with OCCs and CCC, ENs may be ruined by the adversary
easily, so we assume that they cannot be fully trusted.

In our security model, we measure the resistance capacities of the
CCC and OCCs with the cost required by the attackers to compromise
them. Denote the set of costs to compromise CCC or OCCs as C ¼
fcig0�i�N , where ci represents the cost to compromise cni. Obviously, a
larger ci means more powerful resistance capacity to attacks. Since cn0
has a more powerful resistance capacity than the others, 8ci, we have
c0 � ci. Without losing generality, we assume that c0 � c1 � … � cN .
3.2. Research challenges and design goals

Herein, we specify the challenges of TDLs in automatic and trust-
worthy data transmission control and present our design goals. As
mentioned earlier, the PBFT algorithm is not suitable for direct appli-
cation to TDLs because it treats all entities equally. In TDLs, different
entities have different probabilities of being ruined or compromised,
which should be considered when designing the blockchain system of
TDLs. Besides, the data transmission control of TDLs should be auto-
nomic, adaptive, and flexible so that it could adjust to dynamically
changed battlefield situations. To summarize, the main research chal-
lenges can be summarized as below:

1. How to build a blockchain system that can consider the resistance of
entities to attacks;

2. How to design an automatic data transmission control scheme for
TDLs that can adapt to the dynamically changing battlefield situations
and control data transmission automatically and adaptively.

Our scheme aims to overcome the above challenges and design an
automatic and trustworthy data transmission control scheme for TDLs. To
be specific, our design goals are summarized as follows:

1. We aim to improve the PBFT algorithm and make it suitable for TDL
by considering the changing of resistance ability of different
consensus nodes to attacks. The improved PBFT algorithm, i.e.,
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weighted PBFT, should achieve safety and liveness. Even if the
attacker can avoid controlling some weak consistency nodes, the
whole consistency mechanism can not be broken. Specifically, the
cost of compromising all consensus nodes is cT , and the weighted
PBFT ensures that the cost of compromising the system is no less than
1
3cT .

2. We aim to design a flexible and efficient blockchain system for TDL
based on the proposed PBFT algorithm. The proposed blockchain
system should be efficient in terms of throughput and latency. It
should also realize flexibility by considering the practical situation of
TDLs and not introducing high latency due to block creation.

3. We aim to build an automatic and trustworthy data transmission
control scheme based on smart contacts, which is built upon the
proposed blockchain system with the improved weighted PBFT. The
scheme can effectively control data transmission in an automatic,
smart, and adaptive way. It can adaptively control the receivers and
transmission priority of a data report based on the situation of the
battlefield.

4. System design

In this section, we introduce the detailed design of the weighted
PBFT-based on node capability, the blockchain system based on the
weighted PBFT, and the blockchain-based data transmission control
scheme.

4.1. Scheme overview

The whole scheme operates as follows. First, ENs sense battlefield
data and send the data to corresponding OCCs. When an OCC receives
data sent by an EN, it first checks whether the data is from an authorized
EN. Otherwise, the OCC will ignore the data. If the data passes the
verification, the OCC will take the data attributes, like content, type,
location, etc., as input, invoke the smart contract in blockchain, and
output the related data transmission strategy. Then, the OCC sends the
data to several receivers through a pre-established secure channel ac-
cording to the transmission strategy obtained by the smart contract.
Besides, it will also generate a notification, including the attributes and
the digest of the data, and then send the notification to the CCC. When
the number of notifications received by the CCC reaches the predefined
threshold, the CCC generates a block and delivers the block to all OCCs in
the network. The CCC and all OCCs will employ the weighted PBFT al-
gorithm to achieve consensus on the block.

4.2. Weighted practical byzantine fault tolerance

In this subsection, we present the design of the weighted PBFT al-
gorithm based on node capacity, which is derived from the PBFT algo-
rithm. Considering the diversity of TDL’s ability to resist military attacks
and cyber attacks, it is not reasonable to attach equal importance to all
entities of TDL. For example, as the most important party in TDL, CCC
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should be much more powerful and robust than OCCs in terms of anti-
destruction. Therefore, CCC should play a more important role than
OCCs. Inspired by this idea, we herein propose the weighted PBFT al-
gorithm. The main difference that distinguishes the weighted PBFT from
the PBFT is that it attaches a weight to each entity in the blockchain
based on its ability and importance. Fig. 2 depicts the basic procedures of
weighted PBFT when there exist three OCCs (including a broken OCC).
The details of the weighted PBFT algorithm are described as follows:

1. System setup: In this process, the system establishes a series of se-
curity parameters for all system entities. First, CCC generates its
public/private key pairs ðPKcn0 ;SKcn0 Þ.

XN

i¼0

ωi ¼ 1 (1)

Besides, the system consists of a leader, and at the beginning of the
system establishment, cn0 acts as the leader.

2. Request: When a consensus node wants to record a message in the
blockchain, it first generates a request with its signature to CCC. Upon
receiving the request, the leader will check its validity and verify the
signature. If the request is valid, the leader will broadcast a PrePrepare
message to all consensus nodes.

3. Preprepare: In this process, each cni 2 CN that receives the
PrePrepare message will check its validity by verifying its signature
and the content of the message.

4. Prepare: If the validity check on the message holds in node cni, cni
will generate a Preparemessage and broadcast it to the other N nodes.
Meanwhile, the other nodes also conduct the same process. Then, cni
waits for Prepare message sent by others. Once cni receives sufficient
Prepare messages, it starts the next procedure. The requirement to
judge whether to start the next procedure Commit is presented as
follows.

Suppose CNPrepare is the set of nodes (including cni) whose Prepare
message has been received by cni, then, cni enters the next procedure if
and only if the following equation holds:

X

cnj2CNPrepare

ωj >
2
3

(2)

5. Commit:When a node cni starts the Commit procedure, it generates a
Commit message and broadcasts it to all other nodes in the blockchain
system. Similarly, there are also some other nodes starting Commit as
well. cni can thus wait for the Commit messages generated by other
nodes. The number of the Commit messages received by cni indicates
whether the system has reached consensus. To be specific, suppose
CNCommit is the set of nodes (including cni) whose Commit message has
been received by cni, then cni considers the procedure of Commit ends,
and the system has reached the consensus, if and only if the following
equation holds:

X

cnj2CNCommit

ωj >
2
3

(3)

Weight setting: In TDL, different cni has a different resistance to
attacks, which is measured by the cost needed by attackers to compro-
mise it. Generally, attackers will minimize their costs to compromise the
system. PBFT attaches equal importance to each consensus node, which
enables attackers to compromise the whole system at a small cost by
selecting consensus nodes with low resistance. Informally, given cT ¼P

0�j�Nci, attackers may be able to compromise the blockchain with cost
less than 1

3cT by selecting N=3 nodes with the lowest cost in CN. To tackle
this problem, we proposed the weighted PBFT, and the weight of each
consensus node is related to the cost needed by attackers to compromise
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it. We aim to ensure that the total cost to compromise the system is at
least 1

3cT regardless of the strategies of attackers.
In order to achieve this goal, in our design, a consensus node cni has a

higher weight if the corresponding ci is higher. To be specific, suppose
that the weight of the consensus node cni in TDL is denoted as ωi, then
ωi ¼ ci

cT
. We think the method is reasonable since it guarantees that the

total weight of compromised consensus nodes is linear to the cost of at-
tackers. As a result, the attackers have no way to gain more weight with a
low cost. While in PBFT, it is possible for the attackers to compromise the
consensus nodes with weaker abilities to reduce the total cost, which
illustrates the superiority of our scheme.

Leader change: The cni with the highest resistance capacity acts as
the leader. At the beginning of the system setup, the cn0 acts as the leader.
However, cn0 may be compromised or ruined. In this case, the cni, except
the cn0 with the highest resistance capacity, will be selected as the next
leader for block creation. Specifically, if the next leader detects that the
current leader is ruined or compromised, it generates a signal and
broadcasts the signal to all cni. If the system reaches a consensus on the
signal, the current leader will be excluded from the system, and the next
leader starts performing its duty.

The process of leader change can be divided into three procedures,
i.e., leader revocation, weight update, and new leader establishment.

1. Leader revocation: Represent current leader as cni0 , and any node
that detects misbehaviors or breakdown of cni0 can generate a Leader
Revocation message, denoted as Mrev;i0 , and then broadcast the mes-
sage to all consensus nodes.

All consensus nodes respond toMrev;i0 via the weighted PBFT. IfMrev;i0

is accepted by most of the consensus nodes, they could reach a consensus
on Mrev;i0 . Once the consensus on Mrev;i0 is confirmed, cni0 is revoked.

2. Weight update: Once the revocation of cni0 is confirmed, cni0 will be
excluded from the system and can no longer participate in the
consensus process. All unrevoked consensus nodes remove cni0 from
their communication list, and each consensus node cni recalculate its
weight as: ωi ¼ ci

cT�ci0
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3. New leader establishment: We suppose that c0 � c1 � … � cN and
that the honest consensus node with the highest broken cost will
behave as a new leader. Therefore, when cni0 is revoked, cni0þ1 will
take over the role of the leader. cni0þ1 will generate a leader estab-
lishment message, i.e., Mest;i0þ1. Then, cni0þ1 broadcasts Mest;i0þ1 with
its signature on it to all unrevoked consensus nodes. If most of the
unrevoked consensus nodes reach consensus on Mest;i0þ1, cni0þ1 starts
to work as the next leader.
4.3. Blockchain based on weighted PBFT

Based on the weighted PBFT algorithm proposed in Section 4.2, we
further build a blockchain system for TDL. The block structure is shown
in Fig. 3. It contains the ID of its previous block, i.e., the hash of the
previous block; the block number, which indicates the location of the
block in the blockchain; smart contracts for data transmission control,
with which TDL entities can obtain the data transmission strategies in a
trustworthy way; smart contracts to update the contracts of data trans-
mission control; the records of data transmission, the signature on the
block content generated by the block creators.

Block creation: The weighted PBFT-based blockchain contains a
leader responsible for block creation. When the leader collects a certain
number of notifications from other consensus nodes, it will create a block
and leverage the weighted PBFT algorithm to reach the consensus on the
block content. However, in reality, especially in military scenarios, there
are certainly some urgent messages that have to be sent to other
consensus nodes without any delay. When there is an urgent message,
and the number of messages has not yet reached a predefined threshold,
it will cause serious risks and loss. To tackle this problem, we attach a
priority factor to each type of message and propose three criteria for
block generation as listed below:

1. The number of messages received exceeds the predefined threshold
ThrNum;

2. The leader receives a message whose priority is higher than a pre-
defined threshold ThrPri.

3. The leader’s waiting time has exceeded the predefined threshold
ThrTime.
4.4. Blockchain-based data transmission control

Based on the proposed blockchain, we design a data transmission
control scheme for TDL, as well as a self-adaptive smart contract update
scheme.

4.4.1. Automatic data transmission
The TDLs request the automatic control of the data transmission.

Specifically, all OCCs, when receiving data from ENs, will obtain a data
transmission strategy indicating to whom the message should be sent. In
this way, the collected data can be automatically transmitted to expected
destination entities. Besides, the OCCs will also send a notification that
indicates data transmission history to the blockchain system. The whole
process is composed of a series of procedures, as described below:

1) The leader establishes a smart contract of data transmission control,
with data type, data content, etc. as input data, and outputs a data
transmission strategy that indicates the receiver of input data,
receiving priority, etc. Then, the leader generates a new block by
inserting the smart contract into it and broadcasts the block to all the
consensus nodes. The consensus nodes verify the validity of the smart
contract and load the weighted PBFT algorithm to reach the
consensus on the block. Once a consensus node convinces that the
block has been accepted by most network entities, it will consider the
smart contract recorded in the block to be valid.
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2) The blockchain-based smart contract achieves autonomic and trust-
worthy execution, and its result can be verified publicly. Therefore,
we employ a blockchain-based smart contract to calculate data
transmission strategy automatically, which also ensures the trust-
worthiness of the data transmission strategy. Besides, the smart
contract should comprehensively consider the data content, battle-
field status, the goal of the combat, etc., to generate the correct data
transmission strategy. Specifically, when an OCC receives a piece of
data from an EN, it will first check the validity of the data. If it passes
the verification, the OCC invokes the smart contract recorded in the
blockchain to obtain the transmission strategy of the data. The smart
contract takes as input the data, the battlefield status, etc. Then, the
OCC generates a data report, which includes the data content and the
data transmission strategy. Finally, it sends the data report to the
leader of the blockchain. The leader inserts the data report into the
block, and all consensus nodes reach consensus on the block using the
weighted PBFT.

3) All OCCs receiving the data report will check its validity by verifying
the strategy involved in the data report that is correctly obtained
through the smart contract. If the data report is valid, they transmit
the data to the receivers based on the transmission strategy. Our
scheme requires the receivers to send a notification to CCC, indicating
that it has received the data. The notification will be inserted into the
blockchain, and all consensus nodes will reach a consensus on this
block. In this way, all consensus nodes are aware that the receiver has
received the data. The EN that generates the data will also receive the
notification from the corresponding OCC so that it can ensure that the
data has been successfully transmitted.

4.4.2. Self-adaptive smart contract update
The battlefield status varies quickly all the time, which influences the

data transmission strategies. For example, when the battlefield status
changes, the same data collected will have different priorities and may be
transmitted to different entities. Therefore, the smart contract for data
transmission control will also vary based on the status. However, artifi-
cial updates on smart contracts would take time and cause long delays.
Therefore, we here propose two adaptive and automatic smart contract
update methods to update smart contracts adaptively.

The two proposed methods for smart contract updating are the arti-
ficial contract update method and automatic contract update method. In
these two methods, the artificial method means that the leader directly
sets a new contract, writes it into a new block, and enforces all consensus
nodes to update the contract by reaching a consensus on the block. The
difference is that the automatic method achieves contract updates by
inserting a smart contract for contract updates into the blockchain ahead
of time, probably when setting up the blockchain system. This smart
contract automatically checks the status of the battlefield, and once it
detects a change of status, it will invoke the smart contract to check
whether the contract for data transmission needs to be updated. If yes, it
obtains a new smart contract for data transmission control via the un-
derlying smart contract for data transmission control contract update.

5. Security analysis

In this subsection, we analyze the safety and liveness of the proposed
blockchain based on the weighted PBFT.
5.1. Safety

Security refers to the fact that there are no two valid blocks in the
same location in the blockchain. We have the following proposition
about safety.

Proposition 1. The weighted PBFT provides safety as long as the
accumulated weight of compromised or ruined OCCs is less than 1= 3.
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Proof. For easy presentation, we first define the following predicate,
i.e., Prepared(B, i). Prepared(B,i) is true if and only if the Prepared
message claims the block B is accepted by an honest node cni, and cni has
received a number of Prepared messages from a group of nodes whose
accumulated weight (including the weight of i) exceeds 2=3.

Suppose the accumulated weight of compromised nodes is 1=3� δ,
where δ > 0 is a quite small positive value. Then, we could infer, for an
honest node cni, if Prepared(B,i) is true, the predicate Prepared(B’,i) is false
for all B’6¼. This isbecause ifPrepared(B’,i) is true, cni has to receivePrepare
messages from a group of nodes whose accumulated weight is over 2=3. In
theworst case, allmaliciousnodes colludewitheachotherand sendPrepare
messages on both B and B’. Since Prepared(B,i) is true, the accumulated
weight of honest nodes sending Prepare voting B should be over 1=3þ δ.
Therefore, theweight of honest nodes votingB’ is less than1=3 sincehonest
nodes will not send Prepare messages for two different blocks. As a result,
theweight of both honest andmalicious nodes voting B’will be less than 2=
3� δ. Therefore, Prepared(B’,i) will never be accepted by cni.

With the aforementioned predicate, we further define two predicates,
i.e., CommittedLocal(B, i) and Committed(B). Among them, Commit-
tedLocal(B, i) means that cni has received the Prepared messages on B
from the nodes (including cni) whose accumulated weight has exceeded
2=3. Committed(B) means that Prepared(B,i) holds true for a group of
honest nodes, whose accumulated weight is more than 1=3. With the two
predicates, we have the following proposition, i.e., if CommittedLocal(B,
i) holds for an honest node cni, Committed(B) is true. This is because, that
CommittedLocal(B, i) is true means it has received Commit messages
from a group of nodes (including node i) whose accumulated weight has
exceeded 2=3. For an honest node, it will send a Commit message only
when it collects enough Prepare messages, which means Prepared(B,i)
holds for this node. Since the total weight of all malicious nodes is 1=3�
δ, the honest nodes sending Commit messages on block B occupy the
weight more than 1=3þ δ. That is, the honest nodes for whom Prepar-
ed(B,i) holds occupy the weight of 1=3þ δ, which means that Commit-
ted(B) is true.

To summarize the above analysis, we conclude that when the accu-
mulated weight of compromised or ruined OCCs is less than 1=3, there
will be only one valid block to be accepted by a group of honest
consensus nodes, of whom the accumulated weight is more than 1=3.
This means the weighted PBFT-based blockchain achieves security.
5.2. Liveness

Liveness refers to that the CCC can always generate a new block, and
the block can always achieve consistency among honest nodes. The
weighted PBFT-based blockchain achieves liveness as long as the accu-
mulated weight of ruined or compromised nodes does not exceed 1=3.
The CCC generates a new block when the number of messages waiting to
be recorded in the blockchain meets the threshold, or there is a message
with extremely high priority, or the length of the waiting period of the
CCC meets the pre-established time threshold. Therefore, the weighted
PBFT-based blockchain can guarantee that a new block can be created
within a limited time (i.e., the pre-established time threshold). To ach-
ieve consistency, the accumulated weight of honest nodes should be
more than 2=3. Since the sum of the weight of ruined or compromised
nodes does not exceed 1=3, the total weight of honest nodes exceeds 2=3.
As a result, the weighted PBFT can still operate smoothly. Therefore, the
proposed weighted PBFT-based blockchain achieves liveness.

6. Performance evaluation

We conducted a series of experiments to verify the effectiveness and
efficiency of our scheme. In this subsection, we present the experimental
results on both the weighted PBFT and the data transmission control
scheme.



Table 1
Experimental settings.

Experimental Settings

Exp.1 Consensus Node Number 50
Message Generation Rate 0 - 100 messages/s
Block Generation Threshold 0–100

Exp.2 CCC Number 1
OCC Number 4
EN Number 0–350

Table 2
Data format.

Field Description

Type The type of the EN that generates the data
Time The time stamp when the data is generated
ID The unique id of the EN
LocCur The current location of the EN
LocTAR The next location of the EN
isMove Whether the EN is moving
isHide Whether the EN is well hidden
isKeep Whether the EN is under suppression
isTired Whether the EN is tired
TarID The ID of the enemy with whom the EN is fighting
NumPer The number of soldiers in the EN
NumWeapon The number of weapons the EN is equipped with
NumStep The moving ability of the EN

Fig. 4. Consensus time with regard to node number.
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6.1. Evaluation metrics

We employed the following criteria to evaluate the performance of
the weighted PBFT and the blockchain-based data transmission control
for TDLs.

1. Consensus Time: The consensus time is measured by the time the
system spends to reach a consensus on a proposed block.

2. Block Generation Time: The block generation time is measured as the
average generation time of a single block. In our test, we configure the
workload by adjusting the message frequency and the number of
consensus nodes, and then we monitor the block generation time.

3. Message Confirmation Latency: The message confirmation latency is
measured as the response time per message. We test the confirmation
time that the system spends in confirming a message with regard to
message generation.

4. Throughput: The throughput is measured as the maximum number of
messages successfully recorded in the blockchain per second.

5. Efficiency of Smart Contracts: The efficiency of a smart contract is
measured by the execution time of the smart contract. TDL usually
needs lower response time and thereby it requires high smart contract
efficiency.

6. Latency: TDLs requires low latency so that the combat units can react
to the tactical issues quickly. In our analysis, the latency is measured
by the length of duration from the time when an EN generates a data
piece to the time when it receives the notification of data
transmission.
6.2. Experimental settings

6.2.1. Experimental methodology and environments
We employed simulations to evaluate the performance of the pro-

posed weighted PBFT and the blockchain-based data transmission con-
trol for TDLs, considering the difficulty of real-world experiments. We set
up two experiments that respectively tested the performance of the
weighted PBFT (Exp.1) and the blockchain-based data transmission
control for TDLs (Exp.2). All the experiments were conducted on a laptop
running Windows 10 with 1.7 GHz Intel Core I5 CPU and 8 GB DDR3
RAM. In Exp.1, we simulated the weighted PBFT for TDLs in the JAVA
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language. In Exp.2, we implemented the blockchain-based data trans-
mission control scheme with Hyperledger Fabric and implemented the
smart contracts in the JAVA language. We tested its performance in a
battlefield scenario deployed with the data obtained from a military
simulation.

6.2.2. Experimental settings
In this part, we introduce the experimental settings of Exp.1 and

Exp.2. For easy presentation, we summarize the settings in Table 1.
Settings of Exp.1: In Exp.1, we tested the weighted PBFT’s consensus

time, block generation time, and message confirmation latency under
different node numbers (i.e., 50 and 100) and different message gener-
ation rates (from 0 to 100). Besides, we compared the weighted PBFT
with traditional PBFT to illustrate that introducing weights does not
incur high consensus latency. Based on the experimental results, we
further analyzed the throughput of weighted PBFT-based blockchain.

Settings of Exp.2: In Exp.2, we implemented our blockchain-based
data transmission control for TDLs based on Hyperledger Fabric, which
is a popular consortium blockchain-based platform for smart contracts.
The reason for employing Hyperledger Fabric rather than the weighted
PBFT-based blockchain is that Exp.2 focuses on testing the efficiency of
the smart contracts. Besides, building a complete blockchain-based smart
contract platform is quite difficult. Therefore, we just implemented our
scheme based on Hyperledger Fabric to illustrate its effectiveness.

Exp.2 is conducted using the data obtained from a military simula-
tion, and the data format is presented in Table 2. We use these data to
simulate a simple battlefield scenario. In our simulation, the whole
battlefield is divided into four areas, and there is an OCC in each area.
Besides, there exists a CCC on the battlefield. All the OCCs and the CCC
cooperatively maintain the blockchain system. Each area contains a
number of ENs, and each EN senses and uploads data to the corre-
sponding OCC, which invokes the smart contract to determine the data
receivers.

We assume that there are three types of data transmitted via TDLs,
i.e., raw data sensed by the ENs, commandmessage, and notification. The
raw data is the data obtained from the military simulation, as shown in
Table 2. The OCC, when receiving the data, processes the data and de-
termines the transmission strategy for the data with the predefined smart
contracts. To be specific, we designed three smart contracts for automatic
data transmission control for TDLs, which are described as follows:



Fig. 5. Consensus time with regard to threshold for block generation. Fig. 7. Block generation time with regard to node number.
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1. Contract 1 (Data Processing): This contract processes the raw data
sensed by ENs and calculates a value indicating the state that each EN
is friendly or malicious.

2. Contract 2 (Judgement Calculation): The contract checks whether
an EN is in a bad situation to judge whether it needs assistance from
other ENs.

3. Contract 3 (Transmission Strategy Calculation): The contract de-
termines the data transmission strategy based on the results of Con-
tract 1 and Contract 2. Specifically, for an EN requiring help, the
contracts will take the status of nearby ENs as input and select a group
of ENs as data receivers that do not perform any tasks, but have the
ability to help the data generator.
6.3. Results of Exp.1

6.3.1. Consensus time
To demonstrate the efficiency of the weighted PBFT, we compared

the consensus time of PBFT and weighted PBFT. In our experiments, we
tested the time for a block to reach consistency by applying the PBFT and
the weighted PBFT with regard to different thresholds and node
numbers, as shown in Figs. 4 and 5. From Figs. 4 and 5, we can see that
Fig. 6. Block generation time with regard to message generation rate.
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the consensus time of the weighted PBFT is shorter than that of PBFT.
This is because the weighted PBFT does not introduce much computation
or communication burden. Fig. 4 shows the consensus time of both
weighted PBFT and PBFT increases as node number increases. The reason
is that the communication complexities of both algorithms are O ðn2Þ,
where n is the number of consensus nodes. More nodes result in a higher
communication cost. Therefore, it takes more time to reach consistency
when there are more nodes involved. Fig. 5 indicates that the consensus
time increases with the increase of the threshold for block generation.
This is because the higher threshold implies that more messages are
included in block generation, which takes more time for OCCs to verify
the validity.

6.3.2. Block generation time
We conducted experiments to test the block generation time with

regard to the message rate. We also compared the block generation time
of the weighted PBFT-based blockchain with that of the PBFT-based
blockchain. The experimental results are summarized in Fig. 6. From
Fig. 6, we can see that the block generation time decreases with the in-
crease of the message generation rate at first, and then it keeps
Fig. 8. Message confirmation time with regard to message generation rate.



Fig. 9. Execution time of smart contracts with regard to the number of ENs.

Fig. 10. The latency with regard to the number of EN nodes.
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unchanged. This is because a higher message generation rate makes it
faster to meet the threshold for block generation. However, it takes a
certain time for a block to reach consistency. In this case, the increase of
the message generation rate does not make the consensus time of a block
decrease because the blockchain leader does not create a new block until
the previous block reaches consistency. Therefore, when the message
generation rate is high enough, the block generation time almost remains
unchanged. Fig. 7 plots the block generation time with regard to the
number of consensus nodes, which indicates that more consensus nodes
result in an increase in block generation time. This is because more nodes
lead to more consensus time. Since it takes more time to reach a
consensus on each block, the block generation time increases
accordingly.

6.3.3. Message confirmation time
We further tested the message confirmation time. The message

confirmation time refers to the time it takes when a message is submitted
to the CCC and then recorded in a block, as shown in Fig. 8. Fig. 8 plots
the message confirmation time with regard to the message generation
rate. We can see that the confirmation time first decreases with the in-
crease of message generation rate and then remains unchanged. The
reason is that the message confirmation time is related to block genera-
tion time, and a high message generation rate makes block generation
time decrease when the message generation rate is low. When the mes-
sage generation rate is high enough, it does not influence the block
generation time. Besides, we can also see that when the confirmation
time of the weighted PBFT-based blockchain is as low as 1.1s, the pro-
posed scheme is quite efficient.

6.3.4. Throughput
Throughput refers to the number of messages that the blockchain can

process without high confirmation delay. In this part, we discuss the
throughput of the weighted PBFT-based blockchain. Suppose the
consensus time is TCon, the threshold for block generation is Thr. When
the message generation rate is high enough, the throughput TP can be
calculated as TP ¼ Thr

TCon
, since in this case, the block generation time

converges to the consensus time because the blockchain leader quickly
collects enough messages. Based on this formula, we calculate the
throughput of the proposed blockchain system as 67 messages when the
threshold is 100. The main reason constraining the throughput is the
computational capacity of computers. Practical OCCs and the CCC will
have more powerful computing power than the computer used in our
experiments, which causes much-improved throughput. To achieve effi-
cient message confirmation when the message generation rate is low, we
set a time threshold for block generation, as described in Section 4. In
practice, the time should be set around consensus time, so that low
message confirmation delay can be ensured even there is a low message
generation rate.
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6.4. Results of Exp.2

6.4.1. Execution time of the smart contracts
We tested the average execution time of the three contracts with re-

gard to the number of ENs, which are presented in Fig. 9 (a), 9(b), and
9(c), respectively. From the figures, we could see that the three contracts
all achieve low execution time. When the number of ENs is 350, the
average execution time is 132 ms, 0.59 ms, and 0.25 ms, respectively,
which is quite efficient and means that the smart contracts will not
introduce extra communication latency. Besides, we can also see that the
execution time of contracts 1 and 2 is irrelevant to the EN number, while
the execution time of contract 3 is linear to the number of ENs. However,
considering the execution time of contract 3 is quite short, even when the
EN number is high, its execution time will still keep at a low level. This
means that the smart contracts can remain efficient even when there are a
large number of ENs.

6.4.2. Data transmission latency
Employing the blockchain-based smart contracts for data trans-

mission will incur a specific latency. We tested the data transmission
latency, which is defined as the time duration from the time when the
data is generated to the time when the data generator receives the
notification message. Fig. 10 presents the data transmission latency with
regard to the number of EN nodes. We observe that the data transmission
latency is almost irrelevant to the number of EN nodes. Besides, the la-
tency is around 6.5s, which implies that data transmission is very
efficient.
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7. Conclusions

In this paper, we investigated the automatic and adaptive data
transmission control in TDL and proposed a blockchain-based data
transmission scheme for TDL. We improved the traditional PBFT and
proposed a weighted PBFT, which has higher anti-destruction ability
than PBFT and outperforms PBFT in terms of block generation and
message confirmation. We further employed the proposed weighted
PBFT algorithm to build a blockchain system for TDL, based on which we
designed a data transmission control scheme to achieve automatic and
adaptive data transmission control. The experimental results verify the
effectiveness and efficiency of our scheme.
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