
This is an electronic reprint of the original article.
This reprint may differ from the original in pagination and typographic detail.

Powered by TCPDF (www.tcpdf.org)

This material is protected by copyright and other intellectual property rights, and duplication or sale of all or 
part of any of the repository collections is not permitted, except that material may be duplicated by you for 
your research use or educational purposes in electronic or print form. You must obtain permission for any 
other use. Electronic or print copies may not be offered, whether for sale or otherwise to anyone who is not 
an authorised user.

Wang, Pu; Jiao, Long; Zeng, Kai; Yan, Zheng
Physical Layer Key Generation between Backscatter Devices over Ambient RF Signals

Published in:
INFOCOM 2021 - IEEE Conference on Computer Communications

DOI:
10.1109/INFOCOM42981.2021.9488885

Published: 01/05/2021

Document Version
Peer reviewed version

Please cite the original version:
Wang, P., Jiao, L., Zeng, K., & Yan, Z. (2021). Physical Layer Key Generation between Backscatter Devices
over Ambient RF Signals. In INFOCOM 2021 - IEEE Conference on Computer Communications [9488885]
(Proceedings - IEEE INFOCOM). IEEE. https://doi.org/10.1109/INFOCOM42981.2021.9488885

https://doi.org/10.1109/INFOCOM42981.2021.9488885
https://doi.org/10.1109/INFOCOM42981.2021.9488885


© 2021 IEEE. This is the author’s version of an article that has been published by IEEE. 
Personal use of this material is permitted. Permission from IEEE must be obtained for all other 
uses, in any current or future media, including reprinting/republishing this material for 
advertising or promotional purposes, creating new collective works, for resale or redistribution to 
servers or lists, or reuse of any copyrighted component of this work in other works.  



Physical Layer Key Generation between Backscatter
Devices over Ambient RF Signals

Pu Wang∗, Long Jiao†, Kai Zeng† and Zheng Yan∗‡(B)

∗School of Cyber Engineering, Xidian University, Xi’an, China 710071
†Department of Electrical and Computer Engineering, George Mason University, Fairfax, VA, US 22030

‡Department of Comnet, Aalto University, Espoo, Finland 02150
Email:wangpu@stu.xidian.edu.cn,{ljiao, kzeng2}@gmu.edu, zyan@xidian.edu.cn

Abstract—Ambient backscatter communication (AmBC),
which enables energy harvesting and ultra-low-power commu-
nication by utilizing ambient radio frequency (RF) signals, has
emerged as a cutting-edge technology to realize numerous Inter-
net of Things (IoT) applications. However, the current literature
lacks efficient secret key sharing solutions for resource-limited
devices in AmBC systems to protect the backscatter communica-
tions, especially for private data transmission. Thus, we propose a
novel physical layer key generation scheme between backscatter
devices (BDs) by exploiting received superposed ambient signals.
Based on the repeated patterns (i.e., cyclic prefix in OFDM
symbols) in ambient RF signals, we present a joint transceiver
design of BD backscatter waveform and BD receiver to extract the
downlink signal and the backscatter signal from the superposed
signals. By multiplying the downlink signal and the backscatter
signal, we can actually obtain the triangle channel information
as a shared random secret source for key generation. Besides, we
study the trade-off between the rate of secret key generation and
harvested energy by modeling it as a joint optimization problem.
Finally, extensive numerical simulations are provided to evaluate
the key generation performance, energy harvesting performance,
and their trade-offs under various system settings.

I. INTRODUCTION

Ambient backscatter communication (AmBC) as an im-
portant communication technology for enabling Internet of
Thing (IoT), has received increasing attention due to its ultra-
low power consumption [1]. In AmBC systems, backscatter
devices (BDs) can transmit data by reflecting radio frequency
(RF) signals in the air, such as TV and Wi-Fi signals, instead of
generating power-hungry RF signals [2], [3]. With the AmBC,
it not only achieves uplink transmission to a dedicated reader,
but also realizes device-to-device (D2D) communications [4]–
[7]. One of the attractive applications of AmBC is implanted
and wearable sensor systems for physiological and medical
purposes. Such sensors are resource-limited, which makes
AmBC a suitable technology for data transmission and battery
replenishment. However, the broadcast nature of backscatter
makes it easy for illegal users to obtain information contents,
which could lead to data interception and privacy breach. And
their limitations of energy and computation resources make it
extremely difficult to implement complex security solutions.
Thus, it is challenging to devise practical security mechanisms
to protect the backscatter communications among BDs with
limited resources.

The conventional mechanisms to secure the backscatter
communications are mainly based on lightweight symmetric
cryptography [8], [9], which uses a shared secret session key to
encrypt/decrypt messages between BDs. The session key could
be derived from a long-term master secret key or generated
with the Diffie-Hellman(D-H) key exchange protocol. The

former is subject to complex key distribution and heavy
management overhead, especially in ad hoc scenarios where
two BDs without any pre-shared secrets need to establish a
secure communication channel. Furthermore, once the long-
term master secret key is comprised, all the communications
in the past will be comprised. That is, the long-term master
key based solutions do not provide forward secrecy. Although
the D-H key exchange protocol can provide forward secrecy,
it introduces significant computational overhead, making it
problematic and undesirable for resource-constrained BDs.

Alternatively, physical layer (PHY) key generation has been
considered as a promising technology to provide a lightweight
and information-theoretically secure key sharing solution with
forward secrecy for resource-constrained systems [10], [11]. It
extracts reciprocal randomness in the wireless fading channel
to generate shared secret keys between devices without incur-
ring significant computation overhead. In theory, the secrecy
of the shared key is ensured by the fact that an adversary who
is kept at a distance (larger than coherence distance) away
from key generating devices will observe highly uncorrelated
channel characteristics, thus will not be able to derive the
same key. PHY key generation supports full flexibility and
scalability by realizing independent key establishment on
demand, instead of relying on the secret key distribution using
central infrastructures or servers.

However, existing PHY key generation schemes cannot be
directly applied for BDs. In existing schemes, two devices
usually have to send channel probing signals to each other
in order to measure highly correlated channel characteristics,
such as received signal strengths (RSS), at both sides for
key generation [12]–[14]. However, BDs are not able to
generate channel probing signals by themselves, making the
channel probing between two BDs fundamentally different
from conventional ones. In order to probe the channel from
one BD to the other, it has to exploit the received ambient
RF signal. But a receiver BD will receive a superposed signal
consisting of the backscattered signal and an original ambient
RF signal. Since the channel from the RF source to one BD is
not identical with the one from the RF source to the other, the
superposed signals cannot be directly used as a shared random
source to generate a shared key between BDs. Therefore, how
to obtain reciprocal channel characteristic measurements for
shared key generation between BDs is a non-trivial problem.

In this paper, we propose a novel PHY key generation
scheme for two paired BDs in an AmBC network. In such a
network, there are an RF source, which continuously transmits
RF signals, and two paired BDs communicating with each



other in a time-division manner. The basic idea is as follows.
By utilizing the repeated patterns (i.e., cyclic prefix in OFDM
symbols) in the ambient RF signals, we propose a joint
transceiver design of the BD backscatter waveform and the
BD receiver. This joint design enables one BD to separate
its downlink channel information and its backscatter channel
information, which is the concatenation (or multiplication) of
the other downlink channel (RF source to the other BD) and
the inward reflecting channel (the other BD to itself), from
the superposed signal with low complexity. Then by further
multiplying the downlink channel and the backscatter channel,
we can actually obtain a triangle channel, a multiplication of
the two downlink channels and the inward reflecting channel
at each BD, like three sides of a triangle formed by the RF
source and the two BDs. The multiplications at both sides
will be highly correlated if the reciprocity of the BD-to-BD
channel holds well. Therefore, a random secret source can
be established for key generation between the two BDs over
ambient RF signals.

The main contributions of this paper are summarized as
follows:

• We propose a novel PHY key generation scheme for the
BDs relying only on ambient RF signals. To the best of
our knowledge, this is the first work tackling this prob-
lem. The proposed scheme constructs a multiplication of
three channels (i.e., three sides of the triangle formed by
the RF source and the two BDs) as shared randomness.

• A transceiver design of BD backscatter waveform and
BD receiver is proposed to extract the downlink signal
and backscatter signal from the superposed signal, so
as to obtain the triangle channel information with low
complexity.

• A general joint optimization problem is further formu-
lated to study the trade-off between the rate of secret key
generation and the harvested energy.

• Finally, extensive numerical simulations are conducted
to evaluate key generation and energy harvesting perfor-
mance, and discuss their trade-offs under different system
parameters. Simulation results show the effectiveness of
the proposed key generation scheme.

The rest of the paper is organized as follows. We present
the related work in Section II, and introduce our system model
and assumptions in Section III. In Section IV, we present our
proposed secret PHY key generation scheme and the adversary
model. Section V gives the details of the BD backscatter
waveform and BD receiver over the ambient OFDM carrier.
Section VI analyzes the trade-off between the rate of secret
key generation and harvested energy through a general joint
optimization. Section VII reports performance test results
based on simulations. Finally, we conclude the paper in the
last section.

Notations: The main notations in this paper are described
as below. | · | means the operation of taking an absolute
value. CN (µ, σ2) denotes the circularly symmetric complex
Gaussian (CSCG) distribution with mean µ and variance σ2.
<{·} denotes the operation to get the real part of a complex
number. E[·] denotes the statistical expectation.

II. RELATED WORKS

A. Lightweight Cryptography
In the existing literature, most security solutions tailored

for backscatter communication are based on concepts of
lightweight cryptography, such as DESL, Present, Salsa20,
LEX and lightweight ECC [8], [9]. To further reduce compu-
tation cost, Chine [15] evenly presented an ultra-lightweight
protocol that only requires simple bit-wise operations to
provide authentication and integrity. While these algorithms
provide good security against some attacks, they also exhibit
unexpected limitations [16]–[18], such as the reliance on
key generation, distribution and management. They require
resources to support exchanges of cryptographical credentials
over a backscatter channel, which can be intercepted by an
eavesdropper, even if encrypted. Besides, the above solutions
only support traditional backscatter systems with a dedicated
RF reader, which could be unsuitable for AmBC systems.

B. Physical Layer Security Solution
Another way to provide security in backscatter systems

while overcoming the limitations of cryptography is to apply
PHY security mechanisms. Unlike the computational nature
of cryptography, PHY security exploits the inherent ran-
domness of the wireless channel to achieve communication
confidentiality [19]. Except that a secure backscatter channel
is established with the help of proper coding, signal design
and power allocation [20]–[22], PHY key generation also
has gained much attention in the literature [11], [23]. It
exploits the randomness and reciprocity of a wireless channel
as a shared source to generate secret keys. For example,
the channel state information (CSI), such as amplitude and
phase, can be estimated by sending probing signals for key
generation between two users [13], [14]. In [24], the received
signal strength (RSS) trajectories of two moving wearable
devices are exploited to achieve secret key establishment.
Besides, secret group key generation schemes were proposed
by exploiting different channel information and considering
various topologies in multi-device systems [25]–[27].

In current literature, all existing PHY key generation
schemes require two communication parties to measure the
channel properties by alternately transmitting probing signals.
However, in AmBC systems, BDs depend on ambient RF
signals in the air to transmit information. They cannot directly
estimate the channel characteristics like conventional schemes
by transmitting probing signals. Besides, BDs receive RF
signals both from the RF source and other BDs that pass
different wireless channels, making it impossible to apply
the RSS of RF signals as a random source. Therefore, it
is challenging to apply existing methods of physical key
generation in AmBC systems, especially for backscatter-based
D2D communications.

III. SYSTEM MODEL

As illustrated in Fig. 1, there are two co-existing commu-
nication systems. One is a legacy system that employs an RF
source (e.g., TV tower, Wi-Fi AP) to transmit RF signals
to its dedicated users. The other is an AmBC system that
consists of multiple BDs, which can communicate with each
other in a time-division manner by backscattering the ambient
RF signals emitted by the RF source. We are interested in
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Fig. 1. System model for ambient backscatter communications over ambient
RF signals.

the physical layer key generation between two paired BDs in
the AmBC system, which is trivial to extend to multiple BDs
scenarios [27]. We assume that there are only one legacy RF
source and two passive (or semi-passive) BDs with a single-
antenna. The BDs contain a backscatter modulator (i.e., a
switched load impedance), an information receiver, an RF-
energy harvester and other modules (i.e., sensors). BDs can
operate in a backscattering mode and a listening mode. To
transmit information, BDs operate in the backscattering mode
to reflect incident signals by intentionally altering their ampli-
tude and/or phase. To receive information, the antenna of BDs
is switched to the listening mode and BDs decode information
from a part of received signals [6], while remaining signals are
used to harvest energy.

In our adversary model, we assume a passive eavesdropper
Eve, which only overhears all communications between BDs
and tries to infer information about the generated key. This
assumption implies that Eve is not interested in disrupting
the key establishment, neither jamming the communication
channel nor modifying any message exchanged between BDs.
But Eve will measure the characteristics of the channels from
all received signals while BDs are backscattering information
to other BDs for key extraction. Thus, Eve can obtain the
channel information from the ambient original signals of the
RF source and the reflected signals of BDs. However, we
assume that Eve cannot be very close (less than a few multiples
of the wavelength) to any BDs while they are generating the
shared key. This will ensure that Eve measures different and
uncorrelated wireless channels [11].

Let hi(t) denote the multi-path Rayleigh fading channels
between the RF source and BD Ai or Eve Ae, and hi,j(t)
for the channel between Ai and Aj (i, j ∈ {1, 2, e}, i 6= j),
respectively. A channel is given in the form of h = ϑd−

λ
2 ,

where ϑ is a CSCG variable, d is the distance between the
considered transmitter and receiver, and λ is the path-loss
exponent. For convenience subsequently, we define that the
downlink channel of Ai is hi and the inward channel of Ai
and Aj is hi,j , and the backscatter channel hi,jhi, which is a
concatenation of hi,j and hi, as shown in Fig. 1. All relevant
channels are mutually independent, and assumed to remain
unchanged during a period of time slots, i.e., coherence time
Tch [11], [28].

A. Signal Model in AmBC Systems
Denote a bandpass signal transmitted from the RF source

during a symbol interval as

s̃(t) = <{√ps(t)ej2πfct}, (1)

where s(t) is a unit baseband signal with transmission power
p, and fc represents carrier frequency. The ambient signal
received at Ai can be represented as [29]

c̃i(t) = <{[√phi(t)s(t)]ej2πfct}, (2)

where ci(t) =
√
phi(t)s(t) is the baseband representation of

c̃i(t).
Let bi(t) be the signal of Ai to be transmitted. By denoting

α as the reflection coefficient at BDs, the signal backscattered
from Ai is αc̃i(t)bi(t). This modulation technique exempts
BDs from generating RF signals locally and thus significantly
reduces their power consumption [3].

The received superposed signal at Aj can be expressed as,

ỹj(t) = αhi,j(t)c̃i(t)bi(t) + hj(t)s̃(t) + w̃j(t), (3)

where w̃j(t) is the received passband additive white Gaussian
noise (AWGN) at Aj . The baseband representation of (3) is

yj(t) = ybj(t) + ydj (t) + wj(t), (4)

where ybj(t) = αhi,j(t)ci(t)bi(t) is the backscatter signal
reflected from Ai, ydj (t) =

√
phj(t)s(t) is the original ambient

signal directly from the RF source, and wj(t) is the baseband
representation of w̃j(t) with power σ2

j , i.e., wj(t)∼CN (0, σ2
j ).

Let hi[n], hj [n] and hi,j [n] denote the discrete-time repre-
sentation of hi(t), hj(t) and hi,j(t), respectively. For con-
venience, we write the discrete-time representation of the
received signal at Aj as

yj [n] = ybj [n] + ydj [n] + wj [n], (5)

where ybj [n] = αhi,j [n]ci[n]bi[n], ydj [n] =
√
phj [n]s[n] and

wj [n]∼CN (0, σ2
j ).

IV. THE PROPOSED KEY GENERATION SCHEME

In this section, we first provide an overview of the basic
physical layer key generation scheme and the reason why it
is not applicable in AmBC systems. Then, we describe our
basic idea and show the challenge to extract a secret key
from the received RF signals between two paired BDs, and
define the achievable secret key rate (SKR) with our assumed
eavesdropping model.

A. Conventional Secret Key Generation
In basic point-to-point key generation schemes, there are

two devices, A1 and A2, which wish to agree on a secret key
through a wireless channel. Three main steps are needed to
generate a shared key: (1) shared randomness extraction, (2)
information reconciliation, (3) privacy amplification [11].

To extract the shared randomness, A1 and A2 successively
transmit a unit probing signal x to the other. The received
signal at A2 at time t is

y2(t) = h1,2(t)x(t) + n2(t). (6)

Similarly, the received signal at A1 at time t′ is

y1(t′) = h2,1(t′)x(t′) + n1(t′), (7)



where h1,2(t) and h2,1(t′) are the channels between A1

and A2, respectively, n1(t) and n2(t′) are AWGN. If
(t′ − t) < Tch, then due to channel reciprocity, h1,2 ≈
h2,1. Variables Y1 = {y1(1), y1(2), . . . , y1(m)} and Y2 =
{y2(1), y2(2), . . . , y2(m)}, measured by A1 and A2 for a
period of time, are highly correlated in statistics, thus can be
used as the shared randomness for key generation.

However, the traditional scheme cannot be applied to AmBC
systems for BDs, since BDs cannot directly estimate the
inward channel information between them. That is, they cannot
generate determined RF signals as probing pilots, only relying
on the ambient RF signals, which is uncontrollable, even
unknown for BDs. In AmBC systems, BDs receive either the
downlink signal from the RF source while no backscattering,
or the superposed signals, which is the superposition of the
downlink signal and the backscattered signal from the other
BD. The downlink signals at two BDs are uncorrelated due to
passing through different downlink channels. For superposed
signals at BDs, they are even more uncorrelated because
of the superposition of uncorrelated downlink signals and
backscattered signals. Thus, the measurement of such received
signals cannot be used as shared common randomness. But the
superposed signal includes the information of three channels,
including the downlink channels h1 and h2, and the inward
channel h1,2 (or h1,2), which are common and identical for
two paired BDs. Therefore, we can exploit the superposed
signal to construct shared randomness for key generation.

B. Basic Idea of the Proposed Scheme

In this subsection, we briefly introduce our physical layer
key generation scheme based on the superposed signal. As
shown in Fig. 1, the system consists of an RF source, two BDs
A1 and A2, which communicate in a time-division manner.
Our proposed scheme proceeds as follows:

Step 1: In the time slot t, the RF source transmits the
constant signal s(t) and A2 operates in the backscattering
mode. A1 operates in the listening mode and receives signals,
including the signal backscattered from A2 and the signal
directly from the RF source, as

y1(t) = αh2,1(t)h2(t)s(t) + h1(t)s(t) + w1(t), (8)

where w1(t) is the AWGN.
Step 2: Similarly, in the time slot t′, A2 operates in the

listening mode when A1 is backscattering. The superposed
signal at A2 are

y2(t′) = αh1,2(t′)h1(t′)s(t′) + h2(t′)s(t′) + w2(t′), (9)

where w2(t′) is the AWGN.
After the above two steps, for easy understanding of our

basic idea, let’s assume there is no noise and BDs (A1 and A2)
is able to estimate the corresponding channels with knowing
the signal s(t). Then the superposed channels at A1 and A2

are estimated respectively as

Y1 = αh2,1h2 + h1, (10)
Y2 = αh1,2h1 + h2. (11)

Step 3: Let’s assume that A1 is able to separate its downlink
channel h1 and the backscatter channel h2,1h2 from the
superposed channel Y1, and A2 can do the same to separate
h2 and h1,2h1 from Y2. Then A1 and A2 can construct a

triangle channel by multiplying the downlink channel and the
backscatter channel as follows, respectively,

v1 = h1h2,1h2, (12)
v2 = h2h1,2h1. (13)

As illustrated in Fig. 1, A1, A2 and the RF source form
a triangle with three sides h1, h2 and h1,2 (or h2,1). We
define the product of three sides of the triangle as the tri-
angle channel, which is theoretically identical if the channel
reciprocity (h2,1 = h1,2) holds. In this way, each of A1 and
A2 can obtain a sequence of the triangle channel information
(V1 = {v1(1), ..., v1(m)} and V2 = {v2(1), ..., v2(m)}) as
common randomness for shared secret key generation.

C. Secret Key Rate
In our eavesdropping model, Eve can intercept signals from

A1, A2 and the RF source and estimate the channels as

Ce = he, (14a)
Y1,e = αh1,eh1 + he, (14b)
Y2,e = αh2,eh2 + he. (14c)

Then, Eve can follow two eavesdropping models to intercept
the secret key information as follows by assuming Eve is close
to A1 (the same for closing to A2),

v1e = heh2,eh2, (15a)
v2e = h1,eh1h2,eh2. (15b)

Thus, with channel estimation sequences V1, V2 at A1, A2

and V 1
e = {v1e(1), ..., v1e(m)}, V 2

e = {v2e(1), ..., v2e(m)} at
Eve, the achievable secret key rate of the key generation source
model is given by

CSK = min{I(V1;V2|V 1
e ), I(V1;V2|V 2

e )} (16)

If Eve is located at a sufficient distance d (> λ/2) from A1

and A2, he,1 and he,2 are uncorrelated with h1,2, and he is
uncorrelated with h1 and h2. In this case, both the sequences
V 1
e and V 2

e at Eve are independent with V2 or V1. Thus, Eve
is unable to intercept any information of the shared secret
information V1 or V2. If Eve is much close to A1, Eve could
intercept some information of the triangle channel, which can
be modeled with a cross correlation coefficient between he
and h1, as well between h2,e and h2,1 [30]. The effect of
two overhead methods will be analyzed with the correlation
coefficient in the simulation section.

D. Challenges
In some cases, training symbols i.e., preamble or pilot,

utilized in some wireless systems for synchronization and
channel estimation, could be exploited by BDs to directly
estimate the superposed channel. However, because of the
single omni-directional antenna of BDs, it is extremely chal-
lenging for BDs to differentiate the downlink signal and the
backscattered signal. This limitation renders BDs impossible
to separate the downlink channel and the backscatter channel
from the superposed channel without increasing immense
hardware and software complexity, even if BDs are able to
conduct channel estimation. Besides, channel estimation with
complex computation is unsuitable for resource-constrained
BDs, since it consumes much computational resources and



Fig. 2. OFDM signals at different stages (K = 1), one OFDM symbol for
B = 1 and another for B = 0.

energy. Therefore, in order to apply the proposed scheme in
practice, in the next section, we will present how to construct
and obtain the triangle channel information directly from the
received RF signals, instead of conducting channel estimation.
It can realize low computational complexity for resource-
limited BDs by jointly designing the backscatter waveform
and the receiver of BDs.

V. TRANSCEIVER DESIGN OVER OFDM CARRIER

The orthogonal frequency division multiplexing (OFDM)
transmission scheme is widely used in current wireless sys-
tems, such as Digital Audio Broadcasting (DAB), LTE and
Wireless Local Area Networks (LANs) [31]. In OFDM signals,
a cyclic prefix (CP) is used to extend an OFDM symbol by
copying last samples of the OFDM symbol into its beginning,
so as to avoid interblock interference (ISI) caused by the multi-
path delay spread of wireless channels [31]. By exploiting this
repeated CP pattern, we propose a joint transceiver design, in-
cluding the BD backscatter waveform and the receiver, which
enable BDs to extract the downlink signal and backscatter
signal from the superposed signal with low complexity. This
design is similar to the direct-link interference cancellation
mechanism [3], which mainly focuses on the backscatter
transmission in AmBC systems. But we aim to extract the
downlink signal and backscatter signal from the superposed
signal and then construct the triangle channel information.
Finally, we discuss the feasibility of the transceiver design
with other repeated patterns in OFDM symbols, as well as the
synchronization problem.

As presented in Section III.A, we assume an OFDM modu-
lated signal is the baseband signal s(t). We consider a multi-
path delay spreads in the downlink channel hi(t) and the
inward channel hi,j(t), denoted as τhi and τhi,j , respectively.
Let fs be the sampling rate of the OFDM signal. The all
discrete-time channel spreads are denoted as Lhi = bτhifsc,
Lhj =

⌊
τhjfs

⌋
and Lhi,j =

⌊
τhi,jfs

⌋
, respectively. Denote the

total discrete-time length of the backscatter channel spread as
Lbj = Lhi + Lhi,j and the maximum channel spread at Aj
as Lj = max {Lhj , Lbj}. Let N be the number of subcarriers
of the OFDM signal s(t) and CP length Ncp be much longer
than the maximum channel spread in the AmBC system.

A. BDs Backscatter Waveform Design
In the listening mode, BDs receive ambient OFDM signals

and split them for information receiving and energy harvest-
ing. In the backscattering mode, they backscatter the OFDM
signal to transmit information. When BDs are backscattering,
specifically, we can design the duration of each BD symbol to
be equal to K(K ≥ 1) OFDM symbol periods, each of which
consists of Nt = N + Ncp total sampling periods. As shown
in Fig. 2, the BD A1 uses the waveform b[n] in (17) to convey
information bit B = 1 in a BD symbol, for k = 0, ...,K − 1.

b[n] =

{
1, for n = kNt, . . . ,

2k+1
2 Nt − 1,

−1, for n = 2k+1
2 Nt, . . . , (k + 1)Nt − 1.

(17)

Similarly, the following b[n] conveys information bit B = 0,

b[n] = −1, for n = kNt, . . . , (k + 1)Nt − 1. (18)

Thus, to transmit a ‘1’ bit, the BDs will alternate its antenna
impedance between two states, one state causes a phase shift of
π and another with no phase shift, and the state transition is in
the middle of each OFDM symbol period. While transmitting
a ‘0’ bit, the BD keeps its antenna impedance constant with no
phase shift. The waveform design aims to enable the receiver
BDs to separate the backscatter signal and downlink signal
from the received superposed signals, as presented in the next
subsection. Also, it can be easily implemented at BDs, since
it is similar to the FM0 waveform widely used in commercial
radio frequency identification (RFID) tags [3].

B. Receiver Design
In this part, we further present the receiver design to obtain

the triangle channel information. For convenience, we choose
K = 1, without loss of generality. As characterized in Eq.
(5), for example, at BD A2, the downlink signal yd2 [n] and
the backscatter signal yb2[n] pass different multi-path channels
h2 and h1,2h1, respectively. However, both yd2 [n] and yb2[n]
have repeated CP in an OFDM symbol as in Fig. (2). With
the effect of multi-path channel, the superposed signal y2[n]
consists of the signal component only from one OFDM symbol
when L − 1 ≤ N ≤ N + Ncp − 1. Otherwise, it consists
of signals from different OFDM symbols [32]. Our proposed
scheme uses only the repeated CP part to construct the triangle
channel information.

To be specific, due to the repeated CP and the multi-path
effect, two CP parts of each OFDM symbol at A2 in the
downlink signal yd2 [n], are identical, i.e.,

yd2 [n] = yd2 [n+N ], n = Lh2 − 1, . . . , Ncp − 1. (19)

Similarly, the feature of the repeated CP holds at A1, i.e.,

yd1 [n] = yd1 [n+N ], n = Lh1
− 1, . . . , Ncp − 1. (20)

Based on (17) and (20), when A1 transmits bit B = 1, it
modulates yd1 [n] with b[n]. Thus, the received signal yb2[n] at
A2 has the following repeated structure,

yb2[n] = −yb2[n+N ], n = Lb − 1, . . . , Ncp − 1. (21)

By utilizing the repeated CP of yd2 [n] and yb2[n], as well as
the superposed signal y2 = yb2[n] + yd2 [n], for L − 1 ≤ n ≤
Ncp − 1, we obtain the information in A2 as follows,

zb2[n] = y2[n]− y2[n+N ] = 2yb2[n]
= 2α

√
ph1,2[n]h1[n]s[n].

(22)



zd2 [n] = y2[n] + y2[n+N ] = 2yd2 [n]
= 2
√
ph2[n]s[n].

(23)

Thus, zb2[n] only contains the backscatter channel information
h1,2[n]h1[n], and zd2 [n] contains the downlink channel infor-
mation h2[n].

After all processes, A2 can construct the triangle channel
information by multiplying zd2 [n] and zb2[n] as

z2[n] = zb2[n]zd2 [n] = 4αph2[n]h1,2[n]h1[n]s2[n] + w2[n],
(24)

where w2[n] denotes all noises for simplicity. Clearly, the
downlink channel and the backscatter channel related to A2

in the formula keep constant for J = Ncp − L+ 1 (less than
the coherence time), which stands for the repeated length in
one OFDM symbol of the superposed signals y2[n]. For large
Ncp, A2 averages the constructed information of J samples,

v2 =
1

J

Ncp−1∑
n=L−1

|4αph2[n]h1,2[n]h1[n]s2[n] + w2[n]|

= 4p|αh2h1,2h1|+ |w2|, (25)

where 1
J

∑Nc−1
n=L−1 |s2[n]| = 1 because of the unit power of

the baseband OFDM signal s[n]. Thus, the BD A2 is able to
separate the downlink signal and the backscatter signal from
the superposed signal with the single antenna only, while not
incurring extra hardware complexity. Then, it can obtain the
triangle channel information with two extracted signals
without conducting channel estimation.

Similarly, if A2 is backscattering, A1 can also obtain the
same triangle channel information as follows,

v1 = 4p|αh1h2,1h2|+ |w1|. (26)

Because of the channel reciprocity within Tch, i.e., h1,2 =
h2,1, the identical triangle channel information (v1 = v2) can
be used as a shared random source. Therefore, each of A1 and
A2 can get a sequence of the triangle channel information by
exchanging multiple rounds for shared secret key generation.

For the average power of the repeated CP samples, most
existing works assume that the baseband OFDM signal s[n]
is transmitted with unit power [3], [4] and its power keeps
constant even in different OFDM symbols. Nevertheless, be-
cause of the incomplete randomization of data bits for OFDM
modulation, the total power is not uniformly distributed at
all samples of an OFDM symbol. The imperfect condition
will affect the average power of s[n] in the repeated CP part,
especially with few samples, thus degrading the correlation of
sequences at A1 and A2. But by increasing the length of the
repeated CP part, including enlarging the length of the OFDM
symbols and the BD symbol duration, we can improve the
correlation of sequences at each BD.

C. Discussion

1) Other Repeated Patterns in Ambient Signals. For some
OFDM modulations, zero-padding (ZP), one-padding (OP) or
1-0 bit sequence is selected as a guard interval in OFDM
symbols to avoid ISI. Our proposed scheme still works by
only setting the duration of one BD symbol to the length of
two OFDM symbols. That is, the same guard interval in each
OFDM symbol will repeat in two successive OFDM symbols.
And the state transition of the BD symbol is set in the middle

of the duration of two OFDM symbols, instead of the middle
of one OFDM symbol. Moreover, the stable and fixed average
power of ZP, OP, preamble or pilot will alleviate the effect of
the varied average power of CP symbols. Similarly, our design
can achieve key generation between two BDs even without
OFDM-based RF signals, because other available repeated
patterns, such as PHY preamble in RFID systems, [33] can
be exploited to construct the triangle channel information by
setting the duration of a BD symbol to the length of two data
frames.

2) Synchronization. Since BDs know the synchronization
preamble in ambient OFDM signals, they can estimate the
start of an OFDM symbol and then calculate the middle of an
OFDM symbol, by using the cross-correlation based method
or other algorithms in [34]. For the case in which the BD does
not know the synchronization preamble, it can still estimate
the start of an OFDM symbol with repeated CP structures [3].
Moreover, our design does not strictly require BDs to switch
in the middle of each OFDM symbol, as long as BDs are able
to construct a reversed and repeated structure as in (21). For
example, BDs can alternate their state at any positions within
the range of [Ncp − 1, N + Lh1

− 1], while not affecting the
repeated CP structure.

VI. OPTIMIZATION OF KEY GENERATION AND ENERGY
HARVESTING

In the AmBC system, BDs are passive or semi-passive de-
vices that need to continuously harvest enough energy from RF
signals for circuit operations. With various RF signal strengths
in different positions, the requirement and potential ability
of key generation and energy harvest are quite different. For
example, some BDs may require a strong secret key for high
security, while others may be hungry for harvesting energy
when almost running out of batteries. Thus, the ratio of power
splitting should be adjusted to balance the energy harvest and
information reception, which affects the key generation rate,
according to system requirements.

At each BD, the received superposed signals are split into
two signal streams. We assume a ratio ρi (0 < ρi < 1)
of power for information reception to estimate the triangle
channel information and the remaining (1 − ρi) for energy
harvesting. The BDs also harvest remaining signal power
when they are backscattering [5], but we do not consider this
harvested energy because it is constant.

For BDs, the part of signal
√
ρiyi[n] is used to obtain the

triangle channel information and the other part
√

1− ρiyi[n]
for scavenging energy. Based on eqs. (26) and (25), the esti-
mations of the triangle channel at A1 and A2 are respectively,

v1 = 4pρ1|αh1h2,1h2|+ |w1|, (27)
v2 = 4pρ2|αh2h1,2h1|+ |w2|. (28)

Even though 4pρi|αhjhj,ihi| in two formulas with the vari-
ances, σ2

i = ρ2iP (P = |4pαhihj,ihj |2), are not Gaussian
random variables, the upper bound of the mutual information
of two sequences can be expressed as [12], [35],

I(V1;V2) =
1

2
log(1 +

ρ21ρ
2
2P

ρ22N1 + ρ21N2 + N1N2

P

), (29)



where N1 and N2 are the variances of the noise |w1| and
|w2|, respectively. According to (29), the mutual information
is determined by the power of signals p and the ratio ρi.

In the AmBC system, the direct signal is typically much
stronger than the backscattered signal and the noise, because of
the two-round fading backscatter channel and the backscatter
coefficient. Thus, the harvested energy at the BD Ai can be
described as below

Ei = ζp(1− ρi)(αhj,ihj + hi)
2 +Ni ≈ ζp(1− ρi)h2i , (30)

where ζ is the conversion efficiency of the energy harvesting
process at BDs and i 6= j ∈ {1, 2}.

With the formulas (29) and (30), the key generation rate
and the harvested energy can be balanced by changing the ratio
ρ = [ρ1, ρ2]. To analyze this problem and achieve optimum of
power efficiency, we formulate a convex optimization problem
as below,

max
ρ

I(V1;V2)

s.t. Ei ≥ Ēi, i = 1, 2

0 ≤ ρi ≤ 1, i = 1, 2

(31)

where Ēi is the threshold of the harvested energy to satisfy
the energy requirement of BDs. Thus, the BDs can jointly
maximize the key generation rate while satisfying their energy
requirements. For example, if a BD has a higher energy
requirement, it needs to increase the energy harvest constraint
which could degenerate the rate of key generation. On the
contrary, with more energy in their capacitor, BDs can split
more RF signals to improve the key agreement rate.

VII. PERFORMANCE EVALUATION

In this section, we carry out Monte Carlo simulations to ana-
lyze the effects of all parameters, including the performance of
key generation with different settings, secret key rate with the
eavesdropping model and the tradeoff between key generation
and energy harvesting. The numerical results offer insights to
design a secure key generation scheme in practical AmBC
systems.

A. Parameter Setup and Metrics

Each channel tap is modeled by an independent complex
Gaussian random variable (Rayleigh fading) with its average
power that follows an exponentially decaying power delay
profile and its path-loss exponent is set as λ = 3 [36]. We
set distances ds1 = 8, ds2 = 7 between the RF source and
BD A1, A2, and d1,2 = 3 between two BDs, respectively.
Correspondingly, we set α = 0.3+0.4i and τhs1 = 8, τhs2 = 7
and τh12

= 3, which implies L = 10. As mentioned in
Section IV, A1 and A2 obtain m rounds of the triangle channel
information. Next, the estimated sequences are mapped to
binary bits with a level crossing algorithm in [11]. Once we
have the secret bits, we quantify them by using the following
metrics:

1) Mutual Information (MI): measures the mutual depen-
dence between two random variables to verify the feasibility
of the constructed triangle channels as shared randomness. A
larger MI value indicates a higher key generation rate..

2) Bit Disagreement Ratio (BDR): gives the ratio of the
unmatching bit number to the bit sequence length at the two

parties. This BDR, characterizing the robustness of the key
generation scheme, should be small.

3) Leaked Information: measures the mutual information
among A1’s estimated sequence, A2’s estimated sequence and
Eve’s overheard sequence. It represents the information that
could be eavesdropped by Eve.

B. Simulation Results
In the first case, we use all RF signals for key generation

(ρ = 1) and keep all distances fixed. And we decrease the
noise power to increase the signal-to-noise ratio (SNR) with
a fixed transmission power of ambient signals (p = 1).

We first discuss the performance of key generation with a
quasi-static indoor channel. Fig. 3(a) plots the MI of the bit
sequences versus the SNR for different parameters, including
the length of the OFDM frame and the CP part, and the
BD symbol duration K. We observe that under all parameter
settings, the MI increases with the growth of SNR by reducing
the noise power. And by increasing the length of the OFDM
symbol and CP part (Ncp = 1

4N ), the bit sequences become
more statistically correlated as their MI rises. With another
way to make the repeated CP part longer by increasing
K, the MI of bit sequences also significantly grows. These
indicate MI will improve as the length of the repeated CP
part increases, i.e., extending OFDM symbol N or BD symbol
duration K. Furthermore, while we decrease the maximum
spread by reducing the multi-path channel spread of each chan-
nel (by setting τhs1 = 4, τhs2 = 3, τh12 = 2 while implying
L = 5), MI will be improved significantly in the cases with
the short length of the CP part, i.e., N = 64, Ncp = 16. This
is because more samples of the CP part can be exploited for
obtaining the triangle channel information, which reduces the
effect of noise and varied power of CP samples. For example,
only 6 samples of the CP part (Ncp = 16) with L = 10
are available, but 11 samples with L = 5. But with the
longer length of the CP part, the multi-path channel spread
has a negligible impact on MI, even slightly weakening the
MI performance with large noise (low SNR).

With the same various OFDM parameters above, BDR of
bit sequences is illustrated in Fig. 4(a). Likely, BDR declines
with the growth of the SNR or by increasing the length of the
repeated CP part. And the bit sequences at BDs have a quite
low disagreement for all parameters, especially with small
noise. Therefore, based on the results of MI and BDR, the
proposed scheme is entirely feasible with the BD waveform
and the receiver design by using the repeated CP part of
OFDM signals.

For other repeated patterns of OFMD signals, such as ZP,
OP and 1-0 bit sequence, Fig. 3(b) and Fig. 4(b) show their
performance of MI and BDR, respectively. The ZP, with the
worst performance, could not be suitable for key generation,
since the ZP part with zero power makes BD receive noise
signal only in the CP part. But MI performance of OP and bit
1-0 sequence is superior to that of the repeated CP part. This
is because the constant signal power of OP or bit 1-0 sequence
reduces the disagreement of the sequence of triangle channel
estimation at each BD, compared with the varied power of
OFDM symbols in the CP part.

In this part, we analyze the performance of key generation
with an outdoor channel modeled by a Jakes model [36]. The
correlation of the downlink channel and the reciprocity of the
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Fig. 3. (a)(b) MI versus SNR with a quasi-static indoor channel, (c) MI versus time delay with an outdoor channel (N = 256, L = 1, L = 10).
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Fig. 4. (a)(b) BDR versus SNR with a quasi-static indoor channel, (c) MI versus time delay with an outdoor channel (N = 256, L = 1, L = 10).

inward channel will decay with increasing time delay of two
measurements at BDs. As shown in Fig. 3(c) and Fig. 4(c), MI
of bit sequences between BDs decreases with the growth of
the measurement delay, which makes channels less correlated.
Besides, MI will change versus Doppler spread fd, which
determines the time-domain correlation in the channel gain.
For example, when the time delay is 0.01s, MI in slow fading
channel (fd = 10MHz) can still get a large positive value,
but zero in fast fading channel (fd = 100MHz) because of
the coherence time limitation. Furthermore, MI in the triangle
channel model is slightly worse than that in the conventional
scheme by using the inward channel only, especially with large
noise. That is, the triangle channel model (hihj,ihj), including
two additional downlink channels, will introduce more noise
than one inward channel model.

Then, we analyze the security of the key generation with the
metric SKR under an eavesdropping attacker, which can select
two eavesdropping models defined in Eq. (27). Similarly, we
compare the SKR performance of the triangle channel with
the conventional scheme by using the inward channel. We
assume Eve is close to BD A1. If Eve locates more than
half a wavelength distance from A1, the correlation between
legitimate channels (h1, h2,1) and the eavesdropping channels
(he, h2,e) is set as cor = 0, which indicates the wireless
channels uncorrelated. If Eve is much closer to A1, it will
partly obtain a part of legitimate channel information by

assuming the correlation cor = 0.6.

Fig. 5 shows SKR increases with the growth of SNR. And
the SKR of our scheme under both eavesdropping models
(V |ve1 and V |ve2) outperforms the traditional scheme. This
is because the triangle channel brings more randomness with
more channels, which makes Eve eavesdropping more difficult.
Fig. 6 illustrates the advantage from another perspective that
the leaked information intercepted by Eve in the inward
channel model exceeds that in the triangle channel model.
Besides, with cor = 0, the eavesdropping capability of Eve
with the second eavesdropping model is superior to that
with the first model as shown in Fig. 6, making SKR under
the second model less than the first model. This is because
eavesdropping channels h1,e and h2,e with short distance
bring less randomness compared with h2,e and he, which
makes h1,eh1h2,eh2 selected by Eve, more correlated with the
triangle channel h1h2,1h2 than heh2,eh2. Since channels h2,e
and he become more correlated with h2,1 and h1 with the high
correlation cor = 0.6, Eve with the first overheard model will
have a better eavesdropping capability than the second model.
This is because it still has an independent channel h1,e in
h1,eh1h2,eh2 which introduce more randomness. But, when
reducing the eavesdropping distance, the eavesdropper is more
likely to be physically detected by A1.

As shown in Fig. 7, we analyze the effect of the distance
among BDs and RF source on MI, SKR and leaked informa-
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Fig. 8. MI - energy harvesting constraint region.

tion. MI and SKR both reduce with the growth of distances,
either between the RF source and BDs (d1, d2) or between two
BDs (d12). The leaked information keeps constant because
it only relies on the channel correlation determined by the
distance between Eve and BDs. For example, as the distance
(d1,2) between BDs increases, both MI and SKR decline, due
to the reduction of the received signal power. But its effect
will diminish with the growth of SNR by reducing the noise
power.

Fig. 8 shows the achievable MI-ETH region by solving Eq.
(31), which is subject to a tradeoff between MI and energy
harvest. Maximizing ETH , which requires to split more signal
power for energy harvest, would result in a decline of MI and
SKR. Besides, the tradeoff region can be improved by allowing
two paired BDs to adjust their own ratio, instead of keeping
the same ratio for them. Another observation is that increasing
the transmitted power will enlarge the tradeoff region while
increasing noise power will lessen it by only decreasing the
MI. With the same weight coefficient for key generation and
energy harvest, the rectangle area (K1,K2,K3) represents the
efficiency of received RF signals. As shown in Fig. 8, the area
of K2 is evidently larger than K1 and K3. Thus, an optimal
power splitting ratio can be obtained to achieve maximum
efficiency of received RF signals.

VIII. CONCLUSION AND FUTURE WORK

In this paper, we proposed a novel scheme of physical secret
key generation for legitimate BDs over ambient RF signals. By
exploiting the repeated (e.g., cyclic prefix in OFDM signals)
parts in the ambient signals, we presented a joint design of BD
backscatter waveform and receiver to enable BDs to extract the
downlink signal and the backscatter signal from the superposed

signal with low complexity. By multiplying the downlink
signal and the backscatter signal, BDs can obtain the triangle
channel information as shared secret randomness for secret
key generation. The tradeoff between secret key generation
and energy harvest was also discussed as a joint optimization
problem. Finally, the performance of the proposed scheme
was evaluated under various signal settings through numerical
simulations. The results show that the proposed scheme has
great potential to provide a lightweight key sharing solution
for securing backscatter communication in low-power AmBC
Networks. The proposed scheme can also be implemented
by utilizing other repeated patterns embedded in RF signals,
such as the time-domain (TD) pilot in OFDM and the PHY
preamble in RF signals. In the future, as the dense deployment
of BDs in AmBC, lightweight group key generation among
multiple BDs deserve further investigation. Besides, physical
layer security techniques, such as artificial noise injection and
waveform design for securing backscatter communications and
improving energy harvesting, and fingerprinting for identity
authentication, are other research directions worth studying.
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