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Abstract Internet of Things (IoT) technology and Un-

manned Aerial Vehicles (UAV) cluster combat technol-

ogy are likely to be the key technologies deployed on

the future battlefield. Present research indicates that

the IoT selects the optimal strategy according to the at-

tacker’s strategy to maintain the IoT connection. There-
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after, an IoT technology and UAV cluster technology

battlefield confrontation system model is established.

This system model is then transformed into a dynamic

game model of the attacker and the defender, mainly

considering the impact of clustered drone attacks on

military IoT connectivity and the impact of military

IoT technology attacks on drone combat strategies and

command centres. To improve the game model and its

payment function, we considered factors such as the

relative weight of the IoT disconnected sensor nodes,

the cost of deploying new nodes, the loss of the hive,

and the number of destroyed drones. Theoretical anal-

ysis and simulation results show that the impact of the

UAV cluster attack on the IoT connectivity is reduced,

and the number of disconnected sensors of the attacker

is lower than the number before the optimization.

Keywords IoT · UAV · drones · dynamic game ·
cluster UAV honeycomb

1 Introduction

The widespread adoption of Internet of Things (IoT)

technologies has been changing the way organizations

connect, communicate and organize operations and busi-

nesses (Suri et al., 2016; Tortonesi et al., 2016; Bebortta

et al., 2020; Ray, 2015; Kumar et al., 2019; Qian et al.,

2020; Gochhayat et al., 2019). Defined as the physical

objects that communicate with each other through in-

ternet connectivity, IoT technologies have the potential

to significantly impact many aspects of military opera-

tions, such as military management, logistical support,

battlefield perception, command, control and training

(Suri et al., 2016; Tortonesi et al., 2016; Ray, 2015).

IoT can significantly improve the informatization level

of the battlefield and make the battlefield’s situational
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awareness more transparent in real-time. This enables

an increasingly sensitive and efficient command and

control structure; more remote and accurate weapon

systems and equipment strike capability while increas-

ing the intensity and dexterity of logistical support ca-

pabilities.

IoT connects the logistics support system, recon-

naissance communication system, and military equip-

ment to a network, such that each combat unit is in a

state of digitization and informatization.

By deploying IoT technology, a battlefield comman-

der can automatically obtain information such as the

number of personnel on the battlefield, the number of

weapons and equipment, and real-time combat effec-

tiveness analysis through sensors to improve informa-

tion acquisition speed. Based on real-time battlefield

information, a commander benefitting from IoT tech-

nology can render decisions with an intelligent assistant

decision-making system that can regulate the troops’

combat actions more accurately. This enables the effec-

tive, quick, sensitive and efficient operation command

and control necessary to battlefield success that has

been so elusive to commanders throughout the history

of warfare.Game theory is the optimal decision-making

of independent and competing actors in a strategic set-

ting. The solution of the game can be considered by

a battlefield commander as an important respect when

the commander make decision. A commander will get

benefit from IoT Technology and Game theory.

With the development of drone autonomy and net-

worked communication technology, drones are playing

an increasingly important role on and above the mil-
itary battlefield. Although drones alone are limited in

completing complex combat missions, multiple drones

can be informationally connected to cooperate during a

combative mission. Unmanned Aerial Vehicles (UAVs)

share information through communication to expand

the environmental situation’s perception and effectively

improve overall operational effectiveness for its related

forces on the modern battlefield. UAVs not only can

operate as flying mobile terminals within a cellular net-

work, but they are also capable aerial base stations de-

ployed to enhance coverage, capacity, reliability, and

energy efficiency of wireless networks (Mozaffari et al.

(2019)). UAV cluster operations typically combine ani-

mal clustering behaviour with small UAV systems (Liu

& Dong (2017)), having the important advantages of

numerosity and flexibility, allowing a distributed attack

with little damage to friendly operations and at a low

cost. Thus, this sort of UAV cluster combat technology

is a new type of operational threat that continues to

morph modern battlefield rules.

The rise and development of IoT technology and

UAV cluster combat technology has promoted the trans-

formation of the military battlefield. On (and above)

the future battlefield, IoT and UAV cluster technolo-

gies should prove to be the key factors determining the

victorious parties thereupon engaged such that a direct

confrontation between the two emerging technologies is

inevitable.

When the UAV cluster is in operation, the command

center issues operational commands to the UAV located

in the battlefield situation. Therefore, defending the

command center is also a key task of the UAV cluster

operation. In the military IoT, the battlefield situation

information is obtained through sensors. The transmis-

sion of information depends on the wireless network

available to the various sensors. If the wireless network

is degraded, disconnected or destroyed, the information

transmission will be delayed or non-existent, rendering

a commander’s battlefield situation information that is

incomplete, thus increasing the probability of erroneous

command decisions. Therefore, connectivity is critical

to the successful operation of the military use of IoT

and UAV.

The available literature in the field mainly consid-

ers how to restore the connectivity of the wireless sensor

network when a single node is attacked (Ma & Yu, 2016;

Liu & Dong, 2017; Ma, 2017). When an enemy assumes

a UAV cluster operation, the nodes may be subject to

large-scale attacks, resulting in damage to a large num-

ber of sensors. The sensor network will not be able to

accurately obtain timely battlefield information, ren-

dering it difficult for the commander to conduct com-

mand operations. Therefore, it is necessary to introduce

new algorithms, consider the enemy’s real-time status

and strategy and friendly battle participants, and solve

the connectivity problem when a large number of IoT

nodes are simultaneously, or in very quick succession,

attacked.

1.1 Contribution

The main contributions of this paper are summarized

as follows:

• A battlefield confrontation system model between

IoT technology and UAV cluster combat technology

was established.

• We formulated the battlefield confrontation system

model as a dynamic game between the attacker and

the defender.

• In the actual battlefield environment, not only the

current state, but also the strategy adopted at this

stage will affect the state at the termination of the
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next phase. Therefore, the dynamic game model was

optimized, the number of disconnected sensors of

the attacker was reduced by 38 % compared to the

number of disconnected sensors before the optimiza-

tion.

1.2 Organization

This paper is organized as follows: Section 1 introduces

the military IoT and the UAV cluster technology. Sec-

tion 2 presents the main works of the literature that are

related to the proposed research work. Section 3 estab-

lishes the system model of the battlefield confrontation

between the IoT technology and UAV technology. Sec-

tion 4 formulates the battlefield confrontation system

model as a dynamic game model. Section 5 optimizes

the dynamic game by considering the impact of the cur-

rent strategy on the future state. Section 6 shows the

simulation results and analysis. Finally, conclusions are

drawn in Section 7.

2 Related work

When a wireless sensor network is partitioned, the con-

nectivity of the wireless sensor network is restored by

reestablishing connectivity between partitions (Qin et al.,

2017; Ma, 2017).Ma & Yu (2016) mentioned a wireless

sensor network connectivity recovery strategy consider-

ing obstacles that uses the mobility of nodes to form a

temporary connected link between network partitions.

First, the strategy builds the minimum spanning tree

between partitions. When the edge of the minimum

spanning tree crosses the barrier polygon, the shorter

edge chain is selected as the edge of the smallest span-

ning tree.

An iterative algorithm has been used to determine

the placement of the relay node at each side of the mini-

mum spanning tree.Then, the connectivity between dif-

ferent partitions is recovered. Qin et al. (2017) men-

tioned constructing a backbone polygon in the central

area of the sensor network, with the disconnected par-

tition connected to the polygon by two mutually dis-

jointed paths, achieving dual connectivity between the

disconnected partitions. Ma (2017) mentioned a net-

work partition connectivity recovery method in which

active recovery and passive recovery are combined. At

initial sensor network deployment, the key nodes in the

network are determined, and a standby node is deter-

mined for each key node. The standby node monitors

the state of the key node and triggers the recovery pro-

cess when the key node fails.

To improve the connectivity and energy efficiency

of the network, Xu et al. (2016) provided a scalable

and energy-efficient solution using cluster head (CH)

rotation and cluster range assignment algorithms, along

with a joint clustering and routing protocol for reliable

and efficient data collection in large-scale wireless sen-

sor networks (WSNs). However, the multi-hop routing

in clustering and routing may lead to unbalanced CH

selection. To address these issues, Lagkas et al. (2018)

provide a holistic IoT architecturethat enhances secu-

rity, privacy and management of UAVs in a collabo-

rative networked environment. In Yang et al. (2020),

the authors formulate an optimization problem that at-

tempts to minimize the weighted sum cost including the

tracking delay and energy consumption introduced by

communication and computing of the UAVs, while tak-

ing into account the quality of data input to the deep

learning model and the inference errors.

Game theory can also be applied to protect an IoT

network from various attacks (Mohamed et al., 2016;

Abdalzaher et al., 2017; Abdalzaher et al., 2017, 2019;

Abdalzaher & Muta, 2020; Abuzainab & Saad, 2018).

In Abdalzaher & Muta (2020), the authors present a re-

peated game model to enhance clustered WSNs-based

IoT security and data trustworthiness against the selec-

tive forwarding attack. To protect WSNs from the at-

tack caused by an external attacker or an internal node

acting selfishly or maliciously, Mohamed et al. (2016)

survey the different game-theoretic defense strategies

for WSNs, and they identify the significant role of evo-

lutionary games for WSNs security against intelligent

attacks.

To face a denial-of-service attack in which the at-

tacker is able to drop or partially drop “infections” from

a cluster member to the CH, and to protect clustered-

WSNs from ON-OFF attack where the attacker is ca-

pable of frequently infecting cluster members, Abdalza-

her et al. (2019) propose a trust model based on non-

zero-sum game approach for clustered-WSNs security

to maximize the data trustworthiness of information

transmission. To protect a Power Grid Network (a kind

of WSN) from the attack that frequently manipulates

sets of the deployed nodes in the Power Grid Network,

Abdalzaher et al. (2017) propose a modified Stackel-

berg game for high assurance of data trustworthiness.

The required number of nodes to be protected is therein

reduced.

To protect a cognitive radio sensor network from the

attack, which aims at corrupting the spectrum decisions

communicated from the ambient sensor nodes to the

fusion center by imposing interference power, Abdalza-

her et al. (2017) propose a game-theoretic approach us-

ing the Stackelberg game. This game approach includes
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two attack-defense scenarios. In the first, the attacker

selects to attack a group of delivered reports of the am-

bient sensor nodes that have a protection degree below

a specific threshold. In the second, the attacker applies

its maximum attack interference power to the delivered

reports of the ambient sensor nodes that have been re-

ported to be least protected in the previous round.

Chen et al. (2014) stated that in order to solve the

connectivity problem caused by malicious attacks on

IoT nodes under complex network structures, a fusion-

based defense mechanism needs to be properly deployed.

This can enable the optimal data fusion method to con-

duct attack inference at the network level. Abuzainab

& Saad (2018) claimed that the feedback Stackelberg

game is applied to solve the problem of internet of battle

things (IoBT) connectivity. When an attacker chooses

to invade an IoT node in an attack zone to disrupt a

network connection, the military IoT defender attempts

to re-establish the IoT connection by deploying a new

IoT node or changing the role of an existing node. By al-

lowing feedback signals containing network status, this

proves to be more accurate to restore the node connec-

tion and reduce the number of sensors lost.

Pre-existing research work (Ma & Yu, 2016; Qin

et al., 2017; Ma, 2017; Xu et al., 2016; Chen et al., 2014;

Abuzainab & Saad, 2018) in this area mainly considers

the impacts on the network connectivity when an IoT

node is attacked. However, in a real battlefield envi-

ronment, the battlefield situation changes rapidly, IoT

nodes may be attacked, and the military IoT will also

cause damages to the enemy. Therefore, the real-time

status and the attack mode of the enemy will necessar-

ily also have great influence on the connectivity of the

sensor network.

As a result, it is necessary to introduce new algo-

rithms, consider the real-time status and strategy of

the enemy and friendly battle participants, and solve

the connectivity problem when a large number of IoT

nodes are simultaneously, or in very quick succession,

attacked. In the next section, we present a battlefield

model inspired by beehives to simulates defensive be-

haviour.

3 System model

In the system model of battlefield confrontation be-

tween IoT technology and UAV technology, the defend-

ers are cluster drones and command centers. The de-

fensive behaviour of the cluster drones simulates a bee-

hive’s defense behaviour where the defender’s hive is

its command center. In nature, when an enemy (like a

bear) steals honey from the bee’s nest, a large number

of worker bees cooperate with each other to drive away

the enemy and defend the hive. Thus, the behaviour

of worker bees in nature is the behaviour of this so-

called hive defense. Because the hive defense behaviour

is highly lethal and effective in both defense and at-

tack, and is conducive to the use of multiple UAVs co-

ordinating their interactions, it is used in UAV cluster

operations.

In the same system model, the attacker uses IoBT

technology. According to Abuzainab & Saad (2018), the

military IoT consists of a variety of devices that carry

different types of sensors for collecting differing cate-

gories or classes of information. The attacker’s area of

operation is divided into H subareas A1, A2, ..., AH .

Within each subarea, the cluster head nodes are se-

lected for collecting different kinds of information. The

CH node sends the information to the sink node (SN)

of the subarea. The SN processes the collected infor-

mation and sends it to the total sink node (GS). The

remaining nodes are ordinary nodes (ON), and each or-

dinary node contains a plurality of different numbers

and types of sensors, see Figure 1.

Fig. 1: System model of battlefield confrontation

between IoT technology and UAV technology.

The initial value of the defensive hive is defined as

V . When the initial value is full, the hive can run its

various functions normally. When the hive is attacked,

a portion of the hive’s function fails. In that case, the

value of the hive to the defender is reduced according

to the attack value encountered. When the hive value is

lower than the depreciation value Vlow, the hive cannot

function normally, and it needs to call the drones back

to protect the hive, so that the hive can call other re-

sources for hive repair. The minimum number of drones

needed to protect the hive is

Pnum = Vnum × (Vlow − V ), (1)
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where Vnum is the number of drones needed to protect

the hive when the unit value is lost.

The total number of the defenders’ drones is Tnum.

During the hive defense process, the drones will de-

fend against multi-stage attacks. We set the number of

drones participating in each confrontation in stage t as

Dm.

In this system model, the purpose of the defender

is to destroy the attacker’s IoT connectivity and to

prevent the normal transmission of its crucial informa-

tion, thus degrading the decision effectiveness of the

attacker’s commander. In order to achieve this goal,

the UAV cluster selects nodes from the attacker’s IoT

nodes to attack with the UAV cluster attacking multi-

ple nodes of the same type in each attack phase. If the

drone cluster chooses to attack an ON node, the prob-

ability of the drone being destroyed is PON ; when the

CH node is attacked, the probability of the drone being

destroyed is PCH ; when the SN node is attacked, the

probability of the drone being destroyed is PSN ; when

the GS node is attacked, the probability of the drone

being destroyed is PGS . If the drone attacks the x node

at phase t, the number of destroyed drones is

desm = Px ×Dn, x ∈ (ON,CH,SN,GS). (2)

When the UAV cluster does not cause much damage

to the attacker, the attacker will have sufficient abil-

ity to attack the defender’s hive. We set the duration

of attacking the hive as tattack. Furthermore, D is the

damage value caused to the hive in unit time resulting

in the loss of value of the hive is

Bdam = tattack ×D. (3)

According to the above description, the strategies

that defenders can select in any one combat phase t are:

1) Attack the ordinary nodes, 2) Attack the CH nodes,

3) Attack the sink node, and 4) Protect the hive.

Strategy 1) damages the end sensor that is used to

collect battlefield information by massive attacks upon

ON, so that the attacking commander cannot accu-

rately perceive the battlefield situation. Strategy 2) and

Strategy 3) hinder the attacker’s military operations by

disrupting the attacker’s IoT connectivity. When the

hive cannot function properly due to an attack, the de-

fender must necessarily adopt Strategy 4) to protect the

hive and call in resources to repair the hive.

Each node (device) of the attacker has a different

role in the military IoT, so each node is also of different

importance. We set a weight w to represent the impor-

tance of each node, and the weight value of node x is

related to the number of sensors included in the node

and the value of the information the node collects. The

ON x contains J types of sensors. Nodes need to collect

I different types of information. The number of sensors

of each type is nj , and the value of information col-

lected by the j-type sensor is vj , so the weight of the

ordinary node ONxh is

wONxh
=

J∑
j=1

njvj . (4)

The weight of the cluster head node CHih is related

to the number of i-type information sensors and the

value of type i information collected in the connected

ordinary nodes. The number of ON connected to the

cluster head node CHih is S. ns is the number of sensors

that collect class i information in all ordinary nodes

ONsh in the Ah. Therefore, the weight of the cluster

head node is

wCHih
= vi ×

S∑
s=1

ns. (5)

The weight of SNh is the sum of the weights of all

cluster head nodes connected to SNh. Therefore, the

weight of SNh is

wSNh
=

I∑
i=1

wCHih
. (6)

Additionally, the weight of the GS is

wGS =

H∑
h=1

wSNh
. (7)

Thus,

wGS > wSNh
> wCHih

> wONxh
. (8)

For an attacker, if a node has a larger weight value,

then the node is considered more important. If the de-

fender wants to destroy a more important node, it will

take more effort (meaning that the number of drones

required grows larger). We set the number of drones

required to attack the GS as Tnum, and the number of

drones required to attack node x as:

neednum,x = GSnum ×
wx

wGS
, x ∈ (ON,CH,SN,GS)

(9)
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In order to resist the defense’s counterattack, the

attacker’s strategy at each time epoch t confrontation

(Abuzainab & Saad, 2018) is: 1) Deploy new ON in the

subarea Ah, 2) Deploy new CHih, 3) Deploy a new SN

in the subarea Ah, 4) Attack the defender’s hive.

When the number of sensors collecting certain types

of information in a specific area is lower than an estab-

lished threshold, strategy 1) is adopted to ensure that

there are enough sensors in each area to collect battle-

field information. When the CH and the SN in a certain

area are destroyed, strategy 2) or strategy 3) will be

adopted to restore the connection of the IoT. Strategy

4) is adopted to attack the defender’s hive damaging it

at the rate of D per second.

Because the action of the attacker and the defender

are co-dependent, the system model will be formulated

as dynamic game, as explained in the next section.

4 Confrontation dynamic game

In the dynamic game of offensive and defensive con-

frontation, the defender weakens the attacker’s combat

capabilities and protects the hive by destroying the at-

tacker’s IoT connection. The attacker restores the IoT

connection by deploying new IoT nodes to resist the

counterattack of the defender.

The IoBT connectivity game is evaluated to main-

tain the connectivity of IoBT and to maximize the work-

ing efficiency of the network when the enemy attacks

only one node, and considers using multiple types of

sensors for information collection (Abuzainab & Saad

(2018)). However, in the battlefield environment, in a

certain stage of the confrontation, the state of the op-

posing sides interacts with each other, and the enemy

usually attacks more than one IoT node. When using

the UAV cluster to attack, the IoT nodes can be de-

stroyed on a larger scale. Abuzainab & Saad (2018)

mentioned that, in the IoBT connectivity game, the

defender uses IoBT considering that the attacker is the

leader and the IoBT is the follower, and the IoBT se-

lects the optimal strategy according to the attacker’s

strategy to maintain the connection of the IoT. How-

ever, the attack and defense confrontation parties can-

not predict the strategy adopted by the other, so the

attacker and the defender need to adopt competing

strategies at the same time without knowledge of the

other parties present selection. Therefore, we establish

the confrontation dynamic game model between the at-

tacker (IoBT) and the defender (honeycomb and UAV

cluster) to solve the connectivity problem when a large

number of IoT nodes are attacked and to ascertain the

impact on the attacker and defender when the battle-

field situation is dynamic and in constant flux.

We consider the confrontation process between the

attacker and the defender as a discrete-time dynamic

game model

G = (P, T,X, (Sa,t, Sd,t)t∈T , (Ua,t, Ud,t)t∈T ), (10)

where P are the players, including the attacker (mil-

itary IoT) and the defender (hive). Additionally, the

stages of confrontation are given by

T = {1, 2, . . . , T}, (11)

where T corresponds to the different stages of con-

frontation. In the confrontation dynamic game between

the attacker and the defender, the attacker and the de-

fender take action at the same time in each confronta-

tion phase, and both the attacker and defender cannot

accurately predict or be certain of their opponent’s ac-

tion. The action at this stage can only be determined

by the outcome of the previous confrontational stage

and the current state of the battlefield. Thus, X is the

state space,

xt = (xa,t, xd,t) ∈ X, (12)

where xa,t is the state of the attacker at stage t, ex-

pressed as

Xa,t = {Da(t), SNa,h(t), 1 ≤ h ≤ H}
{CHa,ih(t), 1 ≤ h ≤ H, 1 ≤ i ≤ I}
{numON,ih(t), 1 ≤ h ≤ H, 1 ≤ i ≤ I}
{numSN,h(t), 1 ≤ h ≤ H}
{numCH,ih(t), 1 ≤ h ≤ H, 1 ≤ j ≤ I} .

(13)

Da(t) is all nodes (devices) of the attacker, SNa,h(t)

indicates the SN node in subarea Ah, CHa,ih(t) indi-

cates the cluster head node that collects type i informa-

tion in subarea Ah, numON,ih(t) is the number of nodes

that collect i-type information in the subarea Ah,

numON,ih(t) ≥ nummin,ih, (14)

where nummin,ih is the lowest number of nodes collect-

ing i-type information in the subarea Ah, and each type

of information has sufficient sensors for data collection

to ensure accurate perception of the battlefield situa-

tion. numCH,ih(t) indicates the number of cluster head

nodes that collect i-type information in subarea Ah,

∀numCH,ih(t) ≥ 1 (15)
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and each type of information has at least one cluster

head node for information collection. When CHa,ih(t)

is attacked , the value of numCH,ih(t) becomes zero,

numSN,h(t) is the number of sink nodes that collect

i-type information in subarea Ah,

∀numSN,h(t) ≥ 1, (16)

and there is at least one SN node in each sub-area.

When SNa,h(t) is attacked, the value of numSN,h(t)

becomes zero, xd,t is the state of the attacker at stage

t, expressed as

xd,t = {Rnum(t), V (t), Dm(t), Pnum(t)} , (17)

where Rnum(t) is the number of remaining drones, V (t)

is the value of the hive, and we set V (t) ≥ Vlow.

Also, Dm(t) indicates the number of drones partic-

ipating in the defense at the t stage and Pnum(t) is the

number of drones that protect the hive. The state of

attacker and defender at the t stage is related to their

initial state at the beginning of the each stage and the

strategy adopted by the attacker and defender in the

previous stage. The state of the attacker and defender

change dynamically according to the strategies of de-

fender and attacker, respectively.

In a confrontation dynamic game, the Sd,t is the set

of all possible strategies of the defender given by

Sd,t =


dhivecomb Vlow ≤ V (t)

{dON,h, 1 ≤ h ≤ H}
∪{dCH,ih, 1 ≤ i ≤ I, 1 ≤ h ≤ H}

∪{dSN,h, 1 ≤ h ≤ H} others

(18)

When the value of the hive is lower than Vlow at

stage t, strategy dhivecomb must be used for hive pro-

tection. The strategy dON,ih is to attack the ordinary

nodes in the subarea Ah. The strategy dCH,ih is to at-

tack the cluster head node which collect the i-type in-

formation in the subarea Ah. The strategy dSN,h is to

attack the SN in the subarea Ah.

The Sa,t is the set of all possible strategies of the

attacker given by

Sa,t = {bON , ih, 1 ≤ i ≤ I, 1 ≤ h ≤ H}
∪ {bCH,ih, 1 ≤ i ≤ I, 1 ≤ h ≤ H}
∪ {bSN,ch, c ∈ Ch(t), 1 ≤ h ≤ H}
∪ {bSN,h, 1 ≤ h ≤ H}
∪ {battack} .

(19)

When the number of nodes collecting i-type infor-

mation in the subarea Ah is lower than a threshold

amount, strategy bON,ih is employed to deploy ordi-

nary nodes in the subarea Ah. When there is no cluster

head node that collects i-type information in the sub-

area Ah, we must employ strategy bON,ih to deploy a

new cluster head node in the applicable subarea. When

the subarea has Ah no SN, the strategy bON,ih or bSN,h

must be used. Strategy bSN,ch alters the working SN of

subarea Ah. Strategy bSN,h deploys a new SN in Ah.

When the attacker’s military IoT is working properly,

the attacker can employ strategy battack to attack the

defender’s hive.

In order to measure the advantages and disadvan-

tages of each strategy adopted by the attacker and the

defender, the payment function of the attacker and the

defender Ud,t(at, dt) is set as follows

Ua,t(at, dt) =αDest(at, dt) + βDamt(at, dt)

− γWt(at, dt)− ηEt(at, dt)
(20)

Ud,t(at, dt) =γWt(at, dt)− αDest(at, dt)
− βDamt(at, dt),

(21)

where at is the strategy adopted by the attacker at the

stage t, and dt is the strategy adopted by the defender

at the stage t, Dest(at, dt) is the number of drones de-

stroyed by the attacker during the stage t. Damt(at, dt)

is the lost value of the defender’s hive at the stage t.

Wt(at, dt) is weight of the nodes which are destroyed

by the defender during the stage t. Et(at, dt is the cost

of deploying a new node at the stage t. α, β, γ, η are

normalization constants, which can be found by Delphi

Method (Han & Park (2016)).

To solve the Nash equilibrium of the attacker and

defender at each stage t, we set Eat as the payment

value of the attacker at stage t, where Edt is the pay-

ment value of the defender at stage t. Eat is the pay-

ment function of the attacker who adopted strategy at

at the stage t, and corresponds to the value when the at-

tacker chooses the strategy Sa,t(1), Sa,t(2), . . . , Sa,t(Y )

with probability q1t, q2t, . . . , qY t at stage t. Addition-

ally, Qa(t) is the probability when the attacker chooses

the strategy Sa,t(1), Sa,t(2), . . . , Sa,t(Y ) with proba-

bility q1t, q2t, . . ., qY t at the stage t. Equation 22 shows

the corresponding mathematical formula,

Qa(t) = {qlt, q2t, . . . , qY t | qyt ≥ 0,

Y∑
y=1

qyt = 1}, (22)

where Y is the number of strategies that the attacker

can take.The attacker’s mixed strategy can be affected

by Qa(t).
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In the same way Qd(t) is the probability if the at-

tacker chooses the strategy Sa,t(1), Sa,t(2), . . . , Sa,t(Y )

with probability q1t, q2t, . . . , qY t at the stage t. Equa-

tion 23 describes the corresponding mathematical for-

mula.

Qd(t) = {qlt, q2t, . . . , qY t | qzt ≥ 0,

Z∑
z=1

qzt = 1} (23)

With the definitions of Equations 22 and 23, we can

define the payment value of the attacker at stage t, Eat,

as

Eat = Qa(t)Ua,tQ
T
d(t), (24)

and the payment value of the defender at stage t, Edt,

as

Edt = Qa(t)Ud,tQ
T
d(t). (25)

This is due to the fact that the strategy selection

is limited in the confrontation dynamic game model.

According to Nash’s equilibrium, there is at least one

pure strategy or mixed strategy equilibrium solution for

each finite strategy game. There are two participants

in the game model, so the Lemke-Howson algorithm

(Lemke & J. T. Howson, 1964) can be used to solve the

Nash equilibrium of the model.

5 Optimized dynamic game

In the dynamic game model of confrontation between

the attacker (military IoT) and the defender (honey-

comb and UAV cluster), the strategy adopted by at-

tacker and the defender at any stage t is related to

the state of both sides. The state of the attacker and

defender at stage t depends on the strategy adopted

by both sides in the previous t − 1 stage. Therefore,

both offensive and defensive sides can choose the stage

t strategy according to the previous t − 1 stage con-

frontation adjustment. However, in an actual battlefield

environment, not only the state of stage t, but also the

impact of the strategy adopted at the stage t on the

state of t + 1 phase should be considered. Since both

attacker and defender do not know the strategy that

the other party will adopt at the stage t, it is necessary

to consider the potential results corresponding to each

strategy. at and at+1 are strategies adopted by the at-

tacker at the stage t and at the stage t+ 1 respectively.

dt and dt+1 are strategies adopted by the attacker at

the stage t and at the stage t+1 respectively. The state

t − 1 decided by the state t − 2 and the states before

t − 2, the earlier states have considered and factored

into state t.

Ūa,t(at+1, dt) is the attacker’s predictive payment

function when the defender adopts the strategy dt at

the stage t and the attacker adopts the strategy at+1

at the stage t + 1. If the defender adopts the strat-

egy dt and the attacker adopts the strategy at+1, then

Dest(at+1, dt) is the number of drones that the defender

expects to lose, Damt(at+1, dt) is the expected value of

the loss to the hive, Wt(at+1, dt) is the expected weight

of the nodes that are destroyed by the defender, and

Et(at+1, dt) is the estimated cost of deploying a new

node.

Ūd,t(at, dt+1) is the defender’s predictive payment

function when the attacker adopts the strategy at at the

stage t and the defender adopts the strategy dt+1 at the

stage t+1. If the defender adopts the strategy dt+1 and

the attacker adopts the strategy at, then Wt(at, dt+1)

is the expected gain weight of the nodes. Dest(at, dt+1)

is the number of drones that the defender expects to

lose, while Damt(at, dt+1) is the expected loss in value

to the hive.

Ūa,t(at+1, dt) =αDest(at+1, dt) + βDamt(at+1, dt)

− γWt(at+1, dt)− ηEt(at+1, dt)

(26)

Ūd,t(at, dt+1) =γWt(at, dt+1)− αDest(at, dt+1)

− βDamt(at, dt+1)
(27)

Before the start of the any phase t, both offense

and defense cannot predict the strategy adopted by the

other party, but the strategy adopted in the t phase

can be determined according to its own state, and the

influence of the t phase enemy strategy on the t + 1

phase itself can be estimated. If the enemy is set to

adopt a certain strategy in the t phase, then we will

adopt the corresponding strategy confrontation in the

t + 1 phase. When the strategies of both parties are

known, we can determine the resultant state in the t+1

phase.

If we need to consider not only the influence of the

pre-(t − 1) stage strategy (or current state) on the t-

stage strategy, then we should also evaluate the influ-

ence of the t stage enemy strategy on the t+ 1 stage’s

own state. Thereafter, we need to improve the payment

function in the dynamic game model. The improved

payment function including the payment function of the

t stage and the estimated payment function at the end

of the state t+ 1.

Therefore, in the optimization dynamic model, the

payment functions of the attacker and the defender are:

Ωa,t(at, dt) = Ūa,t(at+1, dt) + Ua,t(at, dt) (28)

Ωd,t(at, dt) = Ūd,t(at, dt+1) + Ud,t(at, dt) (29)
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Since on the one hand, the original payment func-

tion Ua,t(at, dt) and the predictive payment function

Ūa,t(at+1, dt) are both considered in the optimized pay-

ment function Ωd,t(at, dt), on the other hand, the pay-

ment function directly affects the strategy adopted by

both offense and defense, the optimized payment func-

tion considers more comprehensive factors that, in turn,

make the choice of offense and defense more reasonable

and effective.

In order to obtain the Nash equilibrium of each t

period after optimization, we must calculate the pay-

ment values of the attacker and defender at the t stage

as:

Ēat = Qa(t)Ωa,tQ
T
d(t) (30)

Ēdt = Qa(t)Ωd,tQ
T
d(t) (31)

where

Qa(t) = {qlt, q2t, . . . , qY t | qyt ≥ 0,

Y∑
y=1

qyt = 1} (32)

If the attacker chooses the strategy Sa,t(1), Sa,t(2),

. . . , Sa,t(Y ) with probability q1t, q2t, . . . , qY t at the

stage t.

Qd(t) = {qlt, q2t, . . . , qY t | qzt ≥ 0,

Z∑
z=1

qzt = 1} (33)

Qd(t) should the attacker chooses the strategy Sa,t(1),

Sa,t(2), . . . , Sa,t(Y ) with probability q1t, q2t, . . . , qY t

at the stage t. We also use Lemke-Howson algorithm to

solve the Nash equilibrium of optimization confronta-

tion dynamic game model at each stage.

6 Simulation and analysis

In our simulation, the number of military IoT devices

(nodes) of the attacker is 1000, including 7 different

types of sensors generating 7 differing types of informa-

tion that may be collected and the number of sensors

in each node is 0 − 3. The number of subareas is set

at h = 5. The attacker’s value to the defender’s hive

is Damage/s = 1. The defender has 1000 drones. The

initial value of the hive is 1000, and the minimum value

is 700. The hive’s repair efficiency is build/s = 2. Each

confrontation stage is a game stage, and the duration

of each stage is 100s. For the specific analysis, we set

the following simulation scheme:

1. The number of disconnected sensors changes with

the confrontation stage of the defender and attacker.

We set the confrontational times between the at-

tacker and defender at 10 stages and show the total

number of disconnected sensors in the pre− t stages

on the confrontation dynamic game model and the

optimized dynamic game model respectively. If the

attacker deployed new sensors, then the number of

disconnected sensors is negative. If the attacker lost

sensor nodes in the confrontation, then the number

of disconnected sensors is a positive number.

2. The number of destroyed drones changes with the

confrontation stage of the defender and attacker. We

also set the confrontational times at 10 with the

number of drones participating in the confrontation

at 300 in each game. We will show the total number

of unmanned drones destroyed in the pre-t stages

on the confrontation dynamic game model and the

optimized dynamic game model, respectively.

3. The value of the hive changes with the confrontation

stage of the defender and attacker. We will show the

value of the hive at each stage on the confrontation

dynamic game model and the optimized dynamic

game model, respectively.

4. The number of disconnected sensors changes with

the number of attacking drones. The number of drones

that participate in the confrontation at each game

is varied between 0 and 500 in steps of 50, and the

confrontational time is 5. We will show the variance

in number of disconnected sensors associated with

the number of attacking drones at each stage on the

confrontation dynamic game model and the opti-

mized dynamic game model, respectively.

Figure 2 shows the relationship between the number

of disconnected sensors and the confrontation stage of

the defender and attacker. The number of disconnected

sensors is reduced 38% after optimization. In the first

and second stages, the number of disconnected sensors

is the same, because both sides are in the initial state,

and they are then more likely to attack each other. Since

the number of sensors deployed in the second stage is

higher than the number of disconnected sensors, the

number of disconnected sensors is reduced. In the third

and fourth stages, the ordinary nodes encounter attack.

Before the optimization, since the gain of attacking the

hive is greater than the gain of deploying the new nodes,

the attacker continues to attack the defender’s hive.

After optimization, the number of disconnected sensors

is reduced by deploying the corresponding number of
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Fig. 2: Number of disconnected sensors respectively vs

number of stage.

ordinary nodes to protect the attacker’s ability on the

battlefield. In the fifth, seventh, and ninth stages before

optimization, the hive needs to be protected, because

the defender’s hive value reaches the minimum value.

Consequently, in the fifth, seventh, and ninth stages,

the number of disconnected sensors does not change.

After optimizing the model, the attacker combines the

strategy of attacking the hive and deploying the sensors

causing reduced numbers of disconnected sensors and

also resulting in damage to the defender’s hive.

Fig. 3: Number of destroyed UAV respectively vs

number of stage.

Figure 3 shows the relationship between the num-

ber of destroyed drones and the confrontation stage of

the defender and attacker. Since the defender chooses

the “protect the hive” strategy at some stages (stages

4, 6, and 8 before optimization, stage 6 after optimiza-

tion), no drone is destroyed. Therefore, the number of

destroyed drones in certain stages shown on the figure

does not change. As can be seen from Figure 2, the

number of destroyed drones after optimizing is greater

than the number of destroyed drones before optimiza-

tion. Due to reduction in the number of disconnected

sensors after optimization, the perception of the battle-

field is enhanced, and the attacker’s ability against the

defender increases, and the number of defender’s assets

destroyed is increased.

Fig. 4: The value of hive vs number of stage.

Figure 4 shows the relationship between the change

in hive value versus the confrontation stage of the de-

fender and attacker. Before optimization, because the

attacker does not need to consider the impact of this

stage strategy on the future state, and the gain of at-

tacking the hive strategy at the current stage is greater,

the attacker chooses to continue to attack the hive, so

that the value of the hive repeatedly reaches the min-

imum value. After optimization, because the attacker

considers the impact of this stage strategy on the fu-

ture state, it chooses to adopt the strategy of attacking

the hive and deploying the sensor at different stages in-

stead of adopting a single strategy of attacking the hive.

Therefore, the value of the hive reaches the minimum

value once after optimization, and thereafter the value

of the hive is maintained at 800.

Figure 5 shows the relationship between the number

of unmanned aerial vehicles participating in the con-

frontation and the number of disconnected sensors at

each stage before optimization. Figure 6 shows the rela-

tionship between the number of unmanned aerial vehi-

cles participating in the confrontation and the number

of disconnected sensors at each stage after optimization.

From Figure 5 and Figure 6, it can be concluded

that the number of disconnected sensors increases with

the number of participating unmanned aerial vehicles,

and the maximum number of disconnected sensors is

2000. Because in a game, the defender can only select

one subarea to attack, and each subarea contains only

2000 sensors, before optimization the drones can attack

and destroy all of a subarea’s sensors when the num-

ber of drones is over 500. If the defender chooses to

attack the IoT nodes, the number of disconnected sen-
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Fig. 5: Number of disconnected sensors respectively vs

number of attacking UAV.

Fig. 6: Number of disconnected sensors respectively vs

number of attacking UAV (optimized).

sors is reduced as the number of game stages increases.

In Figure 5, in the fourth stage, the defender chooses

to protect the hive and the attacker chooses to deploy

the new nodes resulting in the number of disconnected

sensors becoming negative. As can be seen from Figure

6, the number of disconnected sensors after optimiza-

tion is lower than the number of disconnected sensors

before optimization, and the number of drones required

to destroy the same number of sensors after optimiza-

tion increases.

7 Conclusion

In this paper, we established an IoT technology and

UAV cluster technology battlefield confrontation sys-

tem model. The attacker used military IoT technology

and the defender deploying UAV cluster technology.

The attacker’s forces use military IoT technology, and

each device can transmit information to the command

center via a wireless data communication network. The

defender’s forces use the UAV cluster to defend. In each

phase of the defense process, the UAV cluster can de-

stroy multiple IoT nodes, disconnecting the nodes from

the IoT. The defender defends the attacker’s strike and

protects the front and command center (hive) by de-

stroying the attacker’s IoT connection. At the same

time, the attacker maintains the network connection by

deploying new IoT nodes. The attacker also interferes

with the defense’s military operations by attacking the

defender’s front and the command center to weaken and

damage the defensive party’s UAV cluster when com-

pared to the IoT.

Then, we formulated and transitioned a confronta-

tion system model to a confrontation dynamic game

model of the attacker and the defender. In each stage

of offensive and defensive confrontation, the attacker

and the defender take action at the same time. The at-

tacker (IoBT) can focus the attack on the defender’s

hive and deploy new nodes. The defender can use the

drones to attack the military IoT node and repair the

hive.

The attacker’s payment function is expressed as the

gain from attacking the hive and the number of de-

stroyed drones minus the weight of the disconnected

node and the cost of deploying the new node. The de-

fender’s payment function is expressed as the weight of

the disconnected node minus the number of destroyed

drones and the loss of the hive. When the number of

sensors of a certain type falls below a selected thresh-

old, the attacker is required to deploy nodes containing

this type of sensor. When the value of the hive is be-

low an established threshold, the defender must repair

the hive. In the dynamic game, both sides of the attack

and defense take action according to the current state,

i.e., the state existing at the end of the preceding stage.

The goal of the attacker and the defender is to maxi-

mize the value of the payment function at each stage of

the confrontation.

We optimized the confrontation dynamic game model,

where in the number of disconnected sensors of the

attacker is reduced by 38% compared with the same

indicator before the optimization. Although the num-

ber of destroyed drones increased after optimizing the

dynamic game model, the defender’s hive encountered

fewer attacks.
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