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a b s t r a c t 

Adversarial risk analysis provides one-sided decision support to decision makers faced with risks due to 

the actions of other parties who act in their own interest. It is therefore relevant for the management of 

security risks, because the likely actions of the adversary can, to some extent, be forecast by formulat- 

ing and solving decision models which explicitly capture the adversary’s objectives, actions, and beliefs. 

Yet, while the development of these decision models sets adversarial risk analysis apart from other ap- 

proaches, the exact specification of the adversary’s decision model can pose challenges. In response to 

this recognition, and with the aim of facilitating the use of adversarial risk analysis when the parameters 

of the decision model are not completely known, we develop methods for characterizing the adversary’s 

likely actions based on concepts of partial information, stochastic dominance and decision rules. Further- 

more, we consider situations in which information about the beliefs and preferences of all parties may 

be incomplete. We illustrate our contributions with a realistic case study of military planning in which 

the Defender seeks to protect a supply company from the Attacker who uses unmanned aerial vehicles 

for surveillance and the acquisition of artillery targets. 

© 2020 The Authors. Published by Elsevier B.V. 

This is an open access article under the CC BY-NC-ND license. 

( http://creativecommons.org/licenses/by-nc-nd/4.0/ ) 
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1. Introduction 

As a growing field of research, Adversarial risk analysis (ARA)

( Banks, Aliaga, & Ríos Insua, 2015 ) provides one-sided decision

support to a decision maker who is faced with risks that depend

on the decisions of other self-interested parties. This makes ARA

relevant for the analysis and management of security risks, in-

cluding those of terrorism, military operations and cyber threats.

There are numerous reported ARA applications in areas such as

anti-piracy ( Sevillano, Ríos Insua, & Rios, 2012 ), counter terrorism

( Ríos & Insua, 2012 ), combat modeling ( Roponen & Salo, 2015 ), and

anti-IED war ( Wang & Banks, 2011 ), for instance. 

Specifically, ARA helps characterize the likely actions of all

parties by building and analyzing multi-agent representations of
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0377-2217/© 2020 The Authors. Published by Elsevier B.V. This is an open access article u
he decision problem, taking into account their values, objectives,

oals, capabilities and beliefs of the parties involved. Particular at-

ention is paid to modeling the information on the basis of which

he parties, referred to as adversaries , make their decisions. The

im is to build realistic models which, unlike most game theoret-

cal analyses ( Antos & Pfeffer, 2010; Ozdaglar & Menache, 2011 ),

o not necessitate far-reaching and partly unrealistic assumptions

bout common knowledge which shared by all parties. 

While the modeling of the adversaries’ decision processes

akes ARA a powerful approach, there are notable challenges, too.

n particular, it can be difficult to produce accurate estimates about

ow the adversary’s preferences and beliefs evolve over time. This

ould be the case, for instance, in situations where two adversaries,

he Defender (‘she’) and the Attacker (‘he’), of which the Defender

rst chooses what countermeasures she will adopt in her defence,

hereafter the Attacker, knowing the Defender’s choice, updates

is beliefs and proceeds by deciding how to attack ( Xu & Zhuang,

016 ). These difficulties notwithstanding, attempts to building real-

stic representations of the intertwined decision problem should be

ade, because such representations can yield valuable insights and

ecause the reliance on overly simplistic models of the adversary’s

references will lead to sub-optimal countermeasures ( Nikoofal &

huang, 2015 ). 
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Fig. 1. A bi-agent influence diagram depicting the sequential defend-attack game. 
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In this paper, we develop conceptual, mathematical and compu-

ational methods based on the concepts of partial information and

tochastic dominance to identify which of the adversaries’ deci-

ions are non-dominated and therefore plausible ( Levy, 1992 ). The

ractical relevant of these methods stems from the fact that the

et of these non-dominated decisions tends to be much smaller

han the set of all possible decisions. Thus, they provide useful

ecision support even in situations where complete information

bout the adversaries’ utilities and/or beliefs cannot be obtained.

pecifically, we allow for the possibility that there is only partial

nformation about the preferences and beliefs of the Attacker (or

ven about the the Defender), operationalized through subsets of

robability distributions and multi-attribute utility functions. As it

urns out, this approach is quite flexible and suitable for providing

nformative decision support. We note that what we call partial

nformation differs from what is understood by Rothschild, McLay,

nd Guikema (2012) who examine situations where the Attacker

an only partially observe the Defender’s defence decision. 

We illustrate our methods in the light of a sequential defend-

ttack game, as such games are particularly important in the se-

urity domain ( Brown, Carlyle, Salmerón, & Wood, 2006; Zhuang

 Bier, 2007 ). Previously, stochastic dominance has been applied

o examine both simultaneous or continuous games, see Fishburn

1978) and Rass, König, and Schauer (2017) . However, as noted by

ishburn (1978) , simultaneous games do not always have realistic

roperties and consequently simple game theoretic solutions may

ot provide meaningful decision support. For example, in the con-

inuous game considered by Rass et al. (2017) , the Attacker’s de-

ision problem is modeledso that the Attacker only seeks to cause

aximal harm to the Defender, which effectively reduces the prob-

em to a two-player zero sum game. 

For completeness, we first review the Bayesian Nash equilib-

ium solution which is used in (i) methods which rely on common

rior probability distributions over players’ types and (ii) the stan-

ard ARA solution which uses probability distributions to model

ncertainties about the adversary’s preferences and beliefs. Then,

e present our key methodological contributions in two variants,

tarting from the situation in which there is incomplete informa-

ion only about the preferences and beliefs of the adversary (in

ur case the Attacker), modeled though sets of utility functions

nd probabilities. We then consider the situation in which the in-

ormation about the Defender’s (own) preferences and beliefs, too,

ay be incomplete, using stochastic dominance to produce mean-

ngful analyses ( Shaked & Shanthikumar, 2007 ). Finally, we show

ow the partial information approach can be extended to analyze

equential games in so-called regular influence diagrams. 

We also present a realistic case study to illustrate how our

ethods can be applied to different kinds of sequential problems.

n our case study, the Defender seeks to determine an efficient

ortfolio of countermeasures to protect a supply company against

he Attacker’s unmanned aerial vehicle (UAV) reconnaissance and

he subsequent specification of artillery targets. The Attacker, in

urn, seeks to choose UAV and artillery systems which are cost-

fficient in responding to the Defender’s countermeasures. We also

iscuss other security and military problems which are amenable

o our methods. 

. Bayesian models 

Adversarial problems are often modeled as two-player games

 Cox, Jr, & Anthony, 2009; Washburn, Kress et al., 2009 ). Real world

ulti-agent decision problems can often be modeled as games of

ncomplete information , meaning that there are some players who

o not know all the rules of the game, such as the capabilities,

tilities and decision processes of the other players. In stochastic

ames there are uncertain chance events, such as weather or the
utcome of a military combat. Furthermore, in games of imperfect

nformation , there are players who cannot observe the previous ac-

ions of the other players and/or the outcomes of random events

efore it is their turn to act. 

By far the most common approach to solving games of incom-

lete information is based on the Bayesian Nash equilibrium. Mod-

ling the game as what is commonly known as a Bayesian game

ransforms the game of incomplete information into a stochastic

ame of imperfect information. In a Bayesian game, the type of

ach player is defined by his/her utilities, beliefs, decision alterna-

ives, available resources, etc. Every player can observe his/her own

ype but not the types of other players. ( Harsanyi, 1967 ) 

In order to solve the stochastic game, it is necessary the make

ssumptions about the players’ types as well as their beliefs con-

erning each others’ types, formalized through prior probability

istributions. In the traditional game theoretical approach, the

layers are assumed to have common knowledge about these prior

istributions ( Bier, Oliveros, & Samuelson, 2007 ). It is even possi-

le to derive the prior distributions based on a level- k approach

 Rothschild et al., 2012 ). While choosing the right probability dis-

ributions is important and has both practical and philosophical

mplications, the question of where these distributions come from

oes not affect how the game is solved. 

In ARA applications, in contrast, the prior distributions are

ased on the subjective estimates of the player whose decisions

re being supported and who seeks to choose the best decision

lternative(s) under adversarial uncertainty ( Ríos Insua, Rios, &

anks, 2009 ). 

.1. Influence diagrams 

We visualize ARA problems using bi-agent (or even multi-

gent) influence diagrams ( Banks et al., 2015 ). In an influence di-

gram, rectangular nodes indicate decisions, circular nodes depict

ncertain chance events, and hexagonal nodes correspond to utili-

ies. Directed arcs are employed to connect the nodes so that con-

inuous arcs represent probabilistic dependencies and dashed arcs

epresent the information that is available at decision nodes. Based

n information about (i) the adversaries, (ii) the order in which

hey make decisions; (iii) the available decision alternatives at each

ecision node; (iv) the information available to the adversary at

ach decision node; and (v) the utilities for the adversaries result-

ng from any sequence of events, it is possible to produce plausible

redictions concerning the adversaries’ likely actions, ensuing out-

omes, and consequences for each adversary. 

Our methodological development refers extensively to the ba-

ic sequential defend-attack game, visualized as a bi-agent influ-

nce diagram in Fig. 1 . This is a stochastic game of incomplete

nformation in which all the actions and random events are ob-

ervable after-the-fact, so it also features perfect information. The

efender’s nodes are shown in blue and those of the Attacker in

ed. The node � represents an uncertain outcome which is com-

on to both adversaries and colored in both colors. The dashed

rc between the Defender’s and Attacker’s decisions describes an

nformation structure, indicating that the Attacker knows the De-
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fender’s decision when the Attacker ( A , referred to as ‘he’) makes

his decision. 

Specifically, the Defender ( D , referred to as ‘she’) first imple-

ments her defensive decision d ∈ D . Next, the Attacker observes

this defense and makes his decision a ∈ A . Finally, the combination

of these decisions affects the probabilities of possible outcomes at

the chance node �. The realized outcome θ = �(a, d) is typically

uncertain and thus there is uncertainty about the consequences

c ( d , a , θ ). Often, these consequences involve multiple attributes,

such as casualties, material losses and monetary costs for both ad-

versaries. 

The Defender evaluates the consequences with her utility func-

tion u D ( c ( d , a , θ )) and the Attacker with his utility function u A ( c ( d ,

a , θ )). For brevity, these utilities are denoted by u D ( d , a , θ ) and

u A ( d , a , θ ), respectively. In the adversarial setting, the goals and,

thus also the utility functions, of the players are different and of-

ten opposite. 

2.2. Bayesian Nash equilibrium solution 

As an example, we first determine the Bayesian–Nash equilib-

rium for the sequential defend-attack game in Fig. 1 . From the De-

fender’s perspective, the uncertainties the Defender faces about the

Attacker are modeled through a probability distribution over the

set of Attacker’s possible types T A , defined as combinations of U A ,
is the set of Attacker’s possible utility functions, and P A , the set of

his possible probability estimates for the outcomes θ as a results

of decisions a and d . Thus, realizations of the Attacker’s type are

pairs of utility functions and probabilities T A = (u A , p A ) . The solu-

tion for the game is obtained as follows: 

1. At the outcome node �, compute the Attackers’ expected utili-

ties 

ψ 

u A ,p A 
A 

(d, a ) = 

∫ 
θ∈ �

u A (d, a, θ ) p A (θ | d , a ) d θ, 

for every (u A , p A ) ∈ U A × P A and decisions a ∈ A and d ∈ D. 

2. At the Attacker’s decision node A , compute the optimal attacks

for the observed defense d using the Attacker’s beliefs and util-

ities 

A 

∗u A ,p A (d) = arg max 
a ∈A 

ψ 

u A ,p A 
A 

(d, a ) , 

and forecast the attack a through 

p D (a | d) = P (A 

∗(d) = a ) , 

while taking into account the probability P (T A = (u A , p A )) . 

3. At the Defender node D , compute the optimal defense 

d ∗ = arg max 
d∈D 

∫ 
A 
ψ D (d, a ) p D (a | d ) d a, 

where the Defender’s expected utility is 

ψ D (d, a ) = 

∫ 
�

u D (d, a, θ ) p D (θ | d , a ) d θ . 

Solving the Attacker’s decision problem is more straightforward,

because the Attacker can observe the defense d before choosing his

mode of attack a . 

3. Games of partial information 

Bayesian Nash equilibrium is the most widely used solution

concept for games of incomplete information. Its application as-

sumes that every player solves the game using Bayesian approach,

i.e., all players assign subjective probability distributions to the

parameters they do not know ( Harsanyi, 1967 ). In practice, this as-

sumption can be problematic, because defining subjective probabil-

ity distributions over the other player’s probability estimates and
tilities, or equivalently their type, can pose challenges. It also pre-

umes that all players are willing and able to specify these proba-

ility distributions. 

In order to support adversarial risk analysis when well-defined

robability distributions over players’ types cannot be elicited,

e explore how a game between rational players can be ana-

yzed without such distributions. By rational, we mean that the

layers seek to maximize their own expected utilities. We also

ssume that the players have some knowledge about their adver-

ary. Specifically, they are assumed to know that the other player’s

ype, characterized by a combination of utilities and beliefs ( u , p ),

elongs to a subset of possible types T ⊆ U × P . In what follows,

his characterization based on set inclusion is referred to as partial

nformation . 

Using these assumptions, we revisit the Defend-Attack game in

ig. 1 . The Defender knows that the Attacker’s type (u A , p A ) ∈ T A .
or a given defense d , the attack a is said to dominate attack a ′ ,
enoted by a �A 

p,u | d a ′ , if and only if 

 

�
u A (d, a, θ ) p A (θ | d , a ) d θ

 

∫ 
�

u A (d, a ′ , θ ) p A (θ | d , a ′ ) d θ, ∀ (u A , p A ) ∈ T A . (1)

n particular, this dominance relation helps identify the attacks a ′ ∈
 that the Attacker will not choose in response to the defense d ∈
, because the Attacker, being a rational player, will not choose

he attack a ′ if its expected utility for him is lower than that of

 ∈ A . Thus, partial information T A about the Attacker type defines

 strict partial order (an irreflexive and transitive binary relation)

ver the set of possible attacks. 

.1. Partial preference information and stochastic dominance 

Using partial information to derive the dominance relation

1) is quite general and subsumes several cases of stochastic dom-

nance for deriving a partial preference order over random vari-

bles ( Levy, 1992 ). Specifically, assuming that p A = p so that the

ttacker’s probability estimates are known by the Defender, have

onsequences c(d, a, θ ) ∈ R and have the Attacker’s utility func-

ion u A belong to the set of all increasing utility functions U + ,
q. (1) becomes 
 

�
u A (d, a, θ ) p(θ | d , a ) d θ > 

∫ 
�

u A (d , a ′ , θ ) p(θ | d , a ′ ) d θ, ∀ u A ∈ U 

+ .

n other words, every expected utility maximizing Attacker with

n increasing utility function prefers attack a over a ′ . When attack

lternatives are viewed as choices between random variables, this

s equivalent to stating that a dominates a ′ in the sense of first

egree stochastic dominance, denoted by a �FSD a 
′ . 

Similarly, if the Attacker is risk averse, then his utility function

elongs to the set of all increasing concave utility functions and

onsequently and his decisions can be analyzed with second or-

er stochastic dominance. Conversely, if the Attacker is risk prone,

hen U A can be taken to be the set of all increasing convex utility

unctions. Different degrees of stochastic dominance can be used to

escribe how decision makers with different risk attitudes would

ank decision alternatives resulting in uncertain outcomes. 

If the consequences c involve multiple attributes c i , it may not

e known how important the different attributes are relative to

ach other from the Attacker’s perspective. When U A is the set of

dditive utility functions with increasing utilities for each attribute,

ggregated with some non-negative (standardized) weights, the

ollowing Pareto-type first-order stochastic dominance holds 

 �PFSD a 
′ ⇐⇒ p A (c i (d, a, θ ) ≤ e ) ≤ p A (c i (d, a ′ , θ ) ≤ e ) , ∀ i, ∀ e, 

(2)
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here the inequality is strict for some combination of conse-

uences e and attributes i . While the assumption of additive mul-

ivariate utility functions does not always hold, the inaccuracies

aused by its minor violations are often acceptable in practice

 Keeney & von Winterfeldt, 2011 ) and can be rectified by restruc-

uring the attributes. Note that Pareto dominance can be defined

imilarly for higher orders of stochastic dominance for real-valued

ttributes. It is also possible to construct more conclusive domi-

ance relations, provided that partial information about the rela-

ive importance of the attributes can be obtained (See also: Liesiö,

ild, & Salo, 2008; Liesiö & Salo, 2012 ). 

The construction of a stochastic dominance relation from a set

f utility functions has been studied extensively; see, for exam-

le, Hadar and Russell (1969) , Bawa (1975) , Fishburn (1980) , Kim

1998) and Shaked and Shanthikumar (2007) . Thus, instead of fo-

using on the construction of dominance relations, we consider

ow they can be used in ARA. 

.2. Defense-Attack game with partial information about the Attacker 

Using the basic sequential defend-attack game in Fig. 1 as an

xample, we analyse it as a game with partial information. 

1. At the outcome node �, given decisions a and d , analyze the

expected utility for the Attacker for each (u A , p A ) ∈ T A 

ψ 

u A ,p A 
A 

(d, a ) = 

∫ 
�

u A (d, a, θ ) p A (θ | d , a ) d θ . 

2. As the Attacker can observe the defense d chosen by the De-

fender, the set of non-dominated attacks A 

∗(d) at the node A

can be computed based on the dominance relation �A 
p,u | d from

(1) as 

A 

∗(d) = { a : � ∃ a ′ : a ′ �A 
p,u | d a } . (3)

3. At node D , based on the Defender’s expected utility 

ψ D (d, a ) = 

∫ 
�

u D (d, a, θ ) p D (θ | d , a ) d θ, 

compute the set D 

∗ of non-dominated actions in D, using the

dominance relation 

d �D d ′ ⇐⇒ ψ D (d, a ) ≥ ψ D (d ′ , a ′ ) , ∀ a ∈ A 

∗(d) , ∀ a ′ ∈ A 

∗(d ′ )

where the inequality is strict for at least one pair of attacks a ,

a ′ . 

The key difference with the Bayesian analysis in Section 2.2 is

hat, rather than determining how likely the different actions of the

ttacker are, the emphasis is on identifying what actions are plau-

ible. The emphasis on this latter question is motivated by the fact

hat the Defender is ultimately interested not so much in what the

ttacker will do as in maximizing her own expected utility. 

If the Defender does not know the probability of the Attacker’s

esponses p D ( a | d ), she cannot calculate her expected utility ψ D ( d )

xactly. However, the Defender can determine which of the At-

acker’s responses A 

∗(d) are possible so that they have a positive

robability. The Defender can use this information to calculate an

pper and a lower bound for her expected utility for each defense

 , i.e., 

 

max 
D (d) = max 

a ∈A ∗(d) 
ψ D (d , a ) and ψ 

min 
D (d ) = min 

a ∈A ∗(d) 
ψ D (d, a ) . 

(4) 

hese upper and lower bounds can be used to check dominance

elations between alternative defenses, because 

 �D d ′ ⇐⇒ ψ D (d, a ) ≥ ψ D (d ′ , a ′ ) , ∀ a ∈ A 

∗(d) , ∀ a ′ ∈ A 

∗(d ′ ) 
⇐⇒ ψ 

min 
D (d) ≥ ψ 

max 
D (d ′ ) . 
This improves computational efficiency, because there is no

eed to compare the consequences for all possible responses

 ∈ A 

∗(d) when determining D 

∗. In some cases, these bounds

an be determined analytically to further improve computa-

ional performance. If, for example, one of the non-dominated

ttacks a causes most harm to the Defender no matter what

he Defender does (i.e., ∀ d ∈ D : ∃ a ∈ A 

∗(d) such that ψ D (d, a ) <

 D (d, a ′ ) , ∀ a ′ ∈ A 

∗(d) ), one need not compare all non-dominated

ttacks to establish the lower bound for ψ D . 

.3. Partial information about both players 

Sometimes, it may be impractical or impossible to specify the

efender’s beliefs and preferences completely. This situation be-

ongs to the realm of robust Bayesian analysis ( Ríos Insua & Rug-

eri, 2012 ). It can be analyzed by extending the results of the pre-

eding section by assuming that 

 D (d, a, θ ) ∈ U D , p D (θ | d, a ) ∈ P D , 

or the specified sets U D , P D of possible utility functions and proba-

ility distributions that represent partial information about the De-

ender’s preferences and beliefs, respectively. These sets define the

et T D ⊆ U D × P D representing the Defender’s possible types. 

For comparing the Defender’s defence alternatives, we define

he dominance relation �D 
p,u 

(d, a ) w �D 
p,u (d ′ , a ′ ) ⇐⇒ ∫ 

�
u D (d, a, θ ) p D (θ | d , a ) d θ

≥
∫ 
�

u D (d ′ , a ′ , θ ) p D (θ | d ′ , a ′ ) dθ, ∀ (u D , p D ) ∈ T D , (5) 

here the inequality is strict for at least one combination

(u D , p D ) ∈ T D . For the Defender, this covers the cases of stochastic

ominance in Section 3.2 . 

We now proceed as follows: 

1. At the outcome node �, compute the Attacker’s expected utility

for 

ψ 

u A ,p A 
A 

(d, a ) = 

∫ 
�

u A (d, a, θ ) p A (θ | d , a ) d θ, 

for each (u A , p A ) ∈ T A and (a, d) ∈ A × D. and similarly for the

Defender, for each feasible pair (u D , p D ) ∈ T D . 
2. At the Attacker’s decision node A , compute the set of non-

dominated attacks A 

∗(d) for the observed defense d . 

3. At node D , compute the set D 

∗ of non-dominated defenses in

D based on the dominance relation 

d �D ′ d ′ ⇐⇒ (d, a ) �D 
p,u (d ′ , a ′ ) , ∀ a ∈ A 

∗(d) , a ′ ∈ A 

∗(d ′ ) (6)

where at least one of the inequalities in (5) for the binary rela-

tion (d, a ) �D 
p,u (d ′ , a ′ ) is strict. 

The approach in Section 3.2 cannot be applied here, because the

pper and lower bounds for the Defender’s expected utility cannot

e calculated if the Defender’s utility function is not known. 

This notwithstanding, for some sets of utility functions an anal-

gous approach may be taken. For example, if the consequences

 ( d , a , θ ) are assessed with a single attribute and the Defender’s

references for these consequences are monotonic, then these

references can be modeled with first-order stochastic dominance.

t is also possible to establish the upper and lower bounds for the

umulative distribution functions 

 

max 
c (c(θ ′ | d)) = max 

a ∈A ∗(d) 

∫ θ ′ 

−∞ 

p D (c(d, a, θ )) dθ (7) 

 

min 
c (c(θ ′ | d)) = min 

a ∈A ∗(d) 

∫ θ ′ 

−∞ 

p D (c(d, a, θ )) dθ . 
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Fig. 2. Chance node removal. 
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and to use first-order stochastic dominance based on the compar-

ison of bounds to determine the non-dominated decision alterna-

tives 

d �D ′ d ′ ⇐⇒ (d, a ) �D 
p,u (d ′ , a ′ ) , ∀ a ∈ A 

∗(d) , ∀ a ′ ∈ A 

∗(d ′ ) 

⇐⇒ F min 
c (c(θ ′ | d)) ≤ F max 

c (c(θ ′ | d)) , ∀ θ ′ , 
with strict inequality for some θ ′ . 

Similar methods can also be applied to examine preferences for

higher orders of stochastic dominance or Pareto dominance. In the

first case, one can compute the upper and lower bounds for the

integral that is used for the comparison, whereas in the additive

multi-dimensional Pareto case it is necessary to establish bounds

for the marginal cumulative distribution functions of each of the

attributes. 

3.4. Decision rules 

The approaches in Sections 3.2 and 3.3 seek to provide as con-

clusive results as possible based on the available information. How-

ever, if the specification of the adversaries preferences and beliefs

is very incomplete, the resulting sets of non-dominated defense

and attack decisions may be too large to provide actionable de-

cision support. This is a worthwhile result in and of itself, be-

cause it shows that the available information is insufficient for

recommending a well-founded decision. If additional information

about the players’ types cannot be readily obtained, the set of rec-

ommended decisions can be narrowed down by introducing ad-

ditional constraints. One can also apply decision criteria such as

maximax, maximin or minimax regret from Bayesian robustness

analysis ( Ríos Insua & Ruggeri, 2012 ). See also the approach pre-

sented by McLay, Rothschild, and Guikema (2012) , who consider

consider robust optimization ideas in ARA contexts based on worst

case scenarios. 

For the Defender, the maximin decision rule for the set of non-

dominated decisions is 

D 

∗
maximin = max 

d∈D ∗
min 

a ∈A ∗(d) 
ψ D (d, a ) . 

If the Defender’s utility function is known, D 

∗
maximin 

contains a sin-

gle alternative (or multiple equally preferred alternatives) which

can be determined using the upper and lower bounds on the ex-

pected utility from Eq. (4) 

D 

∗
maximin = max 

d∈D ∗
ψ 

min 
D (d) . 

Optimal decision sets for maximax and minimax regret can be con-

structed similarly. 

As in Section 3.3 , the set D 

∗
maximin 

can be computed more ef-

ficiently if the Defender’s preferences over the uncertain conse-

quences fulfil first-order stochastic dominance. Then, the upper

and lower bounds of the cumulative distribution functions from

(7) can be employed to determine the non-dominated decision al-

ternatives 

D 

∗
maximin ={ d ∈ D 

∗ : � d ′ ∈ D 

∗ : F max 
c (c(θ | d))>F max 

c (c(θ | d ′ )) , ∀ θ} .
From the Defender’s perspective, the upper bounds correspond to

the worst possible combinations of the Attacker’s and the De-

fender’s preferences over consequences. The same approach can be

applied to study other stochastic dominance relations. 

In contrast to the use of decision rules in decision analysis, the

Defender’s choice between maximin, maximax and minimax re-

gret decision rules may not reflect the Defender’s risk attitude in

the traditional sense as much as it reflects the Defender’s aver-

sion to the ambiguity associated with the Attacker’s subsequent

response. For example, the choice of the maximin decision rule
imits the harm resulting from the Attacker’s response to a min-

mum, whereas the minimax regret limits the downside variabil-

ty in the Defender’s expected utility. In some ARA problems, there

ould even be an ally instead of an Attacker, in which the Defender

ould choose the maximax decision rule to give the ally the oppor-

unity to help her as much as possible. 

.5. Complex influence diagrams 

Analyses based on partial information can be extended to more

omplex influence diagrams. In fact, the approach can be used to

olve any regular multi-agent influence diagram in which the as-

umption of no forgetting holds. Regularity means that the influ-

nce diagram contains a directed path which traverses all decision

odes (regardless of which player they belong to) and thus defines

 total order on them. The “no forgetting” assumption means that

 player knows all the decisions and chance events that precede

is/her current decision. Thus, such an influence diagram repre-

ents a sequential game of perfect information . 

As shown by Shachter (1986) and Tatman and Shachter (1990) ,

ny regular influence diagram with no forgetting can be evalu-

ted with a node elimination algorithm. Ortega, Rios, and Cano

2019) have extended this to bi-agent influence diagrams. A reg-

lar influence diagram can be solved with five graphical transfor-

ations: 

1. Barren node elimination 

2. Arc reversal between chance nodes 

3. Chance node removal 

4. Decision node removal 

5. Value node removal 

Barren node elimination removes non-utility nodes without

hildren. The arc reversal transformation between chance nodes

resented by Shachter (1986) is based on Bayes’ rule and does not

equire any special considerations when dealing with partial infor-

ation. The transformations for node removal, however, are more

nvolved. 

Fig. 2 shows the chance node removal operation. The cloud

haped nodes represent other parts of the influence diagram and

an contain multiple decision and chance nodes as well as any

umber of arcs within themselves and between each other as long

s the diagram remains regular. If a chance node has only children

hich are utility nodes belonging to different players, it can be

emoved by conditional expectation and the utility nodes inherit

ll the chance node’s parents. In a multi-agent influence diagram,

very utility node is associated with some player i with possible

ypes T i ⊆ U i × P i . As in (1) , to remove the chance node X we com-

ute a new partial preference order ranking the states of the new

arent nodes A , B and C . That is, (a, b, c) �i 
ABC 

(a ′ , b ′ , c ′ ) if and only

f 
 

X 
u i (b, c, x ) p i (x | a, b) dx ≥

∫ 
X 

u i (b ′ , c ′ , x ) p i (x | a ′ , b ′ ) dx, ∀ (u i , p i ) ∈ T i , 

here the inequality is strict for at least one feasible pair of util-

ty functions and probability distributions (u i , p i ) ∈ T i . The partial

reference order �i 
ABC 

is then used to form the new T ′ i ⊆ U ′ i × P 

′ 
i 

or the new game represented by the modified influence diagram.
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Fig. 3. Decision node removal. 
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Fig. 4. Utility node removal. 
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Fig. 5. Non-sequential decisions. 
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his process is repeated for all the players whose utility nodes had

 as a parent. 

Fig. 3 illustrates the decision node removal operation. If all the

hildren nodes for the decision node D for player i are utility nodes

o that none of them have parents which are also shared by D ,

uch decision node can be removed by maximization, in which

ase the utility node belonging player j inherits all the chance

ode’s parents. (It is also possible that i = j.) As before, the play-

rs’ possible types are represented by T i ⊆ U i × P i and T j ⊆ U j × P j .

e first determine non-dominated decision alternatives of player i

t node D similarly as in Eq. (3) 

 

∗
i (a, b, c) = { d : � ∃ d ′ : d ′ �i 

D d} , 
here �i 

D 
is derived from the utilities of player i . It is worth noting

hat if this player has no utility node as a child of D , then nothing

s known about his decision and D 

∗
i 

= D. Utility node U is then

pdated based on D 

∗
i 
(a, b, c) similar to (6) in that 

(a, b, c) � j 
ABC 

(a ′ , b ′ , c ′ ) ⇐⇒ 

(d, c) � j 
DC 

(d ′ , c ′ ) , ∀ d ∈ D 

∗
i (a, b, c) , ∀ d ′ ∈ D 

∗
i (a, b, c) , 

here � j 
DC 

represents the partial preference order of player j over

tates of C and D . It is reduced to an expected utility comparison

f the type t j for player j is known. The partial preference order
j 
ABC 

is then used to form the new T ′ j ⊆ U ′ j × P 

′ 
j for the new

ame represented by the modified influence diagram. This process

s repeated for all the players whose utility nodes have D as a

arent. 

Sometimes it may be convenient to represent player’s utilities

ith several utility nodes. If the utility nodes share a parent node,

t eventually becomes necessary to combine them to completely

olve the influence diagram. Fig. 4 depicts how two utility nodes

re combined into one and the new node inherits the parents

f both. The partial preference relation describing the new utility

ode just has to be consistent with the removed ones 

(a, b, c) �i 
ABC (a ′ , b ′ , c ′ ) ⇐⇒ 

(a, b) �i 
AB (a ′ , b ′ ) 

)
∧ 

(
(b, c) �i 

BC (b ′ , c ′ ) 
)
. 

tility nodes belonging to different players cannot be normally

ombined in this way. Still, this does not prevent solving the influ-

nce diagram, because decision and chance nodes can be removed

ven if they have multiple different players’ utility nodes as chil-

ren. 

With the last three graphical transformations now compatible

ith partial information, we can solve all sequential games of per-

ect information. The transformations can also help solve com-

lex non-sequential games, but they cannot be used to eliminate

ecision nodes when an utility node has multiple decision node
arents, as is the case in Fig. 5 . All decisions that do not lie on

he same directed path need to be solved simultaneously, and de-

ending on the partial preference order at the utility node U and

he number of decision nodes, this may be fairly straightforward

r nearly impossible. For some preference orders it is possible to

liminate dominated pure strategies iteratively in order to reach

n equilibrium solution ( Börgers, 1994 ) For others, it is necessary

o also consider mixed strategies ( Perea, Peters, Schulteis, & Ver-

eulen, 2006 ). To our knowledge, non-sequential partial informa-

ion games more complex than the one in Fig. 5 have not been

tudied. 

. Planning of countermeasures for unmanned aerial vehicles 

We illustrate our methods for solving complex influence dia-

rams with a realistic case study from military planning. We exam-

ne a scenario in which the Defender seeks to protect her supply

ompany from the Attacker’s reconnaissance activities. Specifically,

he Attacker seeks to map the position of the company with UAVs.

f the Attacker succeeds in this mapping activity, he can use ei-

her artillery or heavy rocket launchers against the Defender’s sup-

ly company. The following ARA is produced for the Defender who

eeks to assess the cost-efficiency of UAV-countermeasures for in-

estment planning. 

.1. Scenario description 

The scenario is shown as a bi-agent influence diagram in Fig. 6 .

he Defender has deployed a supply company around the village

f Tarttila, Fig. 7 . The Defender seeks to protect the company from

rtillery fire and hence also from UAV reconnaissance as cost-

fficiently as possible. Towards this end, she considers two differ-

nt anti-UAV weapon systems, two different radar systems, and the

ption of improving camouflage. She also has to choose how many

eapon systems to buy and where to place them. 

The Attacker seeks to destroy or cripple the supply company

y inflicting losses through artillery fire. The Attacker knows only

he general area where the company is located. The Attacker can

mploy three types of UAVs for reconnoitering artillery targets. All

ypes of UAVs can be equipped with one of two different sensor

ystems. Because the UAVs cannot send information back in real

ime, they must survive long enough to return to their base. The

AVs cannot change their flight paths based on what they observe.

The Attacker has several artillery and rocket launcher systems

ith unguided ammunition. After examining the information pro-

ided by the UAVs, the Attacker decides how to employ these

ystems. 

The Defender does not know how many UAVs or artillery sys-

ems the Attacker has, or how much it would cost for the Attacker

o use or lose them. Nor is the Attacker’s decision to use artillery

r UAVs guided by these costs in the combat scenario. Overall, the

efender does not have complete information about the Attacker’s

tilities. 
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Fig. 6. Bi-agent influence diagram of the anti-UAV problem. 

Fig. 7. The company in Tarttila. Blue circles indicate locations of platoons and 

squads. (Background map from of Finland, 2007 ). 
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4.2. Partial preference information 

To keep this case study as realistic as possible, we use only

as limited information about Attacker’s preferences as one could

expect to have in an actual military conflict. The Attacker wants

to maximize the damage to Defender’s equipment and personnel.

At the same time he does not want to use ammunition unneces-

sarily for a given effect and prefers not losing UAVs. Because the

Defender does not know what kind of UAV losses or ammunition

costs the Attacker is willing to incur in order to cause to dam-

age to the Defender, the Attacker’s preferences over outcomes are

formulated through Pareto-type first-order stochastic dominance

( Eq. (2) ). Specifically, the Attacker is assumed to (i) minimize am-

munition consumption and UAV losses, and (ii) maximize the dam-

age to the Defender’s supply company. In addition, using Pareto

dominance includes the assumption that the utilities for each of

these attributes are additive and independent. 

Because there can be a considerable delay between the De-

fender’s investment into countermeasures and the actual deploy-

ment of these countermeasures, it can be challenging to formu-

late a utility function which accurately reflects trade-offs between

immediate costs and uncertain future casualties. Thus, in the ini-

tial analysis, Pareto dominance is also employed to characterize the

Defender’s preferences for defense alternatives. Specifically, the De-

fender seeks to (i) minimize the losses to her supply company and

(ii) maximize the amount of ammunition that the Attacker would

have to use to cause such losses. The Defender also seeks to mini-

mize the cost of her UAV countermeasures. 

4.3. Artillery fire 

Following the process described in Section 3.5 , the first node

to be eliminated from the influence diagram in Fig. 6 is Supply
ompany losses from artillery fire. To eliminate the node, we cal-

ulated the conditional probabilities for equipment and personnel

osses as a function of how the Attacker would aim his Artillery

nd how many shells or rockets he would fire. These probabilities

ere computed with the operation analysis software Sandis ( Lappi,

008 ). 

We first chose 10 locations for the Defender’s units that the At-

acker might be able to identify using his reconnaissance. These

ame locations were used as targets for the artillery. It was deter-

ined the Attacker would be unlikely to accurately identify what

quipment and personnel the Defender has at each of these loca-

ions, so all locations were deemed equally attractive to the At-

acker. As can be seen from Fig. 8 , the effects of the artillery fire

ncrease when the Attacker uses more ammunition or divides fire

etween more targets. Unsurprisingly, damage to equipment and

ersonnel were practically perfectly correlated. With this informa-

ion, we can eliminate the chance node and update preferences

or both sides. The preferences about supply company casualties

ow become irrelevant, because no other node affects them, so

hey are removed. The Attacker’s preferences are updated and he

ants to use as much ammunition as possible and spread it be-

ween as many locations as possible. The Defender, on the other

and, would prefer just the opposite. 

The next node to be eliminated is the Attacker’s decision node

bout how to use artillery . This decision depends on how many tar-

ets have been discovered by the UAV reconnaissance. The Attacker

ants to use as much ammunition as possible to inflict maximum

asualties, but, at the same time, he wants to conserve ammuni-

ion. These objectives are so obviously in conflict that no decision

lternative is going to be dominated based on them. Because the

ttacker prefers to spread artillery fire between as many targets as

ossible, he will always prefer to have as many as possible targets

o aim at. Thus, when the Attacker’s decision node is removed, he

ill no longer have preferences over aiming locations or ammu-

ition consumption, but higher number of targets identified with

AV reconnaissance is now preferable. The Attacker also still wants

o minimize UAV losses. The Defender wants to minimize the num-

er of targets identified by the UAVs, maximize UAV losses, and

inimize investment costs. 

.4. UAV reconnaissance 

After eliminating the uncertain effects of the artillery fire and

ttacker’s decisions concerning it, the influence diagram has been

educed to a Defend-Attack game of UAV-reconnaissance, Fig. 9 .

he decision alternatives that remain for the Defender and Attacker

t the remaining decision nodes are given in Tables 1 and 2 , re-

pectively. Because the Attacker can observe the Defender’s deci-

ion, the Attacker’s non-dominated responses to the Defender’s de-

ision are determined first. 
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Fig. 8. Artillery fire inflicts higher total casualties when divided evenly between multiple targets. 

Fig. 9. Influence diagram after eliminating the artillery fire nodes. 

Table 1 

Defender’s possible UAV countermeasures (see Appendix for technical 

details). 

Decision Description Cost 

Weapon system type Projectile / Laser 110/160 

Number of weapons Up to 5 Per unit 

Weapon locations center, NW, NE, SW and SE 

Radar system type Old radar / New radar 60/100 

Number of radars Up to 5 per unit 

Radar locations Center, NW, NE, SW and SE 

Added camouflage Halves detection distance 130 

Table 2 

Attacker’s UAV reconnaissance alternatives (see 

Appendix for technical details). 

Decision Description 

UAV type 3 alternatives 

Number of UAVs Unlimited 

Sensor type 2 alternatives 

Flight altitude Depends on UAV system 
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We built a MATLAB simulation tool to estimate the effectiveness

f UAV reconnaissance. The tool incorporates a radar model that

omputes the detection probability based on physical and technical

roperties of the UAVs and radars and a simple weapon model that
utomatically destroys any UAVs that are within effective weapon

ange and have been detected. The conditional probability distri-

utions for the detecting different numbers of target points were

stimated through Monte Carlo simulation of random UAV flight

aths. 

The simulations were carried out for all combinations of De-

ender’s and Attacker’s decisions, making it possible to compute

he Attacker’s non-dominated response(s) to the Defender’s deci-

ions and weather conditions. The Attacker’s decisions were evalu-

ted based on the use of Pareto dominance for the two main ob-

ectives, i.e., the Attacker prefers to lose as few UAVs as possible

nd find as many target points as possible. No assumptions were

ade about how important these two objective would be to the

ttacker. 

The final step is to examine what decisions can be optimal in

aximizing the Defender’s expected utility. We did not elicit an

xact utility function from the Defender, but we have a partial

tochastic ordering based on the Defender’s attribute specific pref-

rences, similar to Section 3.3 . Solving the problem using Pareto

ominance over costs and the number of detected targets lead

o 1271 non-dominated defense portfolios for the Defender. This

s fewer than the 7689 at the outset, but still too many to rec-

mmend a decision. One reason why there are so many non-

ominated portfolios is that the Attacker’s response to the De-

ender’s countermeasures is uncertain. This leads to wide bounds

or the probabilities of finding different numbers of targets, see



314 J. Roponen, D. Ríos Insua and A. Salo / European Journal of Operational Research 287 (2020) 306–316 

Fig. 10. Upper and lower bounds for two cumulative distribution functions (red and blue) for the number of target points that remain hidden for Defender’s non-dominated 

alternatives. (For interpretation of the references to color in this figure legend, the reader is referred to the web version of this article.) 

Table 3 

Defender’s non-dominated maximin decision alternatives. 

Purchase cost Weapon Radar Camouflage 

Model Amount Model Amount 

0 – 0 – 0 No 

170 Projectile 1 Old 1 No 

210 Projectile 1 Old 1 Yes 

230 Projectile 2 Old 1 No 

290 Projectile 3 Old 1 No 

300 Projectile 1 Old 2 No 

320 Projectile 2 New 1 No 

340 Projectile 1 New 1 Yes 

420 Projectile 2 New 2 No 

430 Projectile 3 New 1 No 

450 Projectile 2 New 2 Yes 
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Fig. 10 . Even though both the upper and lower bounds of the blue

alternative shown in Fig. 10 are significantly lower than those cor-

responding to the red alternative, one cannot conclude which of

these alternatives is better, because the Defender’s decisions may

affect those of the Attacker, and the upper bound for the blue al-

ternative is above the lower bound for the red one. 

To narrow down the set of plausible decisions, additional pref-

erence information from the Defender is needed. In this example,

the Defender decides she wants to be prepared for worst-case sit-

uations, because the supply company needs to stay protected not

only against a single attack, but also against repeated ones over a

longer period. Thus, the maximin decision rule is applied to nar-

row down the non-dominated alternatives. 

Because the Defender’s utility function is not fully specified, the

maximin decision rule does not yield a single decision. However,

this rule reduces the number of non-dominated decision port-

folios to 30 of which most differ only in the placement of the

weapon systems. There are only 11 different equipment combina-

tions, shown in Table 3 . Many of the less costly alternatives, like

the one which ignores UAVs entirely, do not protect the supply

company well, but are non-dominated due to their low cost. 

The results show that, for instance, the more expensive laser

weapon system should not be chosen and the more expensive new

radar is worthwhile only if the Defender is willing to spend at least

320 units. Because there are only a few alternatives, it would be

possible to present the Defender with a detailed analysis of the

probabilities with which the targets are discovered and what the
ikely effects of artillery fire are; or to present a well-founded over-

ll assessment of what the most cost-efficient countermeasures are

 Kangaspunta, Liesiö, & Salo, 2012 ). 

Computing the non-dominated decision alternatives for the De-

ender took around 10 minutes using a fairly typical laptop and

ustom MATLAB code that was not optimized for speed. This is

rders of magnitude less time than it took to compute the con-

itional probability tables for the chance nodes, which took days

or the artillery fire and hours for the UAV reconnaissance us-

ng the same computer. Calculating the conditional probabilities

or the effects of artillery fire turned out unnecessary in the end,

ecause they only affected the decision dominance in very pre-

ictable ways. Using Bayesian Nash equilibrium to solve the same

roblem would have actually required those conditional probabili-

ies. 

For more complex problems, the computation time for this

ind of dominance-based analysis increases much in the same

ay as in Bayesian Nash equilibrium analysis, i.e., it grows ex-

onentially with the number of parents and children at decision

odes. However, the number of conditional probabilities in the

hance nodes grows just as fast. This means that in many prac-

ical applications, the burden involved in eliciting them is likely

o overshadow computational difficulties in solving the actual

ame. 

. Conclusions 

ARA is a promising approach to the management of risks in ap-

lication areas such as security and defense, because in contrast to

tandard game theoretic approaches, it does not necessitate strong

ssumptions about common knowledge. Still, modeling the adver-

aries’ interlinked decision process can be challenging, given that

n practice it may be exceedingly difficult or practically impossible

o elicit complete information about the adversaries’ preferences

nd beliefs. 

Motivated by this, we have proposed dominance concepts and

ssociated computational methods for characterizing and synthe-

izing partial information in ARA. Specifically, we have considered

everal variants of partial information which reflect different types

f partial information in the context of the sequential Defend-

tt ack model. However, our approach can be readily extended to

ven to more extensive ARA models which involve sequential de-

ision making, by following the principles discussed in the context

f more complex influence diagrams. The methods presented are
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eneral enough that they can be used with either single or multi-

ttribute utilities. 

We have also presented an illustrative case study on military

lanning in which the Defender seeks to protect its supply com-

any from UAV surveillance. The salient elements of this case study

re representative of the problems encountered in other ARA ap-

lications, for instance in the realm of cyber security. In particular,

he proposed solution concepts for the analysis of partial informa-

ion are likely to be useful when there are challenges in assessing

he adversaries’ multi-attribute utility functions and probability es-

imates. For instance, it would be difficult to predict how a cyber

riminal would weigh the risks of getting caught against potential

ains. 

ARA models with partial preference information can also be

sed to address problems which involve multiple decision makers

ith different objectives. For instance, in environmental decision

aking there are often multiple stakeholders whose utility func-

ions can be difficult to elicit completely ( Hämäläinen, 2015 ). In

uch settings, a partial order for the decision alternatives could be

uilt by eliciting and synthesizing partial information from these

takeholders. 

The partial information approach may help simplify complex

RA problems even if the adversaries’ preferences can be spec-

fied through utility functions. That is, because stochastic domi-

ance does not require that the expected utilities are calculated

xactly, there is no need to elicit complete probability information

or the influence diagram either. As the case with artillery fire in

he UAV case study shows, it may suffice to know the direction of

hange in the adversaries’ utilities in response to changes in the

robability parameters. 

Analyses based on partial information can also be applied

o problems involving sequential decisions by multiple actors.

ecause any inaccuracies in estimated utilities will propagate and

ccumulate in ‘deep’ influence diagrams containing long paths

etween decision and chance nodes, it may be advisable to err on

he side of caution and produce initial analyses based on partial

nformation. Then, if the partial information approach does not

arrow down decisions sufficiently, one can revert back to the

ore traditional approach, elicit the utility functions and repeat

he analysis using sets of non-dominated decisions. This will still

equire fewer probability estimates than the specification of full

arameters for the original problem. 
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ppendix A. Technical parameters in UAV simulations 

able 4 

AV parameters. 

Parameter Small UAV Cheap UAV Fast UAV 

Cost Unknown Unknown Unknown 

Radar cross-section 0.01 square meter 0.1 square meter 0.1 square meter 

Speed 20 meter/second 30 meter/second 200 meter/second 

Min altitude 20 meter 50 meter 50 meter 

Max altitude 160 meter 500 meter 500 meter 

Expensive sensor 

range 

1000 meter 1000 meter 1000 meter 
Cheap sensor range 500 meter 500 meter 500 meter 
O  
Table 5 

Radar parameters. 

Parameter Old radar New radar 

Cost 60 100 

Frequency 9.5 gigahertz 3.5 gigahertz 

Peak power 80 Watts 60 Watts 

Pulse duration 1 meter second 1 meter second 

Net gain 15 decibels 15 decibels 

Pulses integrated 1 10 

Probability of false alarm 1E-6 1E-6 

Elevation angle 30 ◦ 70 ◦

Table 6 

Weapon parameters. 

Parameter Projectile weapon Laser weapon 

Cost 110 160 

Range 1000 meter 2000 meter 

Limited by visibility No Yes 
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