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Marine industry is set to experience a change of an era as the development  of 
autonomous ships has already started. However, the operation of autonomous  ships is not possible unless the new types of hazards and its associated risks due  to the rapid 
technological changes are identified and controlled. Thus, it is  necessary to identify or develop a suitable risk management model that can  identify these new types of 
risks.   

This paper aims to identify and suggest a suitable risk management model  or a 
category of models for managing the risks in autonomous marine  ecosystems. Firstly, the available models and their categories in all major  domains such as 
aviation, automotive, railway and marine industry are explored.  Then, a SWOT analysis is conducted for each model category to assess the  strengths, weaknesses, 
opportunities and threats. The results of the SWOT  analysis show that the systemic models such as STAMP can be a suitable option  than the traditional categories such as 
sequential and epidemiological models.   
Introduction    

Because of the continuous development of autonomous technologies, the  marine 
industry currently explores feasible options for the design and operation  of maritime 
autonomous systems [1]. Cross-modal technology disruption trends  imply new risks. Hence, it becomes essential to understand gaps in existing risk  management systems 
and explore the potential of novel risk assessment methods  especially considering 
societal and industry expectations for sustainable life cycle  solutions [2].    

Whereas the marine industry traditionally utilized operational data to  understand risks, autonomous marine systems are new and their development is  based 
on limited databases. A direct influence of this is that quantitative risk  assessment (QRA) methods and passive risk management practices become less  relevant [3]. This 
is the reason why there is a need to develop new dynamic risk  assessment models that 
are suitable for detecting multiplicity of risks implied by   
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the impact of disruptive technologies, limited human – machine interaction and  
limited in service experience.   

At first instance, the limited availability of data and experience in the  
maritime domain suggest the opportunity to learn from other industries such as  
automotive, railway and aviation. As a first step toward this direction, this paper  aims 
to explore the potential of available cross-modal risk management methods  and 
frameworks and then suggest some initial thinking directions in terms of  developing 
techniques and models that may be more suitable for the marine  domain.   
Methodology   

In this paper the available hazard and accident analysis models for risk  
management used by aviation, railway, automotive and maritime domains are  
explored and models are then classified based on the taxonomy suggested by  
Underwood and Waterson [4]. A SWOT analysis is then performed for each  
category with the aim to understand their potential of implementation. The  details 
of the SWOT analysis and the detailed review of other transport domains  are presented 
in Manzur et al. [5].    
Literature Review – Exploring hazard and accident analysis models in  major domains    

Over the years various systems analysis models and tools have been  developed. Figure 1 presents the timeline of the best-known risk management  methods 
[6]. From a critical review perspective, it appears that the railway  industry has been leading the way in terms of implementation. For example,  highly - automated 
systems such as the magnetic track inspection systems have  been introduced since 1910 with the aim to supplement human inspection [7].  Railway regulatory bodies have 
recommended the usage of traditional methods  such as Event Tree Analysis (ETA), 
Fault Tree Analysis (FTA), Failure Mode and  Effect Analysis (FMEA) and Hazard and Operability study (HAZOP) for managing  the risks of modern trains with the higher 
implementation of automated systems.  Recently, Belmonte et al. [8] and Dong [9], suggested the implementation of  modern methods such as the Functional Resonance 
Accident Method (FRAM) and  System-Theoretic Accident Model and Processes 
(STAMP). It is believed that  these modern methods may present a good addition to the classical approaches  as they cover the complex interactions of modern systems.   
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Figure 1. Development of best-known hazard and accident analysis models (adapted from [6]).   

Over the past decade, the aviation industry also started using systemic   
methods. For example, [10–12] suggest that such methods are more effective in  terms 
of assessing system complexity and component interactions. Yet, classic  methods are still used primarily because of their long presence.   

The automotive industry presents an interesting domain in terms of the  potential 
to link modern risk assessment methods with safety standards. For  example, ISO 
26262 was developed for ensuring the functional safety of the  systems in the automotive domain [13]. However, it does not demand a specific  method to be 
included in the risk management process [14]. Nevertheless,  whereas in a similar fashion to aviation industry classic methods are popular,  some studies such as [15] 
and [16] have suggested that a systemic method, STPA,  can be a better option as it can be applied to a new system design from an early  stage to determine the detailed list of 
functions, failures and mitigation measures,  even without having a detailed information 
of the design.   

In the maritime domain, the Formal Safety Assessment introduced by the  International Maritime Organization (IMO) has been widely used for the  
development and use of risk management practices. The IMO FSA framework  [17] does not specify the risk methods to be used. Yet, there is a list of approaches  (e.g. FTA, 
FMEA, HAZOP, HAZID) depending on the types of systems and their  stage of 
design or operational implementation/management. With the rapid  development of autonomous systems, the necessity to develop more suitable  methods that may handle 
systemic risks and dysfunctional interactions between  system components seems essential.   

 



 115       Categories of Analysis Models   
Perrow [18] developed a matrix which classifies different domains based  on the 

manageability and coupling of their systems. Underwood and Waterson  [4] has then 
suggested different categories of analysis models that are suitable  for the quadrants in the afore-mentioned Perrow-matrix (see Figure 2). These  categories are specified as 
sequential, epidemiological and systemic. Sequential  models consist of methods that have a pre-described path and therefore linear  correlation between the origin of an 
accident (the root cause) and the outcome  (the effect). The methods such as Domino 
model, FTA, FMEA and Root Cause  Analysis are classified in this category [4]. Epidemiological methods view  accidents as a combination of “latent” and “active” 
failures within the system.  Latent conditions link with working practices (e.g. management and  organizational culture) that drive the dynamics between good 
intentions and  actual working procedures. The most popular epidemiological models are Swiss  Cheese Model, the Human Factor Analysis & Classification System 
(HFACS), and  the ATSB accident investigation model [4]. Finally, systemic models 
such as  STAMP use the application of systems theory and describe accidents as the result  of lack of safety constraints to control the scenarios generated due to unsafe  
component interactions in a system [19].                       
Figure 2. Hazard and accident analysis models categories suitable for different sets of domains in  
Perrow-matrix (adapted from [4]).   



 116       Swot Analysis   
A SWOT analysis was then conducted for analyzing the strengths,  

weaknesses, opportunities and threats of each of the analysis models categories.  The 
SWOT analysis of sequential models, epidemiological models and systemic  models are presented in Figure 3, Figure 4 and Figure 5 respectively.                                     
Figure 3. A SWOT analysis of the sequential models.   

 



                                    
Figure 4. A SWOT analysis of the epidemiological models.   
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Figure 5. A SWOT analysis of the systemic models.   
Discussion   

The literature review and the SWOT analysis presented in this paper imply  that 
understanding complex interactions between technologically disruptive  systems is 
an important first step in terms of estimating their potential  implementation within the context of managing autonomy related risks and  defining risk 
management systems of relevance based on risk control options.  Across multi-modal domains, it becomes obvious that autonomous systems and  operations are defined by 
components and subsystems that are interconnected.  In this sense, manageability 
becomes critical in terms of understanding risks  associated with system functionality. Another key point to consider is  intractability especially for cases 
where principles of functioning are unknown,  while a high level of detail is essential to understand the dynamic interactions of   
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sub-systems. Accordingly, the high complexity and interconnectivity of  autonomous systems are key factors and should be considered in terms of  defining 
unified approaches and risk management models in autonomous marine  domain.   

The comparison of the strengths, weaknesses, opportunities and threats  of all categories shows that the systemic models are the most suitable models for  the systems 
with tight coupling and low manageability. Furthermore, these  models are also 
effective in systems with the high involvement of different  components such as physical, human, organizational and software. Moreover, the  systemic models do not 
require empirical data as these models do not aim to  estimate the probability of risk occurrence and consequences. In addition, these  models have several other benefits such 
as providing a wider view and focus on  safety control improvements and an assessment of dysfunctional interactions  even in normally operating components. As all these 
features are required in  autonomous marine ecosystems, this study shows that the 
systemic models can  be a suitable option to analyses the autonomous systems in marine industry and  manage risks from the earliest design phase.   
Conclusions   

The review presented in this paper suggests that modern risk assessment  
practices (e.g. FRAM, STAMP) could be a foundation or an optimal choice for the  risk assessment of autonomous marine systems especially considering the sub- system 
complexity and interconnectivity of autonomous ships and their  components. Nevertheless, there are also some drawbacks of using such  approaches as they 
require high resources and well-developed educational  practices. Considering that the information on autonomous designs and their  functionality is still limited, there is 
a need to re-consider all available methods in  a greater detail. Various factors such as 
(a) the desired level of thoroughness in  comparison to resource consumption; (b) the level of detail in the analysis and  (c) the format ad content (risk nodes) that may be 
demanded by each of the  categories for the analysis could be considered to justify any future choices.   
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