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Abstract

Public awareness on privacy stimulates many researches about privacy-preserving location based ser-
vices (LBS) in terms of providing mutual privacy to both LBS and its users. However, the high latency
of privacy preservation in LBS becomes a main obstacle for applying LBS to Internet of Vehicles (IoV).
To solve this problem, we propose two privacy-preserving LBS query schemes (kNN and T-kNN) by
taking the advance of fog computing and by applying oblivious transfer (OT) and ciphertext-policy
attribute based encryption (CP-ABE). Given a query from a vehicle, both schemes return k nearest
POIs as response, with the difference that T-kNN supports fine-grained type based POI queries. Based
on our proposed oblivious key transfer and privacy-preserving secret key generation, both schemes pre-
serve mutual privacy of both LBS provider and vehicles. Complexity analysis and empirical study
show that our approach outperforms the other two state-of-the-art works.

Keywords: LBS, fog computing, IoV, kNN query with type

1. Introduction

As one of the most popular location-awareness
applications, location based services (LBS) is
widely applied in the context of Internet of Ve-
hicles (IoV) [1, 2]. It facilitates people with great
convenience in traffic tracking, points of interest
(POI) searching, advertisement receiving, and so
on. With location related queries from vehicles,
an LBS provider responses with POIs tailored to
that location. For example, with specific queries,
a vehicle can get information like k nearest gas
stations, restaurants, or retail stores to its current
geographical position from the LBS provider.
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Despite the benefits of LBS, privacy is a se-
rious concern for launching it in practice, as
query information collected from vehicles can re-
veal far more than their latitude and longitude
[3, 4]. Knowing where a vehicle is plus some
background knowledge can infer many sensitive
information about vehicle drivers and passengers,
such as home address, hobbies, travel trajectory
and destination, which could greatly threat their
properties and even life security. On the other
hand, from the perspective of LBS provider, POI
data should be protected from any unauthorized
parties for free access because it is considered
as a valuable asset of the LBS provider that re-
quires enormous investment to collect and main-
tain [5]. A mature LBS should provide mutual
privacy with respect to both LBS and vehicles.

The above concern stimulates researches in de-
signing privacy-preserving LBS. Solutions such as
Mix zone [6, 7], k-anonymity [8, 9, 10] and dummy
location [11, 12, 13] were firstly provided to pre-
vent LBS from locating the user. However, they

Preprint submitted to Nuclear Physics B February 13, 2019



LBS Provider

Figure 1: System overview

fail to support mutual privacy without consider-
ing the protection of POI data that are valuable
assets of the LBS provider and should not be ac-
cessed freely [14]. Cryptographic techniques like
homomorphic encryption [15], private information
retrieval (PIR) [16, 17] were then introduced to
solve this problem. In spite of the mutual privacy
they provided, they also incur heavy overheads,
which is prohibitive in practice.

On the other hand, overheads caused by pro-
tecting privacy is not the only reason of high la-
tency. Traditional LBS systems normally main-
tain a centralized processing scheme with LBS re-
motely deployed in the cloud [18, 3]. Generally,
each query needs to go through the whole net-
work to reach a LBS provider. Even with the
high coverage of the Internet connectivity of IoV,
the further adoption of LBS in the field of IoV is
still limited due to the high-latency and network
bandwidth cost induced by centralized processing
scheme.

Owing to the mobility of vehicles, the low-
latency becomes very crucial for LBS queries, oth-
erwise obtained results may not satisfy the current
spatial range of the vehicle. Therefore, the above
existing solutions are not applicable to IoV where
query responses should be immediate and reliable.

To address the above problems and practivally
deploy LBS into IoV, we take the advance of fog
computing and propose two privacy-preserving
LBS schemes. Fig 1 shows the hierarchical struc-

ture of a fog computing based LBS system. In
this system, the LBS provider outsources part
of its service to the fog nodes (e.g., base sta-
tions and road-side units) and vehicles can query
these nodes for POIs searching. Since each node
is only responsible for nearby POIs in a specific
range, the query starts from roadside units (the
leaf node) and goes to the upper level until the
root node (the LBS provider) when the query can-
not be satisfied at the current node. This design
makes up the disadvantage of centralized process-
ing in the cloud. By processing data closer to its
query source, it can significantly expedite com-
putation and save bandwidth required for trans-
mitting data, thus enabling low-latency query re-
sponse. In addition, compared with traditional
centralized systems, this decentralized design is
more resistant to bottleneck problem when mas-
sive vehicles query simultaneously [19].

In terms of privacy preservation, we propose
two LBS query schemes: k-nearest neighbours
(kNN) query and type based k-nearest neighbours
(T-kNN) query since these two schemes can be
easily adapted to other queries like nearest neigh-
bour or range query by setting k = 1 or setting
distance threshold for retrieved POIs. Given a ve-
hicle’s GPS coordinates, kNN returns the k near-
est POIs to the vehicle considering only location
matching. T-kNN takes as input not only coor-
dinates but also POI types and output k nearest
POIs of required types. In general, both of the
proposed schemes are composed of two phases:
system initialization and online query. The sys-
tem initialization is processed offline where the
LBS provider encrypts its POI data and dis-
tributes the encrypted data to each fog node ac-
cording their coverage regions. The online query
is performed based on GPS coordinates and op-
tional POI type preference. In this process,
the vehicle obtains some appropriate private keys
from the LBS provider and then performs decryp-
tion over the encrypted POIs retrieved from a fog
node. By applying oblivious transfer (OT) [20]
and ciphertext-policy attribute based encryption
(CP-ABE) [21], we realize oblivious key transfer
and privacy-preserving secret key (SK) generation
to achieve privacy-preserving key retrieval. It is
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noteworthy that not all but only the query re-
lated POIs can be decrypted during this process.
In particular, with sophisticated design of initial-
ization, we decrease the required number of keys
from O(n) to O(log2n), thus dramatically reduces
latency. Thus, our schemes have a great improve-
ment in online query response compared with the
state-of-the-arts.

Specifically, the contributions of this paper
can be summarized as below.

• We propose a new LBS framework based on
fog computing to support mobile query in
IoV. Compared with traditional centralized
systems, the decentralized design provides a
low-latency and reliable response with resis-
tant to incessant query problems.

• Based on OT and CP-ABE, we propose
two privacy-preserving LBS schemes named
kNN and T-kNN to achieve mutual privacy
preservation in terms of both LBS and ve-
hicles. In particular, T-kNN supports fine-
grained type-based POI query.

• Owing to the mobility of vehicles, computa-
tional cost and communication delay should
be as little as possible. Both complexity
analysis and empirical study shows that our
approach outperforms the other two state-
of-the-art works.

The organization of this paper is as follows.
Section 2 briefly reviews some related work. Sec-
tion 3 defines our research problem and gives an
overview on our approach. Section 4 and Section
5 describe the details of our schemes and their se-
curity analysis, followed by experimental results
presented in Section 6. Finally, we conclude this
paper in Section 7.

2. Related Work

The increasing public attention to privacy
has spurred many research efforts in privacy-
preserving LBS. Solutions such as Mix zone [6, 7],
k-anonymity [8, 9, 10] and dummy location [11,
12, 13] were firstly provided to prevent LBS from

locating the user. By injecting some fake loca-
tions that are undistinguishable from the real one
into each query, the users make the LBS provider
unable to locate their exact locations. However,
the above works fail to support mutual privacy
without considering the protection of POI data
that are valuable and should be kept secret from
unauthorized users. In addition, the generation of
fake locations highly depends on the distribution
and density of users, which could lead to weak pri-
vacy preservation when only a limited number of
users are available in infrequently visited regions,
not to mention the extra computation and com-
munication cost induced by the above methods.

An integration of cryptographic techniques
guarantees more stong privacy than former meth-
ods. Based on cryptographic techniques like ho-
momorphic encryption [15], private information
retrieval (PIR) [16, 17], mutual privacy protec-
tion can be achieved. Based on Computational
PIR [22], Ghinita et al [16] proposed a method for
nearest neighbors searching which aims to retrieve
the POIs in the target cell without compromising
the location information in the query. A similar
work was introduced in [17], but using OT and
PIR in retrieving target cell. Yi et al. [15] firstly
proposed a kNN query with location privacy by
applying Paillier Homomorphic encryption [23]
and Rabin encryption [24]. Although the above
schemes support kNN query with POI types, dif-
ferent from multiple-type query supported by our
scheme proposed in this paper, they only sup-
port one interest type for each POI, which ob-
viouly cannot satisfy practical user demand. On
the other hand, despite strong privacy preserva-
tion, the computational costs induced by these
schemes is big, thus they are unable to provide a
low latency service in IoV.

Fog computing has been introduced to make
up the disadvantage of the centralized cloud com-
puting [25]. However, existing applications of fog
computing mainly focus on wireless sensor net-
works [26] or real-time navigation of vehicular ad
hoc networks [27]. Little work has paid attention
to privacy issues in IoV. One related work was
proposed by Yang et al [19], a fine grained and
privacy-preserving query scheme named FGPQ
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Figure 2: Overview of mutual privacy preserving location-
based queries

for fog computing-enhanced location-based ser-
vice. Different from range query provided in [19],
we more focus on kNN query with different types,
which is more commonly needed in practice.

3. Problem Definition

3.1. System Model

Fig. 1 shows the system model of fog comput-
ing enhanced LBS in the context of IoV. There are
three types of entities: LBS provider, fog nodes
and vehicles. The LBS provider outsources the
POI data to the fog nodes and vehicles can query
fog nodes for POIs searching. Currently, we pro-
vide two types of location-based queries: kNN
query and T-kNN query. Given a vehicle’s GPS
coordinates, kNN return the k nearest POIs to
the vehicle. The T-kNN also takes POI types as
input not only coordinates and output k nearest
POIs with the expected types.

Fig 2 gives a high level overview of our de-
sign of privacy preserving LBS query. It is com-
posed of two major steps: system initialization
and online query. System initialization is an of-
fline processing where LBS encrypts its POI data
and distributes the encrypted data to each fog
node according their coverage region. As the
owner of POI dataset, the LBS provider is re-
sponsible for key generation and data encryption.
The encrypted POIs are then downloaded by the

fog node through a stable and fast network con-
nection. The key used for encryption is held by
the LBS provider. Online query is an online pro-
cess where the vehicle first obtains some appropri-
ate private keys from the LBS provider based on
its GPS coordinate and optional POI type pref-
erence, and then performs some decryption over
the encrypted POIs obtained from the fog nodes
to receive the corresponding query results. It is
noteworthy that not all but only query related
POIs can be decrypted during this process.

It is also remarkable that in our model, we as-
sumed an ideal situation where the whole map is
covered and evenly divided by fog nodes, when a
vehicle enters some region, it sends out query to
the closet node, and in the tricky location where
the distance is equal to two or more nodes, it
should connect to the fog node in the moving
direction or random one in the worst situation.
And for the situation when the queried result is
not supported in current region, it goes to higher
level node covering bigger region until the whole
map, so in the ideal situation, all queries will be
responded if there is a positive result. However, it
still has some limitation in practice since it may
not be that easy to achieve a fully coverage of the
whole map, uncovered region may appear some-
times, but since vehicles are moving fast, they can
pass this region quickly and connect to the LBS
service immediately once they enter a new cov-
ered region again. Thus, it is still feasible as long
as the main map region are covered by node.

Algorithm 1: Privacy Preserving kNN
Query - system initialization

Input: LBS with POI database
Output: LBS with encryption key, Fog nodes with

outsourced POIs

1: LBS builds a grid index P with M = m×m cells over its POI
database and the content of each cell is c = m1

x,y |m2
x,y | · · · |mdx,y

2: LBS selects key generator K, which is l = log2M pairs random
values (K0

1 ,K
1
1 ), (K

0
2 ,K

1
2 ), · · · , (K0

l ,K
1
l )

3: For each cell I, LBS selects a unique key from

KI = Ki1
1 ,K

i2
2 , · · · ,K

il
l with binary representation of

I = (i1, i2, · · · , il)
4: For each cell, LBS encrypts the content c

by E(c)← H(g
∏l

k=1K
ik
k , dα)⊗ c

5: LBS distributes encrypted cells to fog nodes according to their
coverage region
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3.2. Threat Model

We take an assumption that the system is in a
semi-honest adversary model, that is, all the par-
ties will follow the scheme specification, but at
the same time, attempt to use the observed inter-
nal state to learn more information than output.
Although malicious adversary model is preferred
for achieving stronger security, it is too inefficient
to implement and to be used in practice.

Herein, we focus on the security between the
vehicle and the LBS provider because the fog
node is just an intermediate node for encrypted
data storage and communications. Concretely,
the fog nodes are responsible for storing of nearby
POIs and answering the pull request from vehi-
cles. However, the POIs stored in fog node are
all encrypted in a secure way and the key for
decryption is hold by LBS. Except data trans-
mission for storage, no other further communia-
tions between the fog node and the LBS provider,
thus the query and POI information are secure
from the fog nodes. Therefore, we only consider
two possible adversaries: the LBS provider that
tries to obtain the sensitive information about ve-
hicles from their location-based queries, for ex-
ample, their physical locations and their hobbies
through the types of POIs they queried; the ve-
hicle that aims to obtain the POIs unauthorized
to access, which are not the answer to its own
location-based queries. Hence, the objective of
our work is to design a scheme that can protect
mutual privacy (i.e., the queries from the vehicle
and the POI data owned by the LBS provider)
when processing location-based queries and offer-
ing LBS.

This paper adopts the ideal/real simulation
paradigm, which is a standard security formula-
tion in the area of secure multi-party computation
[28]. In this formulation, a real protocol execution
in a “real world” is mapped to an ideal protocol
realization in an “ideal world”. In the ideal world,
there exists a secure physical channel, where the
adversary can only observe messages sent. A pro-
tocol is said to be secure if for all adversaries,
there exists a simulator, so that the outputs of
the “adversary in the real game” and “simulator
in the ideal game” are indistinguishable.

4. Privacy-Preserving kNN Query

We first present our scheme of privacy preserv-
ing kNN query. In this query, both POI data and
vehicle query are represented by the GPS coor-
dinates (x, y) without type restriction. Its algo-
rithms and security analysis are elaborated in the
following.

Algorithm 2: Privacy Preserving kNN
Query - online query processing

Input: LBS with key generator K, Fog node with
encrypted map, Vehicle v with location query q

Output: v gets k nearest POIs to q

1: v downloads encrypted map from fog node
2: v inserts all cells of P to a priority queue T
3: while T is not empty and max(T ) < min(L) do
4: I = Dequeue(T )
5: LBS chooses random elements r1,r2,· · · ,rl and compute

g1/
∏l

k=1 rk

6: LBS feeds Alg. 3 with input
(K0

1r1,K
1
1r1), (K

0
2r2,K

1
2r2), · · · , (K0

l rl,K
1
l rl)

7: v obtains l keys Ki1
1 r1,K

i2
2 r2, · · · ,K

il
l rl by feeding I into

Alg. 3
8: v obtains the decryption key for cI by

g
∏l

k=1K
ik
k = (g1/

∏l
k=1 rk )

∏l
k=1K

ik
k
rk

9: v obtains POIs by decrypting E(cI) with

H(g
∏l

k=1K
ik
k , dα)⊗ E(cI)

10: v updates L using newly retrieved POIs
11: end while
12: v takes POIs in L as the query result

4.1. System Initialization

Algorithm 1 is system initialization of privacy-
preserving kNN query. We adopt the grid index
proposed in [15] for kNN query. More specifi-
cally, LBS divides the geographic map of its POI
database into M = m×m cells with the same size
(M is public). Suppose each POI can be repre-
sented by an α-bits integer, by concatenating all
POIs located in that cell, each cell is represented
by an dα-bits integer, where d is the maximum
number of POIs among all cells. The generated
grid index is denoted as P .

To protect POI privacy, LBS needs to en-
crypt grid index P before outsourcing them to
fog nodes. Assume that P is an index with 1024
cells, to encrypt all cells, a plain method is creat-
ing 1024 unique keys, and allocating them to each
cell. However, as the growing of cell number, it
incurs not only the space for key storage, but also
heavy communication cost for transferring these
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keys during online query. To cope with this prob-
lem, we propose a key generator which requires
log2M pairs of key for grid with M cells. In line 2
(Alg.1), LBS generates l random pairs keys where
l = dlog2Me. By using this strategy for key gen-
eration, only 20 (2× log21024) keys are needed in
our example.

Algorithm 3: Oblivious Key Transfer
Input: LBS with key generator K, v with query index

I = i1, i2, · · · , il
Output: v with unique key KI = Ki1

1 ,K
i2
2 , · · · ,K

il
l

1: for k = 1 to l do
2: with ik as input, v uses a 1-out-of-2 OT on (K0

k ,K
1
k) to

obtain K
ik
k

3: end for

To encrypt the content of each cell, the binary
representation (i1, i2, · · · , il) of cell index I is used
as the selection bits to select l keys from the l pairs
of keys. The exclusive-OR of the l selected keys,⊗l

k=1K
ik
k , is given to a secure hash function H

to produce an dα-bits pseudorandom string. The
encryption of c is completed by computing the
exclusive-OR of c and the pseudorandom string
(in line 3 of Alg. 1). For example, when I =7, the
unique key KI = (K0

1 , K
0
2 , · · · , K0

7 , K
1
8 , K

1
9 , K

1
10)

which is selected from key generator K with I =
(0000000111). Then, with the content of the cell
and the unique key as an input, the encryption
function outputs the ciphertext corresponding to
that cell. As we can see, with key generator K,
the key size decreases from M to 2 × log2M for
index with M cells, which can not only decrease
the storage requirement for key, but also release
the pressure during online query. After that, these
encrypted cells are distributed to each fog nodes
according their coverage region while key is kept
by LBS secretly.

Next, we will explain how can vehicle retrieve
k nearest POIs while keeping mutual privacy in
this framework.

4.2. Online Query Processing

When vehicle enters a region, it queries the
nearest fog node and LBS to retrieve k nearest
POIs to its location q. If there is no enough qual-
ified POIs supported by current fog node, it goes
to upper level and queries the fog node with bigger

A

B

C

D

1 2 3 4

p(x, y)p(x, y)

v1(x1, y1)v1(x1, y1)

v2(x2, y2)v2(x2, y2)

A

B

C

D

1 2 3 4

pp
d1d1

d2d2

Figure 3: Distance between a point and a cell

coverage region. For a specific node, the commu-
nication between three parties is shown in Alg. 2.
It is implemented based on best-first search strat-
egy [29]. In this procedure, a priority queue T
and a sorted list L are needed for storing the cells
of grid P that will be explored during the search
(only the cell index in T ) and k nearest POIs to q
that have been retrieved so far. Function max(T )
outputs the max distance between q and cells in
T , while min(L) returns the min distance between
q and POIs in L.

Initially, all cells of P are inserted into T with
their distances to q as priority, and L is set to
be empty. After that, the top cell (i.e., the near-
est cell to q) is removed from T and its index is
fed into oblivious key transfer algorithm to obtain
some appropriate keys that can be used to decrypt
this cell. Holding the index I of this cell, vehi-
cle can query LBS for l unique keys correspond-
ing to the cell by running an obvious key trans-
fer protocol (shown in Alg. 3), which is built on
the oblivious transfer protocol presented in [20].
By XORing these l keys, the vehicle can gener-
ate the decryption key for cI , and with the down-
loaded map from fog node, vehicle can perform
decryption over cI locally and get POIs located
in the cell. Based on the decrypted POIs, the
list L is updated with up-to-date k nearest POIs
to q. This process continues until T is empty, or
max(T ) is larger than min(L), which means the
unexplored POIs in T are all farther than the cur-
rent POIs in L. It is remarkable that vehicle also
goes to upper level when interested cell is not cov-
ered by current node.

For the distance measurement between query
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q and cell c, we use the following equation:

d(q, c) =
√
d2x + d2y (1)

where

dx =
1

2
(|x− x1|+ |x− x2| − |x2 − x1|)

dy =
1

2
(|y − y1|+ |y − y2| − |y2 − y1|)

and (x, y), (x1, y1), (x2, y2) are the coordinates
of q, the upper left vertex v1 of c, the lower right
vertex v2 of c, respectively, as depicted in Fig. 3.
It represents three cases. If q is located in c (e.g.,
the cell B2 in Fig. 3), we have d(q, c) = 0. For
green cells say the cell A4, d(q, c) = d1 is measured
by the distance from the nearest edge of c to q.
For yellow cells say the cell D2, d(q, c) = d2 is
measured by the distance from the nearest edge
of c to q. Clearly, the distance between q and any
point in A4 is larger than or equal to d1, and the
distance between q and any point in D2 is larger
than or equal to d2. That is why we can safely
prune some unvisited cells in our solution.

4.3. Security Analysis

Before we get into the proof of our proposed
protocol, we first present the security definition of
OT. More detailed proof about OT can be found
in paper [30].

Theorem 1. Chooser’s security: for any
c1, c2 ∈ 0, 1 and for any adversary B′ excuting
the sender’s part, the views that B′ sees in case
she tries to obtain Mc1 and in case the chooser
tries to obtain Mc1 are statistically indistinguish-
able given M0 and M1.

Theorem 2. Sender’s security: for every dis-
tribution on the inputs (M0,M1) and any adver-
sarial A substituting the chooser, there exists a
simulator A′ that gets to play the chooser’s role in
the ideal model and the same a priori information
about M0 and M1 as A, such that the outputs of
A and A′ are statistically indistinguishable given
M0 and M1.

Next, we define the security of our proposed
protocol and present the proof as following. As
we stated in Section 3.2, we focus on the secu-
rity analysis between vehicle and LBS because fog
node .

Theorem 3. Vehicle’s security: Based on
chooser’s security, the privacy preserving kNN
query hides the query q from LBS.

Proof: We prove that there is a polynomial-
time view simulator SimLBS(Q) for LBS, which
generates a distribution statistically close to what
is viewed from LBS, V IEW (Q), here Q = {q1, q2,
· · · , qn} is n continuous queries from vehicle. For
each SimLBS(qj), it works as follows. First, it
randomly chooses a query q̄j which also denoted
as ī1, ī2, · · · , īl. It then executes OT protocol with
īk as input, during which the view of chooser is
V IEW (q′j). According to theorem 1, V IEW (qj)
and V IEW (q′j) are statistically indistinguishable
from each other. Then, it is easy to conclude that
V IEW (Q) and V IEW (Q′) are statistically indis-
tinguishable with each other.

Theorem 4. LBS’s security: Based on
sender’s security, the privacy preserving kNN
query prevents the leakage of unauthorized POIs
from vehicle.

Proof: We define a polynomial-time
view simulator Simv(Key) for vehicle
v, which generates a distribution statis-
tically close to what is viewed from v,
V IEW (Key) = V IEW (Key1, Key2, · · · , Keyn)
where V IEW (Keyj) = (Ki1

1 r1, K
i2
2 r2, · · · , K

il
l rl),

here Keyj is the original key pairs gener-
ated by LBS. Simv(Key) works as follows.
First, it randomly chooses l pairs of key
which is Key′. Then, for each Simv(Keyj),
it randomly chooses l random number
r′ = (r̄1, r̄2, · · · , r̄l) and executes OT protocol on
Key′ and r′, during which the view of vehicle

is V IEW (Key′j) = K̄i1
1 r̄1, K̄

i2
2 r̄2, · · · , K̄

il
l r̄l.

According to theorem 2, V IEW (Key′j) and
V IEW (Keyj) are statistically indistinguishable
with each other. And for continuous com-
munication, r′ is indistinguishable from each
other, which also means the V IEW (Key) and
V IEW (Key′) are statistically indistinguishable.
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Algorithm 4: Privacy Preserving kNN
Query with Type - offline index building

Input: LBS with POI database
Output: LBS with encryption key, Fog nodes with

outsourced POIs

1: LBS generate the public parameters PK and a master key MK
according to CP-ABE

2: LBS encrypts each POI with
E(mx,y,T )← ENcp(PK,mx,y,T , A), where access structure
A = (t1 ∨ t2 ∨ · · · tl)

3: LBS builds a grid index P with M = m×m cells over the
whole map

4: LBS stores c = E1(mx,y,T1 )|E2(mx,y,T2 )| · · · |Ed(mx,y,Tt ) for
each cell

5: LBS generates encryption key K, which is composed of
l = log2M random pairs of keys (K0

1 ,K
1
1 ), (K

0
2 ,K

1
2 ), · · · ,

(K0
l ,K

1
l )

6: For each cell I, LBS selects a unique key from

KI = Ki1
1 ,K

i2
2 , · · · ,K

il
l with binary representation of

I = (i1, i2, · · · , il)
7: For each cell, LBS encrypts the content c by

E(c)← H(g
∏l

k=1K
ik
k , dα)⊗ c

8: LBS distributes encrypted cells to fog nodes according to their
coverage region

5. Privacy-Preserving kNN Query with
Type

In this section, the type of POI is considered.
The provided solution can support the most com-
plicated scenario where POI with one or more
types for both POI database and kNN query are
considered. Now each POI data is represented
by a tuple (x, y, T ), where T = (t1, t2, · · · , tl) is
a set of different types related to each POI. Ex-
amples of type ti include shopping mall, school,
restaurant, bank and so on. For any vehicle with
query = (x, y,QT ), this query returns k nearest
POIs with type attribute specified in QT which is
the subset of returned POI type set T .

5.1. System Initialization

Here, we provide a solution with a little adap-
tion on kNN query. First, before dividing all POIs
into M cells, we encrypt each POI with type at-
tributes specified in T (line 2 in Alg. 4) and re-
quire that only the subset of T can decrypt this
POI. To achieve this, we adopt ciphertext-policy
attribute-based encryption (CP-ABE)[21] for en-
cryption. In CP-ABE, a user will be able to de-
crypt a ciphertext, if and only if his attribute sat-
isfies the policy of the respective ciphertext. For
instance, a ciphertext is encrypted with respect

Algorithm 5: Privacy Preserving kNN
Query with Type - online query processing

Input: LBS with encryption key, Fog node with encrypted
map, v with q = (x, y,QT )

Output: v gets k nearest POIs to q with type QT

1: v obtain SK from LBS with QT as input (see Alg. 6)
2: v downloads encrypted map from fog node
3: v inserts all cells of P to a priority queue T
4: while T is not empty and max(T ) < min(L) do
5: I = Dequeue(T )
6: LBS chooses random elements r1,r2,· · · ,rl and computes

g1/
∏l

k=1 rk

7: LBS feeds Alg. 3 with input (K0
1r1,K

1
1r1),

(K0
2r2,K

1
2r2), · · · , (K0

l rl,K
1
l rl)

8: v obtains l keys Ki1
1 r1,K

i2
2 r2, · · · ,K

il
l rl by feeding I into

Alg. 3 also
9: v obtains the decryption key for cI by

g
∏l

k=1K
ik
k = (g1/

∏l
k=1 rk )

∏l
k=1K

ik
k
rk

10: v obtains encrypted POIs (E(mx,y,T ) by decrypting E(cI),

which is, computing H(g
∏l

k=1K
ik
k , kα)⊗ E(cI)

11: v decrypts each POI (E(mx,y,T ) with SK
12: v updates L using newly retrieved POIs
13: end while
14: v takes POIs in L as the query result

Algorithm 6: Privacy Preserving SK Gen-
eration

Input: LBS with master key MK, v with query type
QT = t1, t2, · · · , tl

Output: v with SK
1: v generates l random rj for each attribute
2: LBS generates a random r and l random r′j for each attribute

3: LBS computes D = g(α+r)/β and send to v
4: for j = 1 to l do
5: v computes H(tj)

rj and sends to LBS

6: LBS computes Dj = gr · (H(tj)
rj )r

′
j , D′

j = (grj )r
′
j

7: end for
8: LBS sends all Dj and D′

j to v

9: v constructs SK = (D,Dj , D
′
j)for1 ≤ j ≤ l

to the policy A ∨B ∨ C, then user with a key to
attribute A is able to decrypt. Even though key-
policy attribute-based encryption (KP-ABE)[31]
has the same property and produces smaller ci-
phertext, it cannot guarantee a secure way for se-
cret key generation which is also important in our
problem.

In conclusion, the system initialization of T-
kNN works as following. With the public pa-
rameters PK generated according to CP-ABE,
LBS provider encrypts each POI with type at-
tributes specified in T as the access structure.
Thus, each POI is encrypted into a unique cipher
text and only secret key SK with respect to this
access structure can decrypt the POI data cor-

8



rectly. Then same to the kNN query in Alg. 1,
LBS provider creates and encrypts the grid index
over the whole region, but each POI is represented
as an ciphertext now.

5.2. Online Query Processing

It follows the best-first strategy described in
Alg. 2. Each time, priority queue pops up a cell
index from the candidate, with this index and key
transfer algorithm (see Alg. 3), vehicle can suc-
cessfully retrieve the corresponding d POIs within
the cell. But it is noteworthy that the message we
stored in each cell of P is the encrypted. So, what
user get with cell index is d encrypted POIs. To
show POIs in plaintxt, we only need to get the
secret key (SK) with respect to query type QT .
The generated SK can decrypt POIs only when
QT is a subset of POI type T .

However, the generation of SK is highly de-
pendent on query type QT and master key MK
which is hold by vehicle and the LBS provider
separately. In addition, SK should only be ex-
posed to vehicle at the end. By investigating
into the detail of CP-ABE, we provide a privacy-
preserving SK generation algorithm (Alg. 6). In-
stead of sending plaintext of type query QT , we
disguise QT with hash function and random value
rj (line 5 in Alg. 6). SK can be further gener-
ated according to this disguised QT and returned
back to vehicle. With retrieved SK, it is easy for
user to decrypt (E(mx,y,T ) (in line 10 of Alg. 5).
We apply the decryption function on each POI in
ci, only the POI containing query type QT can
be decrypted. The whole process repeats until k
nearest POIs are collected.

5.2.1. Security Analysis

Recall that T-kNN query is composed of cell
key retrieval (oblivious key transfer) and type
key retrieval (privacy preserving SK generation).
Since we have proved the security of vehicle and
LBS during oblivious key transfer (theorem 3 and
4), we only need to show the security under SK
generation. Before we get into the detail, we first
give the definition of Decisional Diffie-Hellman
(DDH) assumption which is the theoretical foun-
dation for LBS security later.

Theorem 5. DDH assumption: For a cyclic
group G with generator g, given (ga, gb, gab) ∈ G
and (ga, gb, gc) ∈ G, gab and gc are computation-
ally indistinguishable.

Theorem 6. Vehicle’s security: With ran-
domness of r, T-kNN query hides type QT from
LBS provider.

Proof: We assume that there is a polynomial-
time view simulator SimLBS(QT ) for server
LBS, which generates a distribution statisti-
cally close to what is viewed from LBS, which
is V IEW (QT ) = (H(t1)

r1 , H(t2)
r2 , · · · , H(tl)

rl).
For SimLBS(QT ), it randomly chooses a query
QT which also denoted as t′1, t

′
2, · · · , t′l and ran-

dom R = (r′1, r
′
2, · · · , r′l). It then computes

H(t′j)
r′j accordingly, during which the view is

V IEW (QT ′) = (H(t′1)
r′1 , H(t′2)

r′2 , · · · , H(t′l)
r′l).

As long as the security of hash function H and
randomness of R, V IEW (QT ) and V IEW (QT ′)
are indistinguishable from each other.

Theorem 7. LBS’s security: Based on hard
problem of the DDH, the T-kNN query prevents
the leakage of unauthorized POIs from vehicle.

Proof: Similarly, we define a polynomial-
time view simulator Simv(MK) for vehicle v,
which generates a distribution statistically close
to what is viewed from v, V IEW (MK) = SK =
(D,Dj, D

′
j). Simv(MK) works as follows. It

randomly generates MK ′ = (β, gα), and com-
putes D′, D′j and D′′j for according to query
type (line 3 and 6 in Alg. 6). The view dur-
ing this process is V IEW (MK ′) = (D′, D′j, D

′′
j ).

Based on DDH assumption, it is easy to prove
that V IEW (MK) is computationally indistin-
guishable from V IEW (MK ′) which also means
the privacy of LBS.

6. Performance Evaluation

6.1. Complexity Analysis

This section discusses query latency in our
proposed scheme and gives a comparison with two
state-of-the-art works presented by Paulet et al.
[17] and Yi et al. [15]. Query latency is the time
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Table 1: Comparison of Complexity

kNN Query T-kNN Query
Comp.

Comm.
Comp.

Comm.
client server client server

Ours O(log2m) O(log2m) 6log2m +
km2/n+ 2

O(log2m+ l) O(log2m+ 2l) 6log2m +
km2/n+3+3l

Yi O(m) O(m2) 2m O(m+ t) O(tm2) 2m+ t
Paulet O(m2) O(m) 7 + 8m -
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Figure 4: Latency comparasion of kNN
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Figure 5: Latency comparasion of T-kNN

interval from a vehicle sending a query to receiv-
ing the feedback, which contains the online com-
puting delay and communication delay. In online
computation analysis, we consider the computa-
tion of modular exponentiations (exp) and ignore
the computation of modular multiplications and
squares because the latter is much cheaper than
the former.

To simplify the comparison resulting from dif-
ferent settings, we unify the problem into a setting
where the whole map is divided into M = m×m
cells, with k nearest POIs to the cell center. Also,
for our scheme, we suppose that there are n fog
nodes with cells evenly deployed on them. The
performance analysis is based on average of sev-
eral retrieval result. Besides, we set the bit of all
the items transferred online to 1024, this is rea-
sonable, since no matter the POI or group mem-
ber used for encryption, the length required for se-
curity consideration is normally equal or smaller
than 1024. The total type is denoted as t and
the number of type in the query is denoted as l.
The complexity comparison result is presented in
Table 1.

6.1.1. Complexity Analysis of kNN

We start from the computational costs analy-
sis of kNN query from both three papers, which
are denoted as Ours, Yi and Paulet respectively.

Recall that in our scheme, everytime when ve-
hicle enters a region, it downloads the encrypted
map from nearest node and retrieves the key back
from LBS to decrypt them to get k nearest POIs.
Thus, the complexity analysis is composed of two
parts, map downloading and key retrieval. For
map downloading which involves only map size,
the communication cost is k × m2/n with m2/n
cells and k POIs in each cell. For the latency
from key retrieval, it results from both compu-
tation and communication cost. As one OT re-
quires 2 exp for chooser(client) and 1 exp for
sender(server), thus, plus the exp from online
query processing, it is easy to conclude that for
transferring 2log2m (enough for M cells in the
grid) key, it requires 4log2m+1 exp for client and
2log2m + 1 exp for server. The communication
overheads during this process is 6log2m+ 2 group
members with 1024 bits for each.

Same to the grid index adopted here, Yi im-
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Figure 6: Computation cost of kNN
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Figure 7: Communication cost of kNN

plemented kNN query by dividing the map into
cells and retrieving cell with k nearest POIs to
the cell center (Approximate kNN) with Paillier
and Rabin encryption. For each query, it requires
m+ 4 exp for client and 2m+m2 exp for server.
In addition, the communication overheads is 2m
items with 1024 bits for each.

Paulet involved two stages: retrieving encryp-
tion key and encrypted cells, which are achieved
by OT and PIR respectively. According to the pa-
per, the computational cost is 7 + 2m2 for client
and 6m + 1 for server, with 7 + 8m items over
communication (1024 bits each).

6.1.2. Complexity Analysis of T-kNN

Since T-kNN query is not supported in Paulet,
we compare our protocol with Yi.

In T-kNN, we encrypt each POI with CP-ABE
and the key is generated according to POI types,
which promise only query satisfies the type re-
quirement can decrypt the POIs. Therefore, ex-
cept the cost in kNN, T-kNN also introduces the
cost for obtaining SK from server, which includes
l + 1 exp for client, 2l exp for server and 3l + 1
items for communication, where l is the number
of type in the query.

Yi also extended their work based on kNN by

storing k nearest neighbour of each type into each
cell, resulting in extra cost linearly to the number
of type t. Specifically, it includes t + 3 exp for
client, tM exp for server and t items for commu-
nication cost where t is number of type in whole
dataset.

6.2. Experimental Evaluation

The experiment is taken under a real-world
dataset which is collected in Beijing, China. The
information of this dataset is presented in Table
2. We crawl the data with baidu API. The whole
dataset is a 33 ∗ 35km2 region with 160000 POIs.
This area is the most important city center of Bei-
jing. All experiments are performed on a PC with
2.19GHz CPU, 4GB RAM, JDK 8 and Win 10.
In this experiment, we present the query latency
of each method under varying grid granularity m.
To have a better analysis of trend, we also provide
detailed computation (red line chart) and commu-
nication cost (blue histogram) of them.

Table 2: Summary of Dataset

MAXLON 116.603738 MINLON 116.200006
MAXLAT 40.073334 MINLAT 39.780002
NumType 20 NumPOI 160000
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Figure 8: Computation cost of T-kNN
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Figure 9: Communication cost of T-kNN

6.2.1. Analysis of kNN

According to our complexity analysis, the grid
granularity m(M = m2) is the main factor affect-
ing the performance. Therefore, we evaluate three
methods under parameter m varying from 40 to
400 with a step of 40, while other parameters are
set to a default value. The max number of POIs
stored in each cell, d, is set to 25, the bit length
of POI, α, is 64, the key size of pseudo-random
function H is set to 80 and the number of near-
est neighbour k is 5. Since the number of POI
stored in each cell is equal or larger than k, every
method can retrieve kNN with one transfer.

Fig. 4 shows the query latency of each method
under varying m. Fig. 6 and Fig. 7 are detailed
computation and communication cost of them re-
spectively. Clearly, our approach outperforms the
other two significantly. Although the increase of
m, our approach still keeps a quick feedback under
seconds with the communication cost under 0.15
MB. In comparison, even Yi and Paulet also have
a quick feedback at the beginning, they increase
rapidly while the increasing of m. When m = 400
which keeps each cell in a 100×100 area, the time
for Yi increases to 800s and Paulet increases to
350000s, which is obliviously prohibitive in IoV.
The efficiency of our approach is the result of key

generator strategy, which transferred most of the
computation to the offline phase, thus, during the
online query processing, our scheme works only on
log2M pairs of key generators, instead of querying
on the whole database as the solution provided in
Yi and Paulet.

6.2.2. Analysis of T-kNN

The latency comparison of T-kNN is presented
in Fig. 5 with detail information presented in Fig.
8 and Fig. 9 respectively. The latency comparison
is conducted under varying m with l = 5, t = 20.
Obviously, compared to our scheme, Yi still has
the limitation of scalability. Since the server of Yi
needs to iterate over the whole database M , the
time cost goes parabola with m (M = m×m). An
interesting finding here is that our approach with
varying m has the similar performance to kNN.
As we known, the cost of our scheme is introduced
by the oblivious key transfer and SK generation of
CP-ABE. However, the cost over CP-ABE which
runs only one time during the whole processing
is much smaller than the oblivious key transfer.
Therefore, kNN and T-kNN showed a similar per-
formance under fixed l. Besides, we also evaluate
the performance of our protocol under varying l
and Yi under varying t with fixed m = 200. Both

12



performance goes linearly with varying parameter
just as we analyzed in Table 1.

6.2.3. Discussion

In short, our schemes are indeed efficient in
terms of low-latency, but it is also remarkable
that they still have some limitations. In general,
we summarise it into three folds. First, the pro-
posed schemes still have some limitation in prac-
tical deployment since it may not be that easy
to realize full coverage of the whole map, uncov-
ered region may occur sometimes. Possible so-
lutions may be incorporation of edge computing
with crowdsourcing and other technologies [32];
Second, the overhead of storage and communi-
cation is still a problem. Apart from the solu-
tions provided above, we can also use some data
compression technologies or effective data struc-
tures to reduce the cost; Third, more fine-grained
LBS queries should be supported, such as search-
ing the nearest restaurant that opens in the af-
ternoon and satisfies the five-star service score or
have good sales profile, which make the LBS query
more useful.

7. Conclusion

In this paper, based on fog computing enabled
LBS framework, we proposed two low-latency
LBS query schemes (kNN and T-kNN) to support
mobile query in IoV. Security analysis shows that
both schemes achieve mutual privacy with respect
to the vehicles and the LBS provider. Through
an empirical study based on a real world dataset,
we show that our schemes are more efficient than
the state-of-the-art works in terms of low latency.
The further work will concentrate on the improve-
ment of current work as we discussed above.
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