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Abstract—The use of Internet of Things (IoT) sensors and
devices is on a sharp rise with the help of infrastructures like
5G cellular networks. However, with this swift expansion come
major challenges such as management of the vast data collected
by these IoT devices. In the paper, we propose a method which
takes advantage of fuzzy similarity to significantly simplify the
big data analysis and management for human operators and
machines. A use case in the area of smart buildings was utilized
to illustrate its potential application. A comparison is made
between the ideal situation and the data collected from an office
room. The considered environmental factors in this research
are temperature, humidity, and workplace lighting and then the
collected data was utilized to make triangular fuzzy numbers
and after that, we compare them with an efficient fuzzy similarity
measure. In addition to data summarization and abstraction, this
method also protects the main information from inaccuracy. The
advantage of the fuzzy controlling system is its aptitude to deal
with nonlinearities and uncertainties.

Index Terms—Internet of Things, big data summarization,
fuzzy similarity measure, environmental factors.

I. INTRODUCTION

The growing Internet of Things movement continues and
it is expected to be 20 billion internet-connected things by
2020 [1]. With the improvements in internet technologies and
wireless sensor networks (WSN), IoT is expanding as a ubiqui-
tous global computing network where everyone and everything
will be connected to the internet [2]. The number of devices
using internet services is rising every day and having all of
them connected by wire or wireless will put a comprehensive
source of raw data at our fingertips. The concept of enabling
interaction between machines is a cutting-edge technology
but the technologies composing the IoT are not something
novel [3]. According to Farooq et al. “IoT is the approach
of converging data obtained from different kinds of things
to any virtual platform on existing Internet infrastructure”
[3]. Another definition for the Internet of Things according
to Madakam et al. is “An open and comprehensive network
of intelligent objects that have the capacity to auto-organize,
share information, data, and resources, reacting and acting in
face of situations and changes in the environment” [4].

In the light of an explosive data growth, the term “Big data”
represents “the information assets characterized by such a high
volume, velocity, and variety to require specific technology
and analytical methods for its transformation into value” [5].
IoT is an important source that produces big data. Among
smart cities constructed based on IoT, big data may come from

industry, agriculture, traffic, transportation, medical care, pub-
lic and private facilities, etc. According to the processes of data
acquisition and transmission in IoT, its network architecture
may be divided into three layers: the sensing layer, the network
layer and the application layer [6]. The sensing layer is
responsible for data acquisition and mainly consists of sensor
networks. The network layer is responsible for information
transmission and processing, where close transmission may
depend on sensor networks, and remote transmission shall
depend on the Internet. Finally, the application layer supports
specific applications of IoT. The data generated from IoT
devices have a number of characteristics such as effective data
accounts for only a small portion of the big data. It means a
great number of noises may occur during the acquisition and
transmission of data in IoT [6].

With data being a main focal point and core of IoT, algo-
rithms and solutions must find ways to deal with big data from
several sources with varying levels of integrity. Large amounts
of data need to be processed by means of more complex
methods than the usual statistical procedures [5]. One of the
biggest challenges facing the IoT is data summarization for
easy access to significant data. Fortunately, new summarization
tools are making it easier, so the propagation of the IoT will be
the next stage of the big data revolution [7]. During the current
rapid development of IoT, big data, and cloud computing, the
challenge is to explore big data and excerpt useful information
or knowledge for action. Some applications require data to be
accessed, extracted and processed in real-time. This can be
challenging while dealing with big data to analyze data sets
that are terabytes or petabytes in size.

Data summarization has become one of the indispensable
tools and links in IoT similar to data mining. It has brought
about a number of technical challenges and issues. According
to Zhang et al. [8], the following matters for data mining can
be sort into four categories such as real-time high-performance
data mining, distributed data mining, data quality control, and
decision-making control. Data summarization should facilitate
data mining in these categories.

The fuzzy set theory has been used more and more fre-
quently in intelligent systems because of its simplicity and
similarity to human reasoning [9]. Several fuzzy learning
algorithms for inducing rules from given sets of data have been
designed and used to good effect with specific domains. Fuzzy
logic is appropriate for the monitoring and fault detection



because quantitative concepts are often used for anomaly
detection, and this is while fault detection itself involves
fuzziness [10].

In this paper, a method was introduced which aims to stream
line the transition from raw data collected from IoT devices
towards the information usable for decision making. In other
words, this method summarizes the data and help the decision
maker to act appropriately.

In order to detect anomalous behavior, we utilize the data to
make generalized fuzzy numbers and compute the similarity
between the current status and ideal status with an appropriate
fuzzy similarity measure. If the similarity values are below a
threshold value for a given time period, the system will notify
the operator so he doesnt need to face and deal with big data.
With this method, the big data is summarized and abstracted
into useful and applicable data sets where the information can
be more easily extracted from. After that, for instance, this
information can be used for predictive maintenance operations
[11]. We choose Zuo et al.’s similarity measure of generalized
fuzzy numbers for data comparison cause of its good deal with
non-standard fuzzy numbers and fault detection [12]. In order
to show the effectiveness and efficiency of our method in real-
world situations, an IoT use case is presented and analyzed
utilizing the method introduced in this paper.

This paper is structured as follows; Literature review is
presented in the next section followed by the Methodology
introduction. The case study is the fourth section followed by
the conclusions.

II. LITERATURE REVIEW

Collecting useful information from big data analysis is an
objective which requires scalable analytical methods to return
well-timed results [5]. In the past, Agrawal and his co-workers
proposed a method [13] for mining association rules from
datasets utilizing quantitative and categorical attributes.

After that, the fuzzy set theory has been used more fre-
quently in intelligent systems because of its simplicity, simi-
larity to human reasoning and protection of main information
from inaccuracy [14]. The Hong et al.’s generalized mining al-
gorithm [9] integrates fuzzy-set concepts and generalized data
mining technologies to find cross-level rules from quantitative
data.

De Mauro et al. reviewed [5] some big data analytical
methods that have been singled out by Chen et al. [15]. They
presented a list of the most usual procedures that includes:
cluster analysis, genetic algorithms, natural language process-
ing, machine learning, neural networks, predictive modeling,
regression models, social network analysis, sentiment analysis,
signal processing, and data visualization [5].

The Chen et al. [7] did some researches in the field of
analysis of time series and determined research directions
including subsequence matching and full sequence matching.
They presented that analysis of time series relies on three
components, including representation, similarity measures, and
indexing.

Marjani et al. [16] determined that big data analytics meth-
ods can be categorized as follows; classification, clustering,
association rule mining, and prediction categories. Each cate-
gory is a data summarization and mining function and involves
many algorithms to fulfill information extraction and analysis
requirements. For example, some methods offer classification
such as Bayesian network, support vector machine (SVM), and
k-nearest neighbor (KNN). Some other methods are prevalent
in clustering such as partitioning, hierarchical clustering, and
co-occurrence. Association rule mining and prediction include
many significant methods as well.

This paper focuses on proposing a fuzzy data summarization
and analytic method based on fuzzy similarity measure which
is able to deal with quantitative data under a given time period.

III. RESEARCH METHOD

A. Generalized Fuzzy Number

As one of the fundamental concepts in this research, ”gen-
eralized fuzzy number” is explained in this section. Let Ã be
a generalized fuzzy number. If Ã is a generalized triangular
fuzzy number then Ã =

(
a1, a2, a3;wÃ

)
and it is shown in

Fig. 1. If Ã is a generalized trapezoidal fuzzy number, then
Ã =

(
a1, a2, a3, a4;wÃ

)
and it is shown in Fig. 2 [17]:

Fig. 1. Generalized triangular fuzzy number

Fig. 2. Generalized trapezoidal fuzzy number

Compared to normal fuzzy numbers, the generalized fuzzy
numbers can deal with uncertain information in a more flexible
manner due to the use of parameter w which is the height of
the fuzzy number and represents the degree of confidence of
opinions of decision makers. According to de Barros et al. [18]
the membership function (µ(x)) of the fuzzy number number
Ã as a triangular fuzzy number (Fig. 1) can be presented as
(1), and According to Farhadinia and Ban [19] the membership
function (µ(x)) of the fuzzy number Ã as a trapezoidal fuzzy
number (Fig. 2) can be presented as (2):



µÃ(x) =


0 x < a1
wÃ(x−a1)

a2−a1
a1 ≤ x ≤ a2

wÃ(a3−x)
a3−a2

a2 ≤ x ≤ a3
0 x > a3

(1)

Ã =
(
a1, a2, a3;wÃ

)
, a1 ≤ a2 ≤ a3, 0 < wÃ ≤ 1

µÃ(x) =



0 x < a1
wÃ(x−a1)

a2−a1
a1 ≤ x ≤ a2

wÃ a2 ≤ x ≤ a3
wÃ(a4−x)

a4−a3
a3 ≤ x ≤ a4

0 x > a4

(2)

Ã =
(
a1, a2, a3, a4;wÃ

)
, a1 ≤ a2 ≤ a3 ≤ a4, 0 < wÃ ≤ 1

B. Utilize Data to make Generalized Fuzzy Numbers
The big data generated by the IoT devices and sensors con-

tains various components (e.g.: time, temperature, humidity,
acceleration, coordination, air pressure, air quality, humidity,
etc). In a time series, each component can be defined as a
variable and shown by x(i). So we can present our big data
by vector x that consists of i number of variables and is shown
in (3):

x = [x(1), x(2), ..., x(i)] (3)

In each case, a certain number of these variables are
considered by the operator or decision maker hence he has a
large amount of data about his considered variables to monitor,
review and cleanse to be used for fault detection. we show
the considered variables of decision maker by vector y that
consists of j number of variables and is shown in (4):

y = [y(1), y(2), ..., y(j)], j ≤ i (4)

In the method suggested by this paper, the vector of envi-
ronmental factors (significant variables) is being represented
by a generalized fuzzy number. If j = 3 which means that we
have three significant variables then it will be represented by
a triangular fuzzy number (Ã) which is presented in (5):

Ã =
(
y(1), y(2), y(3);wÃ

)
=
(
a1, a2, a3;wÃ

)
(5)

If j = 4 which means that we have four significant variables
then it will be represented by a trapezoidal fuzzy number (Ã)
which is presented in (6):

Ã =
(
y(1), y(2), y(3), y(4);wÃ

)
=
(
a1, a2, a3, a4;wÃ

)
(6)

Note that depending on the unit utilized for each significant
variable, variations should be comparable and normalized.
Therefore, prior to the utilization of significant variables as
a represented fuzzy number, a unit normalization for all
significant variables should be performed. It means that each
variables unit in the similarity analysis calculations must
be selected in such a way that its numerical variations are
proportional to the other variables.

C. Generalized Fuzzy Number Similarity Measure

In the case of IoT data analytics, there exist nonstandard
fuzzy numbers, therefore, the similarity method must have
the ability to measure the similarity of non-standard fuzzy
numbers. Hence, we choose Zuo et al.’s similarity measure
of generalized fuzzy numbers for our data comparison (and
dealing with fault diagnosis). The calculation process for
the similarity of two non-standard fuzzy number and B
is described in detail by Zuo et al. [12]. They utilize the
following (7) for measuring the similarity of Ã and B̃:

S
(
Ã, B̃

)
= S

(
Ã′, B̃′

)
=(

1−
∑4

i=1|a
′
i−b
′
i|

4

)(1−|x∗
Ã′
−x∗

B̃′
|
)
×

min
(
P (Ã′),P (B̃′)

)
+min

(
a(Ã′),a(B̃′)

)
max

(
P (Ã′),P (B̃′)

)
+max

(
a(Ã′),a(B̃′)

) (7)

The x component of the center of gravity of Ã′ is rep-
resented by x∗

Ã′
and the The x component of the center of

gravity of B̃′ is represented by x∗
B̃′

. The perimeter of Ã′ is
represented by P

(
Ã′
)

and the perimeter of B̃′ is represented
by P

(
B̃′
)
. The area of Ã′ is represented by a

(
Ã′
)

and the
area of B̃′ is represented by a

(
B̃′
)
.

Moreover, to measure the similarity between two triangular
fuzzy numbers with the (7), we require to transform Ã and
B̃ to trapezoidal fuzzy numbers based on (1) and (2) with (8)
and (9) as follows:

Ã =
(
a1, a2, a3;wÃ

)
−→ Ã =

(
a1, a2, a2, a3;wÃ

)
(8)

B̃ =
(
b1, b2, b3;wB̃

)
−→ B̃ =

(
b1, b2, b2, b3;wB̃

)
(9)

D. Data Analysis and Fault Detection

In the previous step, we used Zuo et al.’s similarity measure
of generalized fuzzy numbers to compare IoT data with
decision makers ideal reference point. It is very important that
the ideal reference point of the decision maker is specified
and can be presented as an ideal state with an intended and
acceptable range for significant variables at a specified time
interval. Accordingly, we can define the acceptable percentage
of similarity for the system and determine when the system
is out of acceptable range. In this way, the big data can be
significantly summarized, and the operator only is required to
check on the critical situations. The acceptable percentage of
similarity and desired time interval depends on the acceptable
data range of the decision maker. It can be calculated by
computing the similarity percentage of borderline points.

IV. CASE STUDY

To show the significance of the method presented in this
paper, we utilize a use case. In this use case, we deal
with the employee’s comfort in the workplace. Temperature,
humidity, and lighting all play an important role in working
environment comfort [20], [21]. We utilize sensors to collect
data regarding three environmental factors of a workplace
which are temperature, humidity, and lighting (it can be more



than three factors, for instance, air quality can be added as a
fourth environmental factor). The ideal reference point for our
analysis is set by standards describing a comfortable work
places environmental factor (Table I). In this use case, the
ideal reference point is compared with the recordings from the
sensors, constantly to detect the anomalies on time. The ideal
reference point for the temperature, humidity, and lighting is
transformed to a triangular fuzzy number and is compared in
real-time with each data point collected from the workplace
which is also transformed to a triangular fuzzy number. The
comparison illustrates the deviation from the ideal condition
and assists through the fault detection. According to ASHRAE
standard 55-2010 and AS 1680, we provide a summary of the
ideal state and acceptable range for temperature, humidity, and
lighting in Table I [22], [23]:

TABLE I
IDEAL WORKPLACE ENVIRONMENTAL FACTORS AND THEIR ACCEPTABLE

RANGES [22], [23]

The sensor recordings are collected for a given time period
by placing a sensor in a normal office room on an office
desk. The objective is to constantly collect data so that the
monitoring of the situation and detection of anomalies is
possible. The data that has been gathered by sensors are
presented in Appendix Table 2 and turned into vector x (with
nine components) which is defined in (10):

x= [Year, Month, Day, Hour, Minute, Second, Temperature,
Humidity, Light]

= [x(1), x(2), x(3), x(4), x(5), x(6), x(7), x(8), x(9)] (10)

In this case, the significant variables for decision maker are
temperature, humidity, and lighting so the significant variables
vector (based on (4)) is shown below:

y = [x(7), x(8), x(9)]

The units of the recorded data are as follows; Celsius,
humidity percentage, and lux, and there is a need to normalize
the units for our method. According to the decision makers
opinion, in this case, the approximate value of a one degree
temperature change is equivalent to 10% humidity change and
100 lux lighting change. Therefore, the following unit changes
are performed by (11) and (12):

x′(8) = x(8) \ 10 (11)

x′(9) = x(9) \ 100 (12)

Because we have three significant variables, so we utilize y
to make triangular fuzzy number Ã for each data set. The Ã
is presented in (13) as below:

Ã =
(
x(7), x′(8), x′(9);wÃ

)
(13)

Based on Table I, the ideal reference point can be shown
by yo as well as the triangular fuzzy number, B̃:

yo = [24.5, 50, 500]−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−→
Transformation to fuzzy numbertildeB

B̃ =
(
24.5, 5, 5; 1

)
Note that we consider the height of all fuzzy numbers equal

to one in this case study.
Based on Table 1 and Zuo et al.’s similarity measure (7), we

calculated the acceptable similarity to ideal status for the data
which is above 92% and can be changed based on decision
makers preferences. Moreover, the length of each anomaly
period is set to be 15 minutes before the alarm is being set
off (informing the facility owner or manager) in other words
if the similarity of the recorded data from the ideal reference
point is out of range for 15 minutes, the fault has occurred
and the system must be checked by an operator (Fig. 3). If
the recorded anomaly period is less than 15 minutes, in this
case, it is considered as a noise. Depending on the use case
(e.g.: a power plant may require much tighter control cycles),
out of range period can be different and should be set by the
decision maker.

Fig. 3. The similarity of workplace conditions (sensory data) to the ideal
state over a period of 1.5 hrs.

As illustrated in Fig. 3, between 20 : 52′ : 58′′ and 21 :
47′ : 09′′, the environmental factors of the office room are in
the acceptable range (normal state) as its similarity to the ideal
state is higher than 92%. At 21 : 48′ : 39′′ the similarity to
ideal state decreases to 89.91% and it stays under the control
line of 92% similarity until 21 : 54′ : 41′′. As is seen in
Appendix, in the time interval from 21 : 48′ : 39′′ to 21 :
54′ : 41′′, the lighting has decreased by almost 220 lux while
the temperature and humidity are in the acceptable range. This
anomaly period is less than 15 minutes, so it is considered as
a noise.

Between 21 : 56′ : 11′′ and 22 : 03′ : 43′′, the environ-
mental factors of the office room are back in the acceptable



range as its similarity to the ideal state goes over than 92%.
At 22 : 05′ : 13′′ the similarity to ideal state decreases to
89.61% and it stays under the control line of 92% similarity
until 22 : 23′ : 17′′. As is seen in Appendix, in the time interval
from 22 : 05′ : 13′′ to 22 : 23′ : 17′′, the lighting has decreased
by almost 220 lux while the temperature and humidity are in
the acceptable range. This time the anomaly period is more
than 15 minutes so the operator must be informed to check
the office rooms lighting system.

V. CONCLUSIONS

In this paper, we have proposed a new method of sum-
marization and fault detection of big data based on a fuzzy
similarity measure. Also, the usefulness and applicability of
this method are being illustrated in an IoT use case. In
other words, the proposed method is tested in a use case
for the monitoring of environmental factors in a workplace.
The proposed method efficiently summarizes the data so
that the operator avoids dealing with the big data and only
interfere when it is necessary. As the case study illustrates,
the implementation of the proposed method frees an operator
from monitoring different environmental factors individually,
while providing a holistic view of the system in a single
similarity measurement value. Moreover, when the similarity
value goes out of acceptable range for a given time period,
the operator is alarmed and can dig deeper to identify the root
cause. Compared to conventional data summarization methods
for quantitative data, our approach gets smoother summarizing
results due to its fuzzy characteristics. And, our proposed
method takes less time to fuzzification and defuzzification,
due to its simplicity.

Although the proposed method works well for data mining
and data analysis of big data, there is still much work needs to
be done to expand this method to analyze more than four vari-
ables in fuzzy number similarity measurement. In other words,
our method is currently capable of comparing a maximum of
four different variables at a time due to the fuzzy numbers
characteristics. Therefore, as an area for future researches,
we propose the development of a method that can compare
more individual variables simultaneously that our proposed
method. Also, we used Zuo et al.’s similarity method that can
be replaced by another efficient fuzzy similarity method to
enable non-standard fuzzy numbers similarity measurement.
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