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Yu Xiao, and Y. Thomas Hou, Fellow, IEEE

Abstract—With the popularity of sensor-rich mobile devices
(e.g., smart phones and wearable devices), mobile crowdsourc-
ing (MCS) has emerged as an effective method for data collec-
tion and processing. Compared with traditional wireless sensor
networking, MCS holds many advantages such as mobility, scal-
ability, cost-efficiency, and human intelligence. However, MCS
still faces many challenges with regard to security, privacy, and
trust. This paper provides a survey of these challenges and dis-
cusses potential solutions. We analyze the characteristics of MCS,
identify its security threats, and outline essential requirements
on a secure, privacy-preserving, and trustworthy MCS system.
Further, we review existing solutions based on these require-
ments and compare their pros and cons. Finally, we point out
open issues and propose some future research directions.

Index Terms—Mobile crowdsourcing (MCS), privacy, security,
trust, wireless sensor network (WSN).

I. INTRODUCTION

W ITH the rapid development of mobile and communi-
cation technologies, mobile and wearable devices have

become an indispensable part of people’s daily life. Nowadays,
mobile devices are usually equipped with abundant sensors,
which allows them to collect various types of data such as
image/voice/video, location, and ambient information. The
powerful computing capabilities that come with today’s mobile
devices allow them to perform many complex computing tasks,
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such as MapReduce-based parallel data processing. Moreover,
advances of communication technologies such as 5G cellular
networks, Wi-Fi, and Bluetooth, offer mobile devices direct
connectivity to the Internet to exchange data at high speed at
anytime and anywhere.

Mobile crowdsourcing (MCS) has emerged as a popular and
effective method for data collection and data processing by uti-
lizing the sensing, communication, and computing capabilities
of the widely available mobile devices. It combines the con-
cepts of crowdsourcing and mobility. An MCS system is open
to mobile devices to participate in any sensing and comput-
ing tasks. It allows outsourcing a complex task that is usually
difficult to be completed by a single computer or a group of
people to an unspecified group of mobile devices. MCS that
involves human intelligence, called human-assisted MCS, is an
effective method to perform tasks that are easy for humans but
remain difficult for machines. Human-assisted MCS can help
build collaborative intelligence between human and machines.

In recent years, MCS has attracted much attention from
both academia and industry. Many MCS applications have
been developed [1]–[31] and are used for environment
monitoring [2], [4], infrastructure monitoring [3], [10], [11],
quality-of-experience analysis [8], [9], surface perception [5],
and public safety [7]. In parallel to MCS applications, there
are some studies aiming at improving the energy-efficiency in
MCS [32], [33]. For instance, Lane et al. [33] proposed pig-
gyback crowd sensing, which tried to reduce the overhead of
data collection by exploiting Smartphone App opportunities.

MCS has a number of advantages over traditional wire-
less sensor networks (WSNs). First, MCS system saves the
extra cost of installation and maintenance of new hardware
infrastructure by leveraging the widely distributed mobile
devices for data collection and processing. Therefore, its
deployment and operation cost is lower than WSN. Second, the
sensing devices in MCS are mobile and can provide a wider
coverage than WSN. Third, MCS can perform instant data col-
lection in a more flexible and cheaper way than WSNs. For
example, in the application of urban traffic monitoring, it could
be costly to deploy sensors that can cover a whole transporta-
tion network. This problem can be easily solved with MCS,
due to the ubiquity of mobile devices. Fourth, MCS can be eas-
ily applied to sense big and temporary data. Massive data could
be generated via MCS, thanks to the system scalability. For
those tasks that need to collect data from a certain area just
once, deploying sensors is costly and unnecessary. In con-
trast, MCS can conduct data collection in a convenient and
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self-organized manner in such scenarios. Finally, MCS pro-
vides a way to involve and utilize both human and machine
intelligence.

In spite of the great benefits that MCS gains, it still faces
a number of serious problems in terms of security, privacy,
and trust. First, the nature of openness and mobility leads to
the situation where it is easy to behave selfishly and raise
attacks. This would cause serious security threats in MCS,
such as eavesdropping and monitoring, collusion, tampered
data uploading, and so on. Second, privacy is a crucial issue
in MCS. The data collected via MCS may contain plenty of
sensitive information about mobile users, which is directly
related to user privacy. This gives chances for attackers to
infer user private information from the collected data. For
example, some MCS applications collect GPS fixes or cellular
network IDs, from which a user’s location and his/her physi-
cal activities can be inferred [114]. Besides, the privacy of an
MCS service requestor may also be endangered because the
task he/she requests may relate to some sensitive information.
Third, data trust (DT) is a big issue in MCS. The openness of
MCS offers almost all mobile users an opportunity to partici-
pate in MCS activities. As a result, the workers in MCS may
be unreliable and vary in terms of ability, honesty, depend-
ability, loyalty and so on. Accordingly, the data generated by
different workers also vary in terms of trustworthiness that
concerns data quality and reliability. If the above-mentioned
security, privacy, and trust issues cannot be well solved, they
may severely hinder the adoption of MCS applications.

In this paper, we review the existing studies in the area of
MCS security, privacy, and trust by analyzing the charac-
teristics of MCS, specifying its security threats, and then
summarizing the requirements for achieving a secure, privacy-
preserving and trustworthy MCS system. Furthermore, we
use the proposed requirements as a measure to thoroughly
review existing solutions in the literature in order to fig-
ure out open research issues and propose future research
directions. Although there are already several surveys on the
security, privacy, or trust in MCS [113]–[120], [123]. They
mostly concentrate on a single aspect. None of them offers
a comprehensive overview and analysis on the state-of-the-art
solutions taking into account security, privacy, and trust at the
same time. They mainly investigated technologies for solving
security problems and discussed MCS challenges. Differently
from the existing surveys, we comprehensively consider the
security, privacy, and trust issues in MCS. We define security,
privacy, and trust requirements, and use them to evaluate the
existing solutions. In the sequel, we find several open issues
and some future research directions for building up a secure,
privacy-preserving, and trustworthy MCS system. Specifically,
the contributions of this survey can be summarized as follows.

1) We analyze the specific characteristics of MCS, explore
its potential threats in terms of security, privacy, and
trust, and specify the requirements on a secure, privacy-
preserving, and trustworthy MCS system.

2) We review the current literature about MCS security,
privacy, and trust countermeasures by analyzing and
comparing their advantages and disadvantages according
to the proposed requirements.

3) We further figure out a number of open issues and
propose some future research directions to motivate
research on MCS security, privacy, and trust.

The rest of this paper is organized as follows. Section II
briefly introduces the specific characteristics and system archi-
tecture of MCS. We compare MCS with WSN to give a deep
insight into MCS. In Section III, we analyze potential threats
in terms of security, privacy, and trust in MCS, and inves-
tigate the special requirements for building up a secure and
trustworthy MCS system with required privacy preservation.
In Section IV, we comprehensively review the state-of-the-
art of countermeasures in MCS by applying the requirements
as a measure to analyze their performance, effectiveness, and
comprehensiveness. Furthermore, we discuss open issues and
future research directions in Section V. Finally, the conclusion
is presented in the last section.

II. OVERVIEW OF MCS

A. Application Scenarios and User Cases

MCS can be applied into different application scenarios.
Herein, we classify it into the following categories based on
the properties of a crowdsourcing task and whether human
assistance is needed.

1) Mobile Crowd Computing: Mobile crowd computing
leverages spare computing power of mobile devices to com-
plete a computing task. Nowadays, mobile devices are power-
ful in terms of computing capability and data transmission.
Therefore, it is possible to outsource a computing task to
mobile devices and collect their computing results via various
networks.

2) Mobile Crowd Sensing: Mobile crowd sensing is the
most popular MCS system. It utilizes mobile devices as sen-
sors to collect information about environments, infrastructures,
and mobile users. It is widely applied in personal data collec-
tion, e.g., personal health data, and in environment monitoring,
e.g., noise, weather, and pollution.

3) Human-Assisted Crowdsourcing: Human-assisted
crowdsourcing aims to utilize human intelligence to finish
a certain task. A typical example is image annotation, in
which mobile users help finish a labeling and classification
task. It could well solve a problem that remains challenging
for computers.

B. System Architecture of MCS

1) System Model: Generally, there are three main parties
in an MCS system, namely MCS service provider (SP), end
user, and MCS worker, as shown in Fig. 1.

a) MCS service provider: MCS SP could be played by
an organization or a corporation that provides a platform for
crowdsourcing. It accepts service requests from MCS end
users, deals with the requests, selects proper MCS workers,
and assigns relevant tasks to them. After receiving expected
data or computing results from the workers, MCS SP would
aggregate them and deliver a final result to the MCS end users.
To build a practical MCS platform, the MCS SP needs a mech-
anism that guarantees the quality of data or computing results
with a low cost. An MCS SP could be acted by a single or
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Fig. 1. System architecture of MCS.

a group of mobile users, who receive the task requests from
the same or other mobile users and find a worker group to
finish the task.

b) MCS end user: MCS end users are the users of MCS
services. They request services offered by the MCS SP with
a certain cost. An end user could be an individual or organi-
zation that lacks an ability to perform a certain computing or
data collection task.

c) MCS worker: MCS workers are the mobile users who
participate in crowdsourcing and perform the assigned tasks.
There are mainly two kinds of workers, namely computing
workers and sensing workers. The difference between them
lies in the different tasks they perform. The computing work-
ers act as computing nodes to perform computing tasks and
upload their computing results to SP. SP normally aggregates
and processes the computing results in order to provide a final
result to end users. The sensing workers act as sensors to
collect data.

Fig. 1 shows an architecture of MCS. Herein, we clas-
sify MCS into three categories according to their architecture,
namely MCS with a centralized server, MCS with dis-
tributed servers, and fully distributed MCS. Generally, MCS
is built with a centralized architecture, where SP is a server
that collects data from workers and delivers data process-
ing results to end users. This architecture usually suffers
from single point failure or security attacks targeting at the
central server. As a result, MCS with distributed servers
was proposed [35], [36]. In [35], several decentralized servers
cooperate to provide data storage or processing services. In the
third category, fully distributed MCS, both SPs and workers
are served by mobile devices. It is possible that a mobile end
user directly requests data from other mobile devices without
getting any SP involved.

2) Procedures of MCS Activities: To give an insight into
how an MCS system works, we give a brief introduction to
its workflow. First, an end user sends a request to an SP to
initiate a task. After receiving the request, the SP analyzes the
properties and requirements of the task. Based on the anal-
ysis, it divides the task into a number of subtasks, selects
a dynamic group of mobile users as workers, and assigns the

Fig. 2. MCS procedures.

subtasks to them. The assignment of subtasks is determined by
the requirements of the task. Worker selection and task allo-
cation are based on the properties of workers, such as their
abilities, locations, interests, etc. After receiving the assigned
tasks, the workers perform the tasks and return their working
results to the SP. The SP stores the received data or comput-
ing results, processes them and then presents the final results
to the end user. Concerning the openness of MCS, there exist
trust issues on both workers and data or computing results
provided by them. Therefore, a trust management mechanism
is usually needed in order to provide a reliable MCS service.
From the above description, we can see that a practical and
reliable MCS system should include the following procedures,
as shown in Fig. 2.

1) Worker Selection and Task Assignment: This process
selects a group of mobile users as workers and assigns
the task to them. To provide a high-quality MCS ser-
vice, it is important to guarantee the reliability and
trustworthiness of workers. The requirements of a task
should also be considered. Due to privacy and secu-
rity concerns, or lack of interests, mobile users may be
unwilling to participate in MCS activities. Therefore,
an incentive mechanism is usually applied to attract
more workers. In some designs, SPs encourage mobile
users to serve as workers by offering them monetary
rewards or extra services. A reasonable and effective
worker selection and task assignment scheme should
fulfill the following requirements. First, worker selec-
tion and task assignment should fulfill the requirements
of the task, with regard to, for example, the number of
workers and the coverage of their geo-locations. Second,
the selection should guarantee high reliability, abilities,
and trustworthiness of workers. Third, the worker selec-
tion process should ensure fairness. Both SP and workers
should follow a predefined protocol and should not break
their commitments. The SP should not forge selection
results or the amount of payment, while the workers
should not deny the workload they have committed to.
Fourth, in this procedure, workers are probably required
to upload some personal information, such as sensor
types, computing capabilities, etc. The uploaded per-
sonal information should be carefully protected from
being leaked to attackers. Fifth, the scheme could be able
to resist several attacks, such as forging and collusion.
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2) Data Sensing and Processing by Workers: In this step,
MCS workers sense data or process data locally. In some
cases, the workers are requested to perform some com-
puting tasks. In other cases, the sensed data may contain
redundant information that is not needed by a task. This
not only generates extra computing and communication
overhead, but also increases the possibility of privacy
leakage. Therefore, even for data collection tasks, the
data should also be processed locally to exclude redun-
dant information to a certain extent, and to protect the
private information that the data contains.

3) Data Reporting: In this procedure, the data generated by
the workers is transmitted to the SP via various types
of wireless networks. This procedure faces several chal-
lenges in security, privacy, and trust. The transmitted
data may be highly related to the privacy of workers, and
may suffer from several attacks such as eavesdropping
and data tampering. Therefore, this process should guar-
antee the security and confidentiality of sensed data. SP
should authenticate the provenance of data. The validity
and the trust of data contributors should also be verified.

4) Data Processing by SP and Presentation: After receiv-
ing the reports from the workers, SP processes the data
and finally generates the results according to the require-
ments of the end users. In most cases, SP is responsible
for evaluating the quality of data generated by workers
to ensure high quality-of-service. Since both SP and end
users may be curious about workers’ privacy, data pro-
cessing should be performed in a privacy-preserving
way. In addition, the final result presented to the end
users should minimize the disclosure of worker privacy.
Typical data processing in MCS includes truth discovery,
quality evaluation, information fusion, data aggregation,
data mining, etc.

Apart from the above four procedures, trust management
is also an important part of the MCS system. Trust plays an
important role in an MCS system, due to unevenness and unre-
liability of MCS parties. A trust mechanism measures the trust
of mobile workers, and therefore is useful for worker selection
and task assignment. In MCS, trust with impact of multiple
factors (such as capability and honesty) should be considered.
Therefore, it is necessary to measure the factors that influence
trust, and to aggregate them to evaluate trust in a proper and
accurate way.

C. Characteristics of MCS

MCS integrates the concepts of mobility with crowdsourc-
ing. It is similar to WSN in the way that both of them can
be applied for data collection. However, compared with WSN,
MCS owns several special characteristics. In what follows, we
summarize them and analyze MCS’s differences from WSN.

1) MCS Versus WSN: Compared with WSN, the main dif-
ference is that MCS relies on mobile devices as sensors and
utilizes existing communication networks for data collection
and transmission. In this way, the deployment cost is pretty
low. MCS is more flexible than WSN with regard to worker
selection, because MCS can select any mobile devices in

a sensing area based on the underlying requirements. However,
this may result in involvement of distrusted mobile devices,
and the data sensed is probably unreliable. Besides, how to
encourage the participation of mobile users is also a practical
problem in MCS. Specifically, MCS allows the involvement
of human intelligence, which normally cannot be provided
by WSN.

2) Special Characteristics: Based on the above descrip-
tion and analysis, we summarize the characteristics of MCS
as below.

1) Openness: MCS is an open system that relies on the
participation of mobile devices in data sensing or com-
puting. Any mobile devices can participate as workers,
and they do not need to belong to any MCS platform
or owned by any SPs. Hence, malicious workers are
not prevented from joining any MCS tasks. They may
perform attacks to harm the privacy and security of
SP, end users and other workers. Moreover, distrusted
data or false data may be inserted by unreliable or
malicious workers. As a result, it becomes essential to
conduct accurate trust evaluation on workers and the
collected data.

2) Unreliability: Unreliability is mainly caused by the
openness of MCS. Workers differ from each other in
terms of trust (e.g., ability, availability, reliability, and
honesty). The unreliability may further result in the
untrustworthiness of the collected data or the processing
results. In addition, worker of low reliability is easier to
be controlled by attackers, thus harming the whole MCS
system.

3) Mobility and Dynamic Topology: The workers in MCS
are mobile in nature. In a fully distributed MCS archi-
tecture, SP is also served by mobile devices. In this
scenario, the topology of MCS becomes extremely com-
plex. The mobility and dynamic topology makes worker
management very challenging. Moreover, it also has
a negative impact on key management in many cases.
For example, in MCS-based cyber networking, frequent
changes of base stations would cause changes of security
parameters, such as keys and certificates.

4) Network Heterogeneity: Data in MCS can be uploaded
to SP via various networks, such as 3G/4G/5G cellu-
lar networks, Wi-Fi, Bluetooth, and so on. Although
this feature offers mobile devices multiple opportuni-
ties to connect to the SP in MCS, it also increases
the risks of security, privacy, and trust. First, malicious
nodes can perform several security attacks in certain
kinds of networks. For example, it is easier to perform
jamming attack in mobile ad-hoc networks (MANETs).
Second, it increases difficulty in trust evaluation on data,
since data transmitted through different networks suffers
different interference. Therefore, they should be dealt
separately when evaluating DT. Third, security proto-
cols vary in different networks. It is necessary to solve
the problems caused by different protocols when the
underlying network changes.

5) Data Massiveness and Diversity: Compared with tra-
ditional online crowdsourcing and WSN, MCS can be
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applied in various applications and scenarios. The pop-
ularity of mobile devices and network heterogeneity of
MCS makes it possible to collect massive amount of
data. The massiveness and diversity of data in MCS
makes data processing more complicated in MCS than in
other systems. It affects both DT and worker trust (WT).
The massiveness and diversity increases the difficulty of
data processing, and makes it hard to get accurate truth
discovery result. As a result, the final result presented to
end users may be deviated from the real truth. On the
other hand, insufficient computing ability, data massive-
ness, and data diversity make it impossible to verify the
accuracy of final results. Since WT is related to trust
of the data he/she contributed, the hardness of accurate
DT evaluation has a negative impact on WT evalua-
tion. Besides, various data is likely to expose private
information of workers, and thus harms the privacy of
workers.

III. REQUIREMENTS ON SECURITY,
PRIVACY, AND TRUST

A. Concepts of Security, Privacy, and Trust

Security means protecting collected data and MCS systems
from unauthorized access, use, disclosure, disruption, mod-
ification, destruction, etc. A secure MCS system should be
able to resist security attacks, protect the collected data and
processing results from leaking to unauthorized parties, and
maintain the normal functions of the whole system.

However, it is not enough to guarantee the security of MCS
only. Even if a system has proved to be secure, it may still leak
some private information to others. For example, if an end user
publishes his task without any protection, the privacy of end
users may be harmed. Apart from security, a practical MCS
system should also preserve the privacy of both end users and
workers. Privacy usually means the ability of an entity to deter-
mine whether, when, and to whom the information about the
entity is to be released or disclosed. Compared with security,
privacy pays more attention to the protection of private infor-
mation. Security helps improve privacy, but cannot guarantee
privacy.

Trust can be seen as the confidence, belief, and expectation
regarding the reliability, integrity, ability, and other character-
istics of an entity [128]. In MCS, trust can be divided into
WT, SP trust (ST), and collected DT. A worker with high
trust should be of high computing and communication abil-
ities, reliable, trustful and should behave honestly. High DT
requires data to be accurate and trustworthy enough. Trust
helps provide high-quality services and attract users.

B. Threat Analysis

As mentioned above, MCS faces serious problems in terms
of security, privacy, and trust. All above issues relate to the
three types of system parties in MCS, e.g., the privacy of both
end users and workers. In what follows, we go through the
main threats in terms of security, privacy, and trust in MCS.

1) Security Threats: Messages transmitted in MCS could
contain sensitive information about end users and workers.

Therefore, it is necessary to protect data or computing results
from attackers or malicious parties. However, most devices in
MCS are still constrained in terms of computing and com-
munication capabilities. Besides, open wireless channel and
distributed nature make it easy for attackers to perform eaves-
dropping and monitoring attacks. Even worse, as an open
system, it is inevitable to include some selfish or malicious
workers, which may perform various attacks and destroy the
normal function of the system. Outsourcing a task to an
unspecified or randomly generated group makes the manage-
ment of workers very difficult. To better illustrate the security
issues in MCS, we summarize potential security attacks in
MCS and list them in Table I.

2) Privacy Threats:
a) Threats to data privacy of workers: The privacy

issues concerning the workers are serious. One basic issue
is sensed data privacy. MCS can be used to collect knowl-
edge and environmental information surrounding workers as
well as the information about their physical and social activ-
ities. Obviously, the data sensed by the workers probably
contains private information. The exposure of these data would
certainly harm the privacy of the workers. Some collected
information, such as heartbeat rates and fingerprints, is related
to the workers’ privacy directly. Apart from sensed data pri-
vacy, some environmental information sensed by the workers
can be utilized to infer extra information about their prefer-
ence. For example, the pictures and audio samples may include
unique features, which may reveal fine-grained details about
the workers, such as user trajectory and preference. Another
typical example is to obtain personal information from imag-
ing data directly or through further inference, since images
usually contains most sensitive information about participants,
such as their appearance, location, and environment. Notably,
the data privacy can be threatened in many ways. In MCS,
data are first sensed by workers and transmitted to SP. The
SP would store and process the data and then present the final
results to the end users. The wireless communication channel
makes it easy for the adversaries to monitor or eavesdrop the
transmitted data. Illegal access to the collected or processed
data at the SP may also harm data privacy.

b) Threats to personal information privacy of workers:
Another privacy issue is about the personal information pri-
vacy of workers. Herein, personal information means the
information about location, workload, computing ability and
communication capacity, etc. that is uploaded to SP in
the worker selection procedure, which is requested by SP
for selecting proper workers. Personal information privacy
requires protecting the uploaded information from leakage.

c) Threats to task privacy of end users: The privacy of an
MCS service requestor may also be endangered because the
task he/she requests may reveal some sensitive information.
For the end users, the privacy issues are mainly caused by
the potential privacy leakage from their task descriptions. The
attackers can utilize the task information to deduce valuable
information about the end users. Notably, outsourcing a task to
a dynamic group of workers without effective protection could
greatly impact the privacy of the end users. For example, if
an end user publishes crowdsourcing tasks that can only be
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TABLE I
POTENTIAL SECURITY ATTACKS IN MCS

fulfilled by psychologists, SP may infer that this end user may
suffer from some psychological diseases. Therefore, the MCS
system should guarantee identity privacy and task privacy for
end users.

3) Trust Threats: MCS faces trust threats in terms of WT
and DT, as well as ST. The WT threat is mainly caused by
the intrinsic openness of MCS. Some workers may behave
selfishly or maliciously and raise attacks by considering their
own profits. Due to openness, workers in MCS usually vary

in computing abilities, communication capacities, sensor types
and reliability, etc. Lowly trusted workers, poor reliability, low
computation capability, and a poor communication environ-
ment could negatively impact the quality of collected data and
result in low DT. Therefore, the threats caused by both WT
and DT should be paid attention to. ST is another important
issue. In the centralized server architecture, ST is similar to
cloud computing trust. In terms of a distributed server archi-
tecture or a fully distributed architecture, ST becomes a more
challenging issue due to the nature of mobility, dynamicity
and ubiquity of mobile SP in MCS.

In Table II, we summarize the potential attacks and the
threats to security, privacy, and trust in MCS based on its
working procedures to conclude the above analysis.

C. Requirements

Driven by the above threats analysis, we propose a number
of requirements with regard to the security, privacy, and trust
of an MCS system for the purpose of overcoming the potential
attacks and security threats.

1) Confidentiality and Integrity (C/I): C/I are two basic
properties that a secure system should fulfill. In a secure
MCS system, collected data, computing results, task
information, and personal information should all be pro-
tected from eavesdropping, modification, and leakage.
The illegal reuse of historical data as up-to-date one
should also be prevented. In MCS, the messages are
transmitted via wireless channels, which are easy to be
eavesdropped by attackers. Therefore, it is necessary to
guarantee data C/I to resist eavesdropping attack and
protect data from being tampered.

2) Authenticity (Au): Au is a key to resisting many
identity-based attacks, such as Sybil and imperson-
ation attacks. The MCS system should be able to
verify that the data reports are from a valid worker
that the sender declares. To provide Au, both prove-
nance authentication and identity authentication should
be offered. As an open system, MCS allows all kinds
of mobile devices to participate in. Hence, there may
exist selfish and even malicious workers or end users.
Authentication helps exclude invalid and distrusted
workers from a certain task, and guarantees that the
data are generated from a preselected worker group,
which helps improving data quality. Authentication on
end users can deny some malicious tasks requested by
attackers.

3) WT: WT represents the confidence on a worker with
regard to its dependability, abilities (computing abili-
ties, communication abilities, sensor abundance, etc.),
reliability, worker preference, worker expertise, and
availability of sensors, reputation, worker honesty, and
loyalty. We expect that the workers selected for a task
should be of high trust. In MCS, trusted workers should
not only perform honest behaviors, but also fulfill the
requirements of a certain task with high quality. To
accurately evaluate a worker’s trust, many influenc-
ing factors, such as worker dependability, reliability,
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and worker abilities should be holistically considered.
WT authentication can greatly help identifying selfish or
malicious workers and thus support high quality MCS
services.

4) ST: In MCS, SP is expected to be trusted and to per-
form its duties honestly. SP should select workers and
calculate the reward for workers according to prede-
fined protocols. On the other hand, the processing on
the data collected from workers should be of high trust
and the final result provided to end users should be of
high quality. It requires that SP does not forge worker
selection result, worker result or final results to obtain
benefits.

5) DT: DT means that an MCS system should have the
ability to figure out whether the collected data or com-
puting results are trustworthy and the data with low trust
is excluded. SP should also be able to deal with the
data with low reliability so that the final result presented
to end users is reliable and trustworthy. As aforemen-
tioned, sensed data in MCS varies in reliability, and
cloaked or fake data may be generated by selfish or
malicious workers. This requirement is important to deal
with the data with low reliability and helps providing
sound MCS services.

6) Personal Information Trust (PT): Personal information is
usually requested by SP for worker selection. In reward-
based worker selection and task assignment schemes, it
influences the reward amount of a worker. Therefore,
workers have incentive to upload false information to get
more benefits. Therefore, PT should be ensured to block
false personal information uploading, and to encourage
workers to upload real information.

7) Privacy (Pr): Privacy requires that private information
should not be leaked. In MCS, the privacy of both work-
ers and end users should be considered. In MCS, the
privacy includes the following three aspects: a) task pri-
vacy of end users; b) personal information privacy of end
users and workers; and c) privacy of the collected data.
Moreover, the privacy of the worker’s identity is also
very important. Identity information is directly related

to the worker privacy. The data collected by the work-
ers or its type can be used to infer sensitive information
about them. The privacy of workers can be divided
into data privacy, identity privacy, and personal infor-
mation privacy. Most MCS services gather data around
mobile workers themselves, which may reveal informa-
tion sensitive to their privacy. Adversaries can extract
personal information about workers, such as location
information, trajectory, and preference by analyzing the
data. Though data privacy is the most important part
of privacy, the privacy of personal information that is
requested in worker selection and task assignment (i.e.,
tasking) is also important and should be preserved.
Another privacy issue in MCS is about the privacy of end
users. The task information specified by the end users is
probably related to their privacy. To support this require-
ment, the messages transmitted in the network should
be protected to resist leakage of private information or
data.

8) Availability and Dependability (A/D): A/D ensure sur-
vivability of MCS services to end users. The MCS
services should be available even under denial-of-
service (DoS) or distributed DoS (DDoS) attacks or in
a poor communication environment. However, compared
with traditional networks, MCS service should also be of
high quality to well support A/D. That is, the final results
presented to end users should be reliable enough. Both
intermittent availability of MCS services and low-quality
final output provided by a certain MCS SP may irritate
end user experiences and thus hinder MCS adoption in
practice.

9) Nonrepudiation: Usually, nonrepudiation (Nr) means
that no party can deny the message it has sent. In MCS,
for a worker, it means that the worker cannot deny the
data it has provided and it should not deny the commit-
ment to the task it has promised to perform. In terms
of MCS SP, Nr means that it cannot deny the pay-
ment it has promised to offer to the worker. For an end
user, it should also not be able to deny the task it has
issued to SP. Nr can benefit to resist impersonate attack
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(Continued)

and the threats related to data transmission security, and
help in maintaining the normal functions of the MCS
system.

10) Revocation: Any workers or users should be excluded
from MCS in time if they are detected as malicious,
ineligible, harmful or invalid. This could help resisting
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DoS/DDoS attacks by preventing invalid mobile users
from participating in MCS activities. Besides, it also
helps improving the efficiency of worker selection due
to the fact that only trusted workers should be involved
into task fulfillment.

11) Verifiability (V): Verifiability means that the worker
selection result, the issued rewards and the final results
presented to end users can be verified in some way by
workers or end users or public. That is, selection result
verification (SV), processing result verification (PV),
and reward issuing verification (RV) should be consid-
ered in MCS. On one hand, a method should be offered
to end users to verify the correctness or evaluate the
quality of the final results. On the other hand, in the
process of task assignment, workers should be able to
verify worker selection is fair and rewards are issued in
a predefined and agreed way. Verifiability helps judging
whether SP obeys the predefined protocols and checking
the correctness of final crowdsourcing results.

12) Access Control (AC): For end users, they usually hope
that the task information is only disclosed to valid
workers, since it contains their sensitive information.
Although workers agree to upload sensed data to SP,
they may not be willing to disclose these data to oth-
ers. Therefore, SP should deny any illegal access to the
sensed data. A fine-grained AC mechanism can well
solve this problem by allowing valid devices to access
relative data based on the access policy defined by end
users and workers.

The above requirements can be applied to evaluate the per-
formance of existing schemes. For better evaluation, we further
divide some of them into three levels, namely high, medium,
and low, to measure how well an existing scheme fulfills
each requirement. The detailed descriptions of requirements
are given in Table III with our comments on why such

requirements are proposed for overcoming which threats or
attacks (i.e., target threats or attacks).

IV. COUNTERMEASURES

Although MCS brings great benefits, it still faces many
problems in terms of security, privacy, and trust. Nowadays,
much attention has been paid to building a secure, privacy-
preserving, and trustworthy MCS system. In order to have
a holistic understanding of the state-of-the-art, we review the
related studies published in recent decade. We searched the
databases: IEEE Explorer, ACM library, Springer library, and
Elsevier library with the following keywords: security, privacy,
trust, authentication, trust management, reputation, data aggre-
gation, data processing, truth discovery, AC, and MCS/mobile
crowd sensing/participatory sensing. We review the existing
work by classifying them into six categories, i.e., secure
worker selection and task assignment, secure data aggrega-
tion, truth discovery, trust management, AC, and secure and
privacy-preserving data reporting. We examine whether each
work fulfills the aforementioned requirements. For easy pre-
sentation and reading, we summarize all the abbreviations
appeared in the rest of paper in Table IV with corresponding
full terms. Table V summarizes our evaluation and comparison
results with regard to the requirements specified in Section III.

A. Secure Worker Selection and Task Assignment

The procedure of worker selection and task assignment is
responsible for dividing a requested task into subtasks, select-
ing a dynamic group of workers, and assigning the subtasks
to them. Obviously, one main purpose of this procedure is to
provide high-level WT, which means that the selected work-
ers should be highly trusted. However, the trust of workers
is determined by many factors, such as computing and com-
munication abilities of workers, network reliability, worker
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preference, worker expertise, the availability of sensors, and
worker reputation (including honesty and loyalty). WT can
help support DT to a certain degree as well.

However, worker selection and task assignment face several
security and privacy threats. First, task division and assignment
may leak some sensitive task information to malicious work-
ers. Second, workers are required to upload some personal
information in the worker selection process. The uploaded
information may impact the personal information privacy of
workers. Therefore, the information should not be leaked to
attackers and SP if the SPs cannot be fully trusted. Third,
tasking suffers several kinds of attacks, like Sybil attack and
collusion attack. Apart from security and privacy issues, how
to guarantee the trust in the selection process is also a crucial
issue. MCS workers may intentionally upload fake or cloaked
information requested by SP, so that their real personal infor-
mation will not be revealed. In addition, the SP or end users
may also break their commitment or perform worker selection
in an unfair way to pursue their own benefits. Therefore, the
trust of tasking should be ensured in MCS.

A basic method of worker selection is to calculate a score
for each worker according to its preference, interests, ability,
location, trust, etc., and decide a worker candidate based on
the score [38]–[41]. Based on this idea, when calculating the
scores of workers, An et al. [38] comprehensively considered
a number of properties that affect DT, such as link reliability,
service quality, and region heat. However, this scheme does not

cover all the impacting factors of DT and WT, e.g., comput-
ing abilities and historical behaviors. Therefore, this scheme
only supports medium-level of WT and DT. It does not con-
sider false data uploading, and none of other requirements is
fulfilled.

Amintoosi and Kanhere [39], [40] proposed a ranking-based
scheme that introduces trust and worker ability into the calcu-
lation of worker scores. The scheme adopts worker ability of
privacy preservation as a factor that influences worker ranking
in order to enhance privacy, which helps improve WT. Since
the workers with higher trust are more possible to upload
data with higher reliability, DT is also improved. This scheme
considers both ability factors and trustworthiness of work-
ers. In addition, it also offers a mechanism to resist collusion
between workers. When deciding whether a worker should be
added into a selected group, SP checks the likelihood of the
formation of a colluding group among the selected workers.
If the likelihood is beyond a threshold, the candidate worker
cannot be added into the selected group. As a result, the
scheme supports medium-level WT, medium-level DT, and
PT. As these schemes do not consider false data uploading,
they provide DT with medium level. However, the privacy
issue is not considered in the work. Based on a similar idea,
Amintoosi et al. [42] further proposed a trustworthy and pri-
vacy preserving task assignment in social crowdsourcing. The
biggest difference between this scheme and the above one is
that when selecting workers, the SP calculates the pairwise
privacy score of possible workers, which reveals the ability of
privacy preservation. In this way, WT is enhanced with DP
provision. However, evaluating a worker’s ability for privacy
preservation is not an easy task. Besides, the pairwise score
evaluated using interaction between two system parties cannot
totally reveal the privacy preservation ability. Therefore, only
medium-level WT, medium-level DT, and PT are provided.
Moreover, none of the above schemes pay attention to the
personal information privacy, and the collusion-resist method
may also falsely detect collusion attacks. Some socially related
workers may probably generate similar data due to the similar
habits they have, which should not be thought as collusion.
Therefore, this scheme hinders the recruitment of workers by
leveraging social networking.

Many papers studied incentive-based tasking schemes to
attract workers for massive data collection [37]. Incentive-
based schemes usually reward workers with money, services
of other types, etc. [43]. In [44], it was proposed to use bit-
coins as rewards. Based on game theory, an incentive method
measures the abilities of workers, the benefit the MCS SP
could get, and the budget of the SP. Based on the measurement,
SP then outputs a group of workers. Most of incentive-based
schemes utilize an auction model to decide the worker group.
In these designs, the uploaded personal information of workers
is usually called bidding information.

Nowadays, incentive-based schemes have been widely stud-
ied. Some schemes achieve that even with false bidding
information, workers cannot increase their rewards [45]–[49].
This helps in resisting the false personal information uploading
and providing PT. Zhang et al. [50], [51] extended this method
and proposed an incentive scheme aiming at discouraging
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free-riding and false reporting based on game theory. The
scheme guarantees that both end users and workers cannot
achieve more benefits by breaking their promises and PT is
supported as a result. However, the scheme fails to resist DDoS
attack, and none of them takes into account the privacy issues.
In addition, it is only effective for selfish workers. For mali-
cious attackers with other purposes apart from benefits, it may
not work well. Therefore, these schemes can only support WT
and DT with a low level.

To protect the personal information privacy, some schemes
try to support differential privacy by adding a random pertur-
bation to the bidding information [45], [49], [52]. Based on
this idea, Jin et al. [49] proposed an incentive-based worker
selection and task assignment scheme. This incentive-based
tasking scheme mainly explores the differential privacy of
bidding information by adding randomization to its outcome.
In this way, a change in the bid of one worker would not
lead to much change in payment. As a result, it is diffi-
cult for a curious worker to infer bidding information of
other workers from outcome. Therefore, this scheme can well
protect personal information of workers and provide PP. It
guarantees that no worker could achieve more benefit by
claiming a false bid as well. This prevents false bid submis-
sion, which enhances PT to a certain degree. Similar schemes
were proposed in [45] and [52].

All the aforementioned methods do not consider verifia-
bility of the selection result. To tackle this problem, some
schemes take into consideration SV, and utilize homomorphic
cryptography to preserve personal information privacy. In [53],
a secure and dependable incentive mechanism was designed
based on an optimal omniscient auction model. In this scheme,
the crowd of workers is randomly divided into two groups of
different sizes. With a constrained budget, the scheme esti-
mates proper unit payment using a small group by maximizing
the total revenue that a winner set can obtain, and then uses
the estimated unit payment and the left budget to decide the
payment for each worker. To prevent SP from forging the pay-
ment and to protect the bidding privacy, the SP is required to
publish encrypted bids from bidders and encrypted aggregated
results to all. After that, the workers in the small groups can
verify whether the SP tampers the bid input and whether the
result is true or not. This scheme satisfies C/I with the help
of homomorphic encryption. Since the payment can be veri-
fied, SV is also offered. However, to support SV, it requires
all the members of the small group to present their bids hon-
estly, which may not be realistic. To address this problem, the
scheme encourages workers to participate in the verification
process by offering more payment. However, SP cannot be
fully trusted, and internal attacks could occur due to collusion
among SP and malicious workers. For example, distrusted SP
can request malicious workers in a small group to deny partic-
ipating in the verification procedure. In this case, verification
will fail. As a result, low-level ST is offered.

Sun and Ma [54] proposed a signature and homomorphic
encryption-based privacy-preserving verifiable incentive mech-
anism. Auction issuer (AI) maintains a bulletin board, and
all public information can be published on it. The scheme
introduces a trustworthy party AI in an MCS system. When

a worker uploads its bid, it also makes a commitment on
its bid. The commitment can be used to verify whether the
worker has uploaded this bid. To protect privacy, the commit-
ment needs to be encrypted by workers, and the commitment
will not be open until the task is finished. However, the worker
may collude with SP and reject to open the commitment after
the task. To tackle this problem, the authors introduced time-
lapse cryptography (TLC) service. TLC is offered by AI, and
the workers encrypt the commitment with time-lapse public
key issued by AI. When worker selection is finished, AI issues
corresponding time-lapse private key to decrypt the commit-
ment. In this way, the scheme can support Nr and is able
to resist collusion attack. After receiving bidding informa-
tion and associated commitment, SP decides the payment for
the worker and returns a receipt to the worker. The worker
can verify whether the payment is calculated by following
a predefined protocol by decrypting all the encrypted commit-
ments. Even SP colludes with workers or end users, it cannot
forge the amount of payment. Therefore, RV and high-level
ST are supported. The encryption of bidding information helps
realize C/I.

Dimitriou and Krontiris [56] proposed a pseudonym-based
security framework for implementing an incentive mechanism.
The main idea of the scheme is to attach a unique signature of
the worker to its encrypted bids. In the scheme, the workers
first send a commitment on its bid to an auction server (AS).
However, AS cannot extract the bid until an opening process.
Once the AS is able to read the bids, it can choose a winner
set and publish it in a bulletin board with a signature. Similar
to the scheme in [53], the scheme considers C/I, Au, medium-
level WT, medium-level DT, PP, IP, Nr, SV, and RV.

Apart from applying homomorphic encryption to protect
personal information, there are some other popular meth-
ods that were applied to protect personal information pri-
vacy of workers, e.g., uploading cloaked information, adding
random noise, and clustering workers into one group to
support k-anonymity or differential privacy [43], [57]–[62].
These methods reduce the precision of uploaded informa-
tion. Without carefully processing, these methods could have
a side impact on worker selection. Many schemes apply the
above methods into the protection of location privacy in
MCS, which is required in many applications, such as trans-
portation monitoring. In the incentive-based tasking scheme
designed by Wu et al. [43], workers join a clustering group
to support k-anonymity. In this way, PP and IP is protected.
Pournajaf et al. [59], [60] proposed a task assignment method
for spatial sensing task assignment with cloaked location infor-
mation. The scheme introduces a task server that estimates
location distribution with the cloaked information for task
assignment. To improve assignment accuracy, workers need
to perform local processing and to decide where to sense
data. This method could protect worker location privacy to
a certain degree. However, if the workers cloak their location
information too much, the method may fail, thus PP is not
well enhanced. In [61], a scheme to support location privacy
preservation was proposed. It divides a whole sensing area into
several subareas based on privacy budget and random noise.
Then, each subarea is divided into several areas randomly.
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For each area, there exists at least one worker with a high
probability. The worker could transmit the sensed data to the
requester with the help of a centralized server or through
MANET. Similarly, in [63], a scheme that supports differential
location privacy was proposed, which applies a contour plot
to demonstrate the density distribution of workers, and adds
a random noise to their location information. In [62], workers
are allowed to upload generalized location information rather
than the accurate location in order to protect personal location
information and support k-anonymity. Most of these schemes
fulfill PP, IP, and C/I. However, none of the schemes con-
sider other personal information except for location privacy.
Additionally, SV and RV of selection are not considered.

Krontiris and Dimitriou [35] proposed a worker selection
scheme that considers both privacy of workers and that of
end users. The scheme enables end users to select workers
based on their own criteria, and only the mobile users fulfilling
their criteria can access their data. The scheme protects the
location privacy and the identities of workers by introducing
cloud agents, which act as the interference of workers thus
hiding the concrete locations and identities of workers. Since
the end users can choose workers based on their attributes, this
scheme provides AC and TP. Similar schemes were proposed
in [35]. In [64], personal information privacy is protected by
sharing generalized information rather than precise one with
SP. The workers are allowed to choose a privacy level by
themselves. As a result, PP is provided. A similar scheme
was proposed in [65].

Apart from the above schemes, there are some
other schemes designed for privacy-preserving tasking.
Wang et al. [55] proposed an incentive-based scheme and
introduced reputation to it to guarantee WT with medium
level. Ye et al. [66] designed a context-trust-based worker
selection method. This scheme comprehensively considers
the influence of task types, difficulty, and payment amount
to a worker. By combining all the influencing factors and
the historical behavior of a worker together, the scheme can
determine the context trust of the worker and figure out
whether its claim is trustworthy. In this way, the scheme
can choose workers based on task information and WT. It
supports medium-level WT, and PT, which further ensures DT
to a certain degree. Ni et al. [122] proposed an anonymous
and location-based worker selection scheme. The authors
adopted a matrix to check whether a worker is located in
a targeted sensing area without knowing the exact locations
of workers. The data is uploaded in an encrypted form.
As a result, the scheme fulfills C/I, PP, and IP, but not
any other requirements. Huang et al. [125] proposed to
prevent tracking and ensure identity privacy by frequently
changing pseudonym. In this scheme, PP and IP are fulfilled
to a certain degree. Duan et al. [126] designed a distributed
worker selection framework that maximizes social welfare.
In their scheme, the result of worker selection is computed
locally by workers rather than globally by centralized parties.
It hence achieves privacy preservation since mobile users
do not need to expose their personal information during
task allocation. The scheme achieves PP to a certain degree.
Another distributed worker selection scheme was proposed

in [127]. The authors introduced several semitrusted nodes
in place of a fully trusted authority. Worker are divided into
several groups linked with semitrusted parties. The bid of
each worker is disguised and shared within group. In this
way, PP is achieved to a certain degree.

B. Secure Data Aggregation

Data aggregation is an important data processing step for
getting data statistics. It can protect original data privacy
to some extent by combining all data. Because the pro-
cess of data uploading suffers several attacks and SP cannot
be fully trusted by workers, it is necessary to guarantee
the DP of workers against attackers and SP. Two of the
most popular techniques for privacy-preserving data aggre-
gation are homomorphic encryption [67], [69], [71], [75] and
adding random noise/perturbation to data [68], [71]–[74].
Both allow the SP to aggregate the data without know-
ing the content of them. Some schemes introduce addi-
tional technologies about pseudonym and trust to enhance
security, privacy, and trust in the process of data
aggregation [69].

In [67], a data aggregation scheme was proposed based
on additively homomorphic identity-based encryption (IBE).
The data reported to SP should be encrypted with the private
keys of workers. Then, the SP can aggregate the data without
knowing their contents. This scheme also introduces a trusted
third-party, named registration authority to handle the regis-
tration of participating parties and to issue IBE keys to the
workers. The underlying encryption algorithm guarantees that
even some of the workers collude with SP or end users, they
cannot decrypt the encrypted data, thus resist collusion attacks.
This scheme guarantees C/I, Au, but cares little about trust
issues.

Chen et al. [68] proposed a data aggregation scheme
to support privacy preservation and data integrity. Diffie–
Helman cryptography was adopted to guarantee confiden-
tiality. Integrity was supported by attaching a homomorphic
message authentication code to each message. By adding
a random noisy value to each data message, data privacy is
supported. In this scheme, the distribution of noise is care-
fully selected to guarantee differential privacy, and thus it
can support high-level data privacy. Moreover, all workers are
divided into several groups and the workers of the same group
are organized to form a ring, which is managed by a group
manager.

Another scheme based on Brakerski–Gentry–
Vaikuntanathan homomorphic encryption was proposed
in [69]. This scheme introduces a trust authority to perform
identity and key management. In the scheme, ring signature
is adopted to protect the identities of workers for achieving
anonymity. The scheme also offers a verification mechanism.
It enables end users to verify the correctness of aggregation
results of the collected data by utilizing homomorphic
encryption and homomorphic hash function. Since data is
transmitted in a form of cipher text, DP can be ensured. The
scheme also supports other functions apart from sum, such as
mean and variance.
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Xie et al. [70] considered both data privacy and location
privacy in data aggregation. The authors anonymized location
information to support location privacy, and utilized erasure
codes, such as Reed–Solomon code, to slice data reports to
support k-anonymity. As a result, this paper supports IP, DP,
and partial location information privacy. In [71], both homo-
morphic encryption and data cloaking were adopted to support
differential privacy of data report and C/I.

In [72], a personalized privacy-preserving data aggregation
scheme was proposed for histogram estimation. Workers can
choose privacy levels according to their own strategies. In
this scheme, an aggregator is not trustworthy. To guarantee
data privacy, the workers first decide some parameters based
on their own privacy strategies for a bloom filter, which is used
to generate a random response to the request of the aggregator.
In this way, the scheme supports local differential privacy, and
the data is confidential even for the aggregator.

Some schemes support DP by adding random perturbation
to sensory data [73], [74]. In this way, attackers cannot obtain
the real truth of data reports unless they get a large number of
data reports. Even with a number of data reports, the attack-
ers can only obtain the content of the aggregated result and
cannot get the concrete content of a single report uploaded by
a worker. In this way, DP is guaranteed to a certain degree.

A cloud-enabled privacy-preserving data aggregation
method was proposed in [75]. This scheme adopts worker reli-
ability as an impact factor, and uses homomorphic encryption
to protect both sensed data privacy and privacy of reli-
able information. However, this scheme requests interaction
between a cloud and users to generate a final aggregated result,
which may introduce extra communication overhead.

C. Truth Discovery

Truth discovery in MCS is mainly about dealing with the
false reports and discovering truth from noisy reports with
various reliability and trust. A fine truth discovery should first
of all guarantees DT and WT, which is its primary goal. That
is, even some of collected reports are unreliable, the final result
generated by SP should still be of high reliability, and the truth
can be found. In this process, privacy issues and security issues
should also be paid attention to.

A common method of truth discovery is voting. In prac-
tice, there may be several observers in terms of a same target.
Voting-based truth discovery schemes take observed results
with the most observers as the truth. In [80], a voting-based
truth discovery method was proposed. The adoption of voting
offers DT in a medium level. The scheme further adopts ran-
dom perturbation to support differential data privacy, and thus
provides DP. However, this voting-based method requires that
the number of observers to be big enough, which could be
costly and increase extra communication overhead. Similarly,
Ren et al. [107] proposed to evaluate the reputation of an MCS
report based on the amount of supports and conflicts it obtains
from other sensing reports.

Another idea is to compare required context information
(location information, for example) to generate a report with
inferred context to determine the trustworthiness of a report.

Based on this idea, Quyang et al. [76] studied the process
of how a crowdsourced report is generated. In order to make
a report, a worker must physically present at a certain loca-
tion to observe whether there is any target event. With this
analysis, the authors proposed two new unsupervised mod-
els [i.e., truth finder for spatial events (TSE) and personalized
TSEs]. SPs utilize the two models to evaluate location pop-
ularity, a worker’s location visiting indicators, event labels,
worker reliability, and crowdsourced reports. With the evalu-
ated results, SPs are able to decide the trustworthiness of the
worker that validates whether a report is generated by a cer-
tain worker as desired. This method can detect false data only
in the case that an attacker uploads data at a false location.
Even we ascertain that a worker is present at a certain location
where its report is generated, we could not determine whether
this report is tampered or not. Therefore, this scheme can only
guarantee low-level DT, and cannot satisfy any other require-
ments on DT. Besides, privacy issues are not considered much
in this scheme.

Several context-aware schemes were proposed in the litera-
ture. Kurve et al. [77] proposed an MCS context-aware incen-
tive method, which introduces a cloud platform. Two mobility-
aware schemes were proposed in [78] and [79], which take
into account the context or mobility trajectory of workers to
decide the likelihood that a worker has actually generated the
sensing report it uploads. Just like the work in [76], only low-
level DT is offered, and these schemes lack the consideration
of security and privacy issues.

Wang et al. [86] proposed to utilize a maximum like-
lihood estimation approach in truth discovery. The authors
considered two main variables that influence generated reports,
namely sensor reliability and real truth. The scheme adopts
an expectation maximization (EM) algorithm to estimate the
real truth based on maximum likelihood estimation. Although
the scheme comprehensively considers the two factors that
affect sensed data reports, the trust of workers is not taken
into account, which is hard to predict. Therefore, the scheme
supports medium-level DT. Kubota and Aritsugi [15] further
improved the above scheme and proposed a new one to sup-
port an online data arrival model. The EM algorithm was also
adopted, which improves effectiveness by inserting ground
truth. A similar scheme was proposed in [82], which uses max-
imum a posteriori estimation to find the truth in a quantitative
claim system and utilizes bias and confidence to evaluate the
ability of workers. Wang et al. [114] also proposed a truth dis-
covery mechanism to handle the situation that the data reports
arrive continuously. They pointed out that in some cases, the
reliability of individual sources is usually some unknown pri-
ori. To tackle this problem, they introduced reputation scores
of workers and adopted the EM algorithm to estimate the
real truth in a recursive way. Therefore, the scheme supports
DT with a medium level. The likelihood analysis-based truth
discovery methods support DT. However, few of the existing
schemes consider privacy issues.

Zhang et al. [83] proposed a ground truth (i.e., real truth)
inference scheme for a multiclass labeling system based on
machine learning. Its main idea is to utilize the multiple
noisy label sets of examples to generate features. Then, it
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uses a K-means algorithm to cluster all examples into k dif-
ferent groups, each of which is mapped to a specific class.
But the scheme does not consider the influence of WT, thus
could only support medium-level DT. However, none of other
requirements are fulfilled by this scheme.

Prandi et al. [84] proposed a path discovery application
based on both MCS and traditional online crowdsourcing. The
scheme evaluates data trustworthiness by comparing the col-
lected data with a gold data set in which the data is authorized
and correct. In the absence of the gold data set, the data is
evaluated by a voting system based on the feedback from end
users. By considering the reputation of end users, the scheme
guarantees DT to a certain degree. The truth discovery based
on a gold data set could support DT with a high level. The
concept of gold data set is also adopted by Drosatos et al. [85].
The authors designed a voting-based scheme. In addition, fully
trustworthy workers called anchors are set to help improving
the trustworthiness of the whole system.

In [87], a trust assessing framework was proposed for
inferencing with uncertain streaming information. It treats
streaming data from different organizations with different trust
levels for verifying the correctness or quality of an inference.
The scheme is designed for the verification on an inference
and the adoption of WT. DT measurement helps enhance DT
validation. However, the scheme ignores the privacy issues in
MCS truth discovery.

Meng et al. [88] proposed an effective optimization-based
framework to solve the problem of truth discovery for crowd
sensing of correlated entities. The scheme considers real truth
and sensor reliability as two variants. Different from the work
in [81], the authors considered the influence of data cor-
relation and tackled the problem by clustering the sensors
into disjoint independent groups based on their relationships.
Hamm et al. [90] proposed to utilize perturbation to support
differential privacy of sensed data.

Meng et al. [89] explored observation sparsity and redun-
dancy issues in MCS. The authors pointed out that there are
usually several participants observing a same entity, and some-
times, the observation of an entity by a participant may be
missing. The authors proposed to first estimate the missing
observation values and then aggregate observations of the same
entity together. With this way, the truth of an entity is estimated
with high reliability.

To better deal with the big data collected by workers,
Zhuo et al. [121] introduced a cloud-based solution to reduce
computation burden. The collected data are encrypted, and
only valid end users can request the data. Thus, this solu-
tion achieves C/I, DP, and AC. The cloud also generates
proofs during computing. With these proofs, end users are
able to verify the correctness of final computation results.
Therefore, PV is fulfilled. The scheme does not fullfil other
requirements.

Zhou et al. [124] proposed a framework called FIDC for
improving data credibility. The scheme adopts a clustering
algorithm to analyze correlation characteristics of collected
data. In this way, it can defend against collusion attack and
potential data falsification threats attack, and thus achieves DT
with high level.

D. Access Control

In an MCS system, the workers need to request for some
task information. However, for the sake of privacy protection,
end users may not be willing to provide their task information
publicly. In this case, it is expected that only the valid workers
are allowed to access this information. Apart from the data pri-
vacy of end users, the sensed data provided by workers should
also be protected from leaking to malicious parties. AC aims
to prevent illegal access to the task information. Thus, apply-
ing AC can support TP and DP. Currently, there are many AC
schemes proposed.

Ye et al. [91] proposed a context-aware fine-grained AC
scheme for the data stored in mobile devices. The authors
considered that sensed data, like audio may contain sensitive
information concerning worker privacy. Moreover, the con-
textual information included in the sensed data may reveal
sensitive information of other parties apart from workers. For
example, if a worker uploads a photograph of his environment,
the private information of the corporation where he works may
be leaked. To tackle this problem, Ye et al. [91] set a binary
context attribute group for the collected data, and leveraged
machine learning methods to decide the attribute group of the
data. The attribute group enables a manager to decide whether
the data is allowed to be uploaded to a server [91]. The scheme
supports AC and DP.

Some schemes introduce trust or reputation into AC.
Folorunso and Mustapha [92] considered both WT and exper-
tise level of a worker to perform data AC. Only the trustworthy
workers with enough expertise can access the data. In this
way, the scheme guarantees DP, AC, and WT to a certain
degree. Chang et al. [93] proposed a flexible and adaptive
AC scheme for crowdsourcing systems named TrustForge. The
scheme combines policy-based AC and reputation-based AC
by setting reputation as an attribute of worker. The reputation
of worker is calculated according to data quality. The scheme
supports low-level DT and AC.

Choi et al. [94] tried to solve the issue of data AC in
a decentralized manner. They argued that there exists single
point failure risk if all sensed data is stored in a centralized
server. Therefore, they proposed to adopt several distributed
remote storages. In this scheme, a broker is introduced to man-
age the data. A worker can decide its AC policy by itself. This
scheme AC scheme can prevent illegal access to both sensed
data and workers’ personal information such as identity and
location. Therefore, this scheme supports DP and AC.

Zhou et al. [95] proposed an efficient generalized batch
cryptosystem (GBC) to support both batch encryption and
decryption for any public key encryption algorithms. GBC
enables that only the data requesters with certain attributes
can decrypt encrypted data. With GBC, an attribute-based AC
scheme for secure file sharing in a cloud-assisted MCS system
can be developed. The scheme supports C/I, AC, and DP.

Dimitriou et al. [96] explored task information privacy by
applying a decentralized MCS architecture. In the scheme,
with the help of tokens issued by SP, the end users obtain
data from workers directly. In this way, only the end users ful-
filling certain requirements can access the data. The end users
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can select workers based on their own policies. Therefore, the
task information is only the selected group of workers. We can
see that the task information is protected to a certain degree
and the scheme supports TP and AC.

Boutsis and Kalogeraki [97] proposed to store data locally in
users’ personal devices and keep personal information among
multiple user databases. As a result, in the sight of attackers,
the data stored by users has equal probability to contain sen-
sitive information, thus this method provides DP and AC in
terms of storage.

E. Trust Management

Trust plays an important role in MCS systems. Trust man-
agement helps SP offer sound services by selecting trustworthy
workers to generate reliable data. In MCS, both DT and WT
should be evaluated. When evaluating a worker’s trust, the
MCS systems should take into account many properties related
to the worker, e.g., historical behaviors, sensed DT, and worker
abilities (such as computing ability, sensor availability, com-
munication capacity, and user expertise). Trust evaluation and
management can provide WT and facilitate DT. Since trust
evaluation and management request collecting the behavior
and personal information of workers, PP and IP should be
paid attention in this process.

Amintoosi and Kanhere [98], [99] proposed a reputation
framework for social crowdsourcing systems based on fuzzy
logic for the evaluation of DT. The framework comprehen-
sively considers quality of contribution and trust of a worker.
Besides, it also takes into account the impact of such proper-
ties as data quality, worker locality, link reliability, expertise,
time decaying, friend gap, and so on. The scheme guarantees
DT with a medium level. The trust of data could be further
utilized to evaluate the reputation of workers together with the
feedback from end users. Therefore, the scheme also supports
high-level WT.

Wu et al. [100] proposed a novel endorsement-based rep-
utation system to evaluate the trust of workers, which takes
endorsement of other workers into account. In the scheme, an
endorsement Web is first of all built to reveal the endorsement
relationship between workers. Then, to assess the reputation
of a worker, the evaluator would turn to all the workers it
endorsed to predict the target worker’s expertise by leveraging
collaborative filtering. Furthermore, the feedback of perfor-
mance from users is used to adjust trust evaluation results.
With the expertise taken into consideration, the reputation of
the target worker is assessed. Since the scheme considers both
worker expertise and user feedback, it supports WT and DT
with a medium level.

Manzoor et al. [101] computed the trust value of a worker
using predications and user feedback. The trust manager per-
forms error analysis, and leverages analysis results to evaluate
the quality of contributions. The trust value of a worker is
decided by the current and historical data quality as well as
the results of DT evaluation in the past. This scheme considers
the DT, however, the trust of the worker is ignored. The DT
alone may not represent the trust of a worker. Therefore, it
cannot accurately evaluate WT.

Vaya [102] proposed a robust reputation mechanism for
MCS. The scheme mixes gold tasks with normal tasks, and
issues them to workers together. The gold task is a kind of
tasks for which the correct result has been computed or known
by SP ahead of time. The results of these gold tasks provided
by workers would be compared with the precomputed results
to reveal the current contribution quality of workers. The trust
score of a worker is decided by current DT and historical DT,
which is computed with the number of successfully completed
tasks and the total number of assigned tasks. This scheme
can support high-level DT. The trust of worker is calculated
by considering the historical and current performance of the
worker, and it supports medium-level WT.

Ceolin et al. [103] considered data provenance, which is
considered as the source information about entities, activi-
ties, and people involved in producing a piece of data or
thing. Data provenance can be used to form assessments on
data quality, reliability or trustworthiness. Ceolin et al. [103]
proposed a reputation and provenance-based trust assessment
scheme for the collected data. This scheme comprehensively
considers worker reputation, its abilities, and sensing condi-
tions, thus it supports DT in a medium level. A similar scheme
was proposed in [104].

To protect the privacy of workers in trust evaluation,
Christin et al. [105] proposed a pseudonym-based scheme that
leverages cloak to prevent the leakage of collected data, in
which a tradeoff is made between the accuracy of evalua-
tion and the privacy. The scheme could resist such attacks as
Sybil attack, replay attack, etc. Huang et al. [106] showed that
two challenges in MCS are data trustworthiness and worker
privacy. They proposed one solution that utilizes reputation
as criteria to evaluate contribution reputation. The above two
schemes offer A/D, IP, PP, and WP with a medium level.
However, the method proposed in [105] suffers from several
drawbacks. The reputation is in conflict with pseudo-identities,
and using historical behaviors to evaluate the reputation of
a worker would harm its privacy. To address these prob-
lems, a pseudonym-based identity preserving scheme was
proposed, in which a trusted third-party is introduced to map
the reputation to workers’ new pseudonym [34].

F. Secure and Privacy-Preserving Data Reporting

Data reporting is the process of uploading the data from
workers to SP, which includes data encryption, prove-
nance authentication, secure routing, key exchange, etc.
Data conveyed via MCS can be protected with encryption,
data cloak, data generalization, etc. In this process, data con-
fidentiality, integrity and provenance authentication should be
guaranteed. In a centralized MCS architecture, data is usually
considered to be transmitted to SP directly, and current work
tends to utilize data encryption to guarantee C/I.

In [108], data generalization is applied to support k-
anonymity, which supports DP. In this scheme, workers change
their pseudonym periodically. The worker generates a new key
pair for this pseudonym, and a trusted authority called repu-
tation and pseudonym manager (RPM) is introduced to sign
the public key by applying a blind RSA signature mechanism
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to provide Au for the pseudonym and key pair. The signing
key of RPM also changes periodically. As a result, the worker
uses the blindly signed pseudonym and the newly generated
private key to report sensor readings and to transfer reputa-
tion to its next pseudonym. To prevent attacks by maliciously
tracking workers or by linking pseudonyms of different peri-
ods through reputation values, the reputation value of each
worker is generalized and cloaked. In this way, the anonymity
and identification of workers are guaranteed. The introduction
of RPM further supports Au and Nr.

Dua et al. [109] turned to trust platform module (TPM)
to solve the problem of integrity guarantee. With TPM, the
scheme guarantees that the data cannot be tampered by mali-
cious workers. Gisdakis et al. [110] introduced a trusted third
party for the purpose of identity and key management. The
adoption of pseudonym well protects the identity privacy of
workers. C/I and Au are supported by authenticated trans-
port layer security channels established between different MCS
entities.

Qiu et al. [111] proposed SLICER, which is one of the
first k-anonymous privacy-preserving schemes for crowdsourc-
ing of multimedia data. SLICER integrates a data coding
technique and message transfer strategies to support strong
protection of participants’ privacy, while maintaining high
data quality [111].

Pournaras et al. [112] proposed a ubiquitous social mining
method via modular and compositional virtual sensors, which
takes MCS as a data source for a planetary nervous system.
The data is collected via a decentralized method. The main
idea for privacy preservation is when designing virtual sen-
sors, a filter is involved for the purpose of AC, which means
that the data is only available for the virtual sensors that fulfill
specified requirements. However, the virtual may not be trust-
worthy or secure enough, therefore, although the data privacy
is considered, it is not well protected.

V. OPEN ISSUES AND FUTURE RESEARCH DIRECTIONS

A. Open Issues

According to the above analysis and comparison as sum-
marized in Table V, we figure out a number of open issues
in MCS.

First, truth discovery still needs to be further explored.
As aforementioned, a lot of tampered, unreliable, cloaked
data exist. Specially, with personal privacy concerns, it
is possible that workers upload cloaked or tampered
data to SP. Current truth discovery methods measure the
trust of data reports in an indirect way by considering
various influencing factors, such as worker trustworthiness,
ability and reliability. Based on this idea, many algo-
rithms were developed [15], [81], [86], [108], e.g., voting-
based methods [80], [84]. However, they often ignore the
privacy issues. From Table V, we can see that few truth dis-
covery schemes guarantee DP and PP. Besides, the literature
still lacks truth discovery methods that analyze the intrinsic
properties of data in different application scenarios and need
the methods that measure DT and find real truth based on
data analysis results. In addition, most of the current methods

cannot well deal with distrusted and tampered data. How to
find the truth from unreliable data reports by exploring the
intrinsic properties between data is still an open issue.

Second, verifiability on the output result provided by SP is
not supported by most of the current schemes. For an end user
who turns to the SP to complete a certain task, it is reasonable
to provide him with a mechanism to verify the correctness or
quality of the final result. Verifiability of the final result will
enhance user trust in the SP. However, few schemes support
verifiability on final results. In practice, verifiable computation
or evaluation or auditing on the final result outputted by the
SP should be well supported.

Third, most of the literature concentrates on the central-
ized architecture of MCS, where SP is a centralized server.
Only a few studies consider a decentralized architecture of
MCS, in which SP is acted by several distributed agents.
Moreover, few work pay attention to a fully distributed MCS
architecture. There exist serious security, privacy, and trust
issues in fully distributed MCS. In the centralized architec-
ture, the data is considered to be transferred to the SP through
secure channels, and it is easy to realize key management.
However, it is more complex to perform identity and key
management, trust management, secure data uploading, secure
routing, data aggregation, and data fusion in a distributed
environment. How to build a secure, privacy-preserving, and
trustworthy MCS system in a distributed way is another open
and interesting issue.

Fourth, data processing by workers is not fully explored.
Collected data may contain sensitive information of workers.
If this information is not protected, the risk of privacy dis-
closure will be increased. On the other hand, the uploaded
data may contain extra information that is not needed by the
task. How to exclude sensitive or unnecessary data should be
studied. Furthermore, data collected through MCS may contain
duplicated data. Many workers may upload the same or sim-
ilar data to the SP. The duplicated data not only influences
the efficiency of data processing like truth discovery, but
also increases communication overhead. Therefore, attention
should also be paid to data duplication. Data aggregation and
data fusion with deduplication should be further explored.

Finally, there are only few researches paying attention to
secure data reporting. Authentication on data reporting, espe-
cially authentication on data provenance and DT, is seldom
considered. Specially, their relative identity and key manage-
ment issues are seldom investigated. Provenance authentica-
tion can provide Nr and help improve revocation (Re), and thus
becomes a significant mechanism to build up a trustworthy
MCS system.

B. Future Research Directions

Before concluding this survey, we propose a number of
interesting future research directions in the field of MCS
security, privacy, and trust in order to motivate innovation
and special efforts. These directions also stimulate our future
research work.

1) Truth Discovery With Privacy Preservation: Truth dis-
covery is expected to be performed in a privacy-preserving
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TABLE V
COMPARISON OF EXISTING WORK BASED ON PROPOSED REQUIREMENTS

(Continued)

way. This is because, for one thing, most of data collected in
MCS is related to the privacy of workers. For another thing, SP
is generally supposed to be not fully trusted and curious about
the privacy of workers. Till now, although many truth discov-
ery schemes have been proposed based on various methods,
most of them do not consider the privacy issues. Therefore, it is
significant to study how to find the truth meanwhile protecting
worker privacy.

2) Truth Discovery in Various Application Scenarios:
Current truth discovery methods usually measure the trust of
contributions of workers by evaluating their ability, reliabil-
ity, etc. However, data reports provided by workers may have
specific intrinsic properties in different application scenarios,
with which more reliable and trustworthy truth discovery can
be offered. However, few studies pay attention to a truth dis-
covery method by exploring the intrinsic properties between
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TABLE V (Continued)
COMPARISON OF EXISTING WORK BASED ON PROPOSED REQUIREMENTS

data reports, and no related truth discovery model was pro-
posed, which is a significant topic. How to create a generic
and pervasively feasible model for truth discovery that can
be applied in various application scenarios is worth our
investigation.

3) Verifiable Data Processing by MCS: As aforementioned,
few existing schemes have paid attention to the verifiabil-
ity and quality of the outcome presented by SP, as well as
the fairness of worker selection and correctness of reward
payment. How to offer verification and perform auditing in
MCS is seldom explored in the past literature. However, ver-
ification and auditing on computing results, tasking fairness
and reward execution can greatly help end users make a wise
choice among several SPs, enhance user trust and WT in MCS
and benefit its practical adoption. Obviously, due to the lack of
computing ability and actual information, it is very challeng-
ing to support auditing, evaluation or verifiability on the result
outputted by SP. In our opinion, it is significant to explore the
methods to support verifiability in MCS with regard to SV, PV,
and RV.

4) Countermeasures in Fully Distributed MCS Architecture:
Distributed MCS architecture is a promising platform for MCS
services, in which SP is implemented by a single mobile node
or several mobile nodes rather than a server. With the pop-
ularity of mobile devices and mobile social networking, it is
possible that mobile end users turn to distributed SPs for help
by utilizing their social associations. In this case, the security,
privacy, and trust issues in MCS are becoming more complex,
which are different from those in the case that the SP is acted
by a server. Therefore, relative countermeasures, like authen-
tication, trust management, data aggregation, data fusion, etc.
should be seriously studied in such a distributed architecture.
More interesting schemes should be innovated to support
distributed and ubiquitous MCS applications and services.

5) Trustworthy and Privacy-Preserving Data Fusion:
Data fusion is very helpful to support efficient data analysis
and real truth discovery. It integrates various data into a con-
sistent, accurate, and useful representation. However, collected

data in MCS normally varies in trust, quality, and reliability,
which increases the difficulty of data fusion. Data provided by
different MCS workers may contain duplicated information as
well. Furthermore, it is also quite usual to process data locally
at workers to remove duplicated, useless or sensitive informa-
tion. Therefore, data fusion becomes challenging in MCS since
it should be able to deal with data variety, data duplication,
useless data, and sensitive information at both worker side and
SP side. How to support trustworthy data fusion in order to
ensure the data set quality after fusion and how to preserve
sensitive data privacy during data fusion are interesting future
research topics.

6) Trustworthy Provenance Authentication With Privacy
Preservation: Provenance authentication helps verify the
validity and trust of data reports, which helps SPs choose
data accordingly. Considering the privacy issues in MCS, it
is crucially important to offer data provenance by preserving
the privacy of workers simultaneously, especially for identity
privacy. Since DT is highly related to WT, the authentica-
tion on the WT with privacy preservation is also important.
Important as it is, this paper pay little attention to anonymous
authentication on different types of trust in MCS. However, it
is a promising topic for building up a secure and trustworthy
MCS system with privacy preservation.

VI. CONCLUSION

MCS has emerged as an effective and efficient method for
data collection and processing due to its ubiquity and flex-
ibility. Despite the great benefits it brings, MCS still faces
many problems in terms of security, privacy, and trust, due to
its nature of openness and unreliability. There are still some
issues that have not yet been deeply investigated in academia
and industry. In this paper, we performed a thorough survey
on the security, privacy, and trust in MCS. We introduced the
basic architectures of MCS and analyzed the specific charac-
teristics of MCS by comparing MCS with WSN and traditional
online crowdsourcing. Based on the threat analysis, we further
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proposed the requirements for establishing a secure, privacy-
preserving and trustworthy MCS. Taking the requirements as
essential criteria, we extensively reviewed the current literature
and commented the pros and cons of existing work. Finally,
we explored the open issues that have not yet been seriously
investigated and proposed a number of research directions to
stimulate future efforts.
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